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Abstract--- In this paper, a Multi level home security system using Arduino mega and GSM has been proposed. The fundamental 

capacity of this security framework is to recognize the presence of person and make the client alert about it at whatever point it is 

essential, by sending instant message to client's cell phone-number, enrolled already. In the essential stage, presence of any 

individual will be detected by a Pyroelectric (PIR) movement sensor and from that point forward, the individual should enter the 

correct secret phrase through a keypad. Oneself created secret key assurance gives a twofold sided advantage to this framework 

viz. any obscure individual should demonstrate his/her personality by entering the correct secret word to the security framework. 

Each time a secret key is utilized, it lapses, and another secret phrase gets produced by the framework and is shipped off the 

enlisted versatile number. The ongoing insurance has been performed utilizing a GSM SIM800L module which sends and gets 

instant text messages between client's cell phone and microcontroller for example Arduino mega. This security framework has 

given minimal effort and less convoluted home security insurance conspire by distinguishing any unapproved section to our home 

or whatever other spot that should be gotten. 
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I. INTRODUCTION 

In this new age, while innovation has improved by and 

large, upgrade of robbery and taking is seriously affecting 

society. In spite of the fact that it has been seen that since 

most recent couple of years, the coercive section of thief 

has been diminished yet the robber passage has not been 

totally decreased. Hence, in these days to confine and 

oppose these criminal exercises, execution of different 

security gadgets is an imperative space of exploration. The 

security gadgets, which can be set either inside or outside 

of house, to ensure intruding is by and large known as 

home security gadgets [1].  

At the beginning phase sound cautions were the lone thing 

which is utilized as a home security framework. Yet, 

because of the turn of events and headway of innovation 

just as the increment in insightfulness of robbers, sound 

cautions are insufficient for the home security. Henceforth 

microcontroller viz. Arduino uno/mega, Raspberry Pi, PIC 

microcontroller and so on based home security framework 

have gotten mainstream in nowadays. The parts which are 

utilized for the multi level home security frameworks are 

Arduino mega, GSM SIM800L, Smart Vault, and so on 

Arduino goes about as the mind of the home security 

framework. It is an open-source gadgets stage dependent 

on simple to utilize equipment and programming. This 

gadget detects the climate by getting contributions from  

numerous sensors and influences its environmental factors 

by controlling lights, engines, charger, inverter, and 

different actuators. Today the majority of the tasks, 

development happen by the assistance of Arduino [2].  

These days the uses of IoT (Internet of Things) [3] are 

growing incomprehensibly. It is a brilliant framework 

where the home apparatuses are associated with the web 

which is worked by an easy to use application. For 

instance, in the event that someone neglects to kill some 

machines in the home/office, they can turn it off by the 

assistance of the PDA through remote correspondence 

framework. This is the significant use of IoT. Hence, these 

days IoT are likewise utilized as in-home security 

framework [4-6].  

Camera assumes a significant part in the home security 

framework. In the majority of the houses and building, 

CCTV cameras are utilized which records each second 

occurring inside just as the environmental factors [7]. 

Network safety is a framework which additionally helps in 

security however this framework is generally utilized in 

workplaces, banks, and so forth These days ATMs are 

ensured by Cyber Security[8-9].  

GSM is a framework which assists with sending and get 

both call and messages via Arduino mega and other 

microcontroller’s [10-13]. This framework is 
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unobtrusively utilized as a home security framework.  

In this work, a multi level home security framework has 

been proposed. A GSM SIM800L module with dynamic 

sim card has been used. A security keypad has been used 

to give better security to this framework. At whatever 

point any individual enters home/office the presence of 

him/her will be recognized by sensor. Presently assuming 

the individual is known, he/she can put a security secret 

key on the keypad which will demonstrate that he is a 

known individual who has entered. Yet, assuming he/she 

neglects to give right secret word, a message will be 

shipped off client's cell phone to guarantee that an 

unapproved section has happened. The primary target of 

this task is to forestall and caution client about any 

unapproved section into the ideal spot. The twofold sided 

insurance has given more noteworthy security to this work 

alongside self-produced secret word conspire, which 

changes each time a section happens. 

II. METHODOLOGY 

To execute this security framework, home owner ought to 

have a Mobile phone with SIM-card. Another SIM-card is 

likewise required  unapproved individual. 

However, assuming right secret word is gotten by 

microcontroller, it produces another secret word and 

transmits  it to owner mobile phone which will be used as 

new secret word for the following time activity. The entire 

technique is clarified in the accompanying five phases; 1. 

Movement detecting by PIR sensor, 2. Secret phrase 

passage via keypad, 3. GSM safeguard activity to transmit 

ready message, 4. Secret phrase age and refreshing to 

owner. In the space of microcontroller based examination 

or venture works, Arduino mega has assumed an 

indispensable part as a controlling gadget. The Arduino 

MEGA is a microcontroller board furnished with Atmega-

2560 central processor and other fringe gadgets and a 

bunch of info/yield pins. Its functioning voltage is 5 Volt 

with working recurrence 16 MHz. Table Shows the 

determinations of Arduino MEGA. Presently in this 

proposed work, Arduino MEGA has been utilized as an 

essential controlling gadget of any remaining segments. 

The association plan of different segments with Arduino is 

clarified in each after area. 

 
Fig.1 Multi level home security flow chart 
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TABLE I.: ARDUINO MEGA SPECIFICATION 

(ATMEGA-2560)) 

Operating voltage 5 V 

Operating current 50 mA 

Input voltage limit 7-12 V 

Operating frequency 16 MHz 

Analog Input/output pin 16 

Digital Input/output pin 54 

Flash memory 256 Kbyte 

SRAM 8 Kbyte 

EEROM 4 Kbyte 

A. Intrusion detection sensor 

The PIR intrusion detection  sensor can recognize the 

infrared radiation coming from a body in this manner 

guaranteeing its quality close about itself. In this work this 

sensor has been utilized to recognize the presence of 

individual in its area. This sensor needs 3-15 Volts DC 

supply to work and if any intrusion is detected, it gives a 

high 3.3-5 DC yield voltage, in any case this yield terminal 

turns low. The affectability scope of this gadget is very 

nearly 10 meters ,110o×70o sensation limit. The detecting 

scope of Pyroelectric sensor fluctuates between 5 to 12 

meter, henceforth the sensor is to be kept in such a spot so 

it can detect the presence of people inside home. The 

detecting reach can likewise be controlled utilizing 

affectability change handle as demonstrated in Fig.2 In this 

work, the intrusion detection  sensor has been fueled from 

Arduino MEGA microcontroller straightforwardly from 

digital pins by keeping to be kept inside the GSM 

SIM800L safeguard with instant message approaching and 

active office. The Arduino MEGA, GSM SIM800L 

safeguard is to be put inside home with power supply on 

and intrusion detector is kept near to door to detect an 

intruder. when intrusion is detected by sensor, it transmits 

message to Arduino mega and it trusts that in 25-30 

second will get  secret word, received from keypad, then 

Arduino MEGA sends an alarm knead, utilizing SIM800L, 

to client's cellphone with respect to presence of any this 

terminal design as high yield mode and the ground pin is 

associated with Arduino MEGA ground pin. Presently the 

yield pin is associated with Arduino MEGA digital pin. 

Overall yield sign of intrusion detector is low however at 

whatever point any intrusion is detected by intrusion 

detector inside its reach, it conveys a message via yield pin 

which is associated through digital terminal of Arduino 

MEGA.  

Presently in the event that human presence is detected, PIR 

conveys high yield message. Arduino gets this sign and 

sits tight for 25-30 second for the secret word to be entered 

via owner.  

 

 
Fig.2 PIR motion sensor 

 

Consequently, soon after going into home/office, the 

individual, requirements to give the correct secret word 

inside this 30 second. 

B. Secret Word Entry via Keypad 

A 4x4 keypad utilized has 16 characters. digits '0-9', letters 

'A-D' and two extraordinary character '*' and '#', by 

squeezing separate keys as demonstrated in Fig This 

keypad comprise of complete 8 terminals where 4 

terminals is associated with each line and rest of 4 

terminals are associated with every segment. Presently at 

whatever point any key is squeezed, particular line and 

segment are actuated and by identifying the line and 

segment number, microcontroller can peruse, which key 

has been squeezed. In this work, a secret phrase to be 

entered by the client physically via  keypad module. 

Chiefly the secret key is the verification of individual who 

has entered, is  a known individual.  

At first, secret key is created by Arduino mega and saved 

without help from anyone else. This secret word was 

additionally shipped off client's cell phone through GSM 

safeguard. Consequently this secret word would be known 

to client as it were. Presently, when an individual goes into 

to home/office, person may be either known or obscure. 

Assuming the individual is known, prior to entering, a 

person can get data about the correct secret phrase from 

client and soon after section, person will enter that secret 

word through keypad which guarantees that person is a 

known individual. Presently if that individual neglects to 

give any secret key or gives wrong secret phrase inside this 

30 second, it will be a proof of unapproved section. At 

whatever point any unapproved section be distinguished, 

Arduino conveys message to SIM800L safeguard to send 

an 'ready text' to alert the owner/responsible person. 

Thusly, the motion sensor alongside self-created secret key 

security plot gives a superior and ease security framework.  
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Fig.3 4×4 keypad 

C .SIM800L GSM to transmit intrusion message 

The SIM800L GSM module, is a Quad band GSM module 

with working recurrence of 850/900/1800/1900 MHz. The 

GSM sim800l  works with 3.4 to 4.4 volt DC supply and it 

is furnished with SMA connector with GSM SIM800L 

Type Antenna. This module can be interfaced with 

Arduino mega unit with Antenna control through 

sequential port utilizing Transmit and receive pins to 

communicate and get information, individually. 

In this work we have utilized a SIM800L GSM sim card to 

transmit intrusion message to owner mobile. Subsequently 

in the wake of embeddings this sim card, we associated the 

radio wire and gave power supply from Arduino MEGA 

by joining this module with Arduino MEGA. A book 

knead was at that point been used inside Arduino MEGA 

to caution clients, and it was shipped off clients cell phone 

at whatever point any unapproved passage occurred. The 

calculation is written below. 

 

Intrusion Message =‘intrusion  has been occurred’.  

1. if secret word has been entered jump to step 2, if not 

jump to step 7 

2. if the entered secret word is right jump to  step3, if not 

jump step 7 

3. create a new secret word 

4. save new secret word  

5. transmit  new secret word to users mobile phone 

6. jump to step 9 

7. transmit  intrusion message to owner 

8. jump to step 3 

9. end. 

D. Secret Key Generation 

 
Fig.4 SIM800L GSM/GPRS module 

 
Fig.5 Connection scheme of proposed work 
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3. on the off chance that any known individual has entered 

and given right secret word, at that point the gadget to 

simply send the new created secret key o client and will 

begin working appropriately.Presently, after secret phrase 

age and refreshing of secret key to client, the 

microcontroller will treat this secret phrase asright one for 

the following time activity. The association plan of this 

work is clarified in Fig.5. 

In this work, another secret word age plot has been 

proposed where after fruition of every activity, each time 

another secret phrase is shipped off client versatile, hence 

expanding the security method. This secret key age system 

can be of three distinct sorts, these are  

1. in the event that any intruding happens, client will get 

aware of it and after that the Arduino MEGA must be 

reseted and another secret key will be transmitted.  

2. in the event that any breakdown has been happened or 

any realized individual has entered and neglected to give 

right secret key, at that point client will in any case get 

ready message. All things considered client can give a 

missed call to the SIM800L associated with GSM 

safeguard and the gadget will produce new secret key and 

will begin processing appropriately. 

III. CONCLUSION 

In this the paper purpose was to diminish specialized 

intricacy and costs over the security framework along with 

advancement of safety methodology. When there is an 

intrusion , this gadget sends a secret phrase to cause client 

to guarantee that a realized individual has entered, 

bombing which an 'intrusion_ message' will be transmitted  

to client's cell phone to make him/her mindful of that, an 

intruding has happened. After each time activity another 

pass word will be produced and treated as right secret 

phrase for the following time activity. Additionally this 

new secret key may be known to client. In this manner 

oneself created secret word insurance conspire gave a 

superior security convention. 
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