- goid,
U .
)
connecting engineers... developing research

ISSN (Online) 2394-6849
International Journal of Engineering Research in Electronics and Communication

Engineering (IJERECE)
Vol 4, Issue 3, March 2017

Design of AES-256 with Three Stage Pipelining
S-Box Using Logic Gates

Mpyjari Munaswamy, ”IN.Dilipkumar, ®!N.Pushpalatha
M (M. Tech) PP Assistant Professor
MABIDept of ECE, Annamacharya Institute Of Technology & Sciences, Tirupati

Abstract: — The cipher is the component which is responsible for performing encryption or decryption on blocks of
input data, while the key expander is responsible for preparing the input key for use by the cipher in each round. The
Advance Encryption Standard (AES) is composed of four different functions that are repeated in a number of rounds.
These are byte substitution, shift row, mix column, and add round key. The AES algorithm is capable of using
cryptographic keys of 128, 192, and 256 bits to encrypt and decrypt data in blocks of 128 bits. The number of rounds
in AES is variable and depends on the length of the key, i.e10 rounds for 128-bit key, 12 rounds for 192-bit key and 14
rounds for 256-bit key. Each of these rounds uses a different 128-bit round key, which is calculated from the original
AES key. When a key of size 256 bits is used, the number of rounds are repeated is equal to 14. The function Sub
Bytes is the only non-linear function in AES, operating on each of the state bytes independently. The 16 input bytes
are substituted by looking up a fixed table (S-box) given in design. The result is in a matrix of four rows and four
columns. It substitutes all bytes of the State using a look-up table called S-Box. A more suitable method of
implementing the S-Box is to use composite field approach for calculating multiplicative inverse in a Galois Field
GF(28) followed by an affine transformation in the binary extension field , which is based on combinational logic. An
efficient design is three stages pipelining for the byte substitution phase. The proposed Three Stages Pipelining S-Box
Using Logic gates and efficient in terms of delay and area.

Index Terms:— S-box, encryption, decryption.

keys required to access that information. Based on keys
types the encryption algorithm can be classified into
two groups: symmetric encryption with private key
algorithms (  the sender and recipient must have the

. INTRODUCTION

World wise the more popular and widely
adopted symmetric encryption algorithm likely to be
encountered nowadays is the Advanced Encryption
Standard (AES). It is found at least six time faster than
triple DES. Because of DES data(64 bit) was needed as
its key size(56bit) was too small. With increasing
computing power, it was considered vulnerable against
exhaustive key search attack. Triple DES was designed
to overcome this drawback but it was found slow[5].

In Network Security the Cryptography plays
an important role in the security of data. Cryptography
is derived from the Greek words: kryptos, "hidden", and
graphein, "to write" or "hidden writing". It is useful to
us for the purpose of store sensitive information or
transmits it across insecure networks so that
unauthorized persons cannot read it. Cryptography
involves all legitimate users of information having the

same key in order to encode or decode the protected
information) and asymmetric encryption with public
key algorithms( the sender and recipient have different
keys respective to the communication roles they
play).Symmetric key algorithms are in general much
faster to execute electronically than asymmetric key
algorithms[3].

In January 1997 NIST (National Institute of
Standards and Technology) issued a public request for
candidates to replace the aging DES, which resulted in
15 viable submissions from 12 countries. In October
2000 NIST announced the winner of the contest as
Rijndael, a program created by two Belgian
cryptographers, Joan Daemen and Vincent Rijmen, had
been accepted as the new standard, or the Advanced
Encryption Standard (AES)[6]. the AES standard states
that the algorithm can only accept a block size of 128
bits and a choice of three keys - 128, 192, 256 bits,
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Depending on which version is used, the name of the
standard is modified to AES-128, AES-192 or AES-
256 respectively. A number of AES parameters depend
on the key length. If the key size used is 128 then the
number of rounds is 10 where as it is 12 and 14 for 192
and 256 bits respectively[7].

1. THE AES-256 ALGORITHM

AES is based on a design principle known as a
substitution-permutation  network. The AES-256
algorithm is mainly consists of two major parts: Cipher
and Key Expansion. The cipher is the component which
is responsible for performing encryption or decryption
on blocks of input data. In encryption process converts
plaintext to cipher text using key while Decryption
process converts cipher text to plaintext using key. Key
Expansion generates a Key Schedule that is used in
Cipher procedure [1].

A. AES-256 Encryption process:

The Encryption process consists of a plaintext
is 128 bits and key is 256 bits and the number of rounds
in AES 256 is 14. The AES-256 encryption process
having four different functions are repeated in a number
of rounds, these are sub byte operation, shift row
operation, mix column and add round key operations. In
the first round we are having all the five operations like
Pre round operation, sub byte operation, shift rows
operation, mix columns and Add round key operations.
From 2" round to 13™ round have four operations sub
byte operation, shift rows operation, mix columns and
Add round key operations.The final 14™ round consists
only three operations. i.e sub byte operation, shift rows
and Add round key operations respectively[4][6].

[Eownd 2 ]

[Found 14] | [ Shift Row Operation

Cipher Text (128-hit)

Fig.2.1 AES-256 Encryption process

B. AES-256 Decryption process:

In the Decryption process Cipher text is given
as input. The input key is given to the key generation
module to generate new keys are given as input to
inverse mix columns, which gives key for the fourteen
rounds of decryption. In AES-256 decryption process
we are having four different functions are repeated in a
number of rounds, these are inverse sub byte operation,
inverse shift row operation, inverse mix column and
inverse add round key operations. The first round
consists of all the five operation like Pre round
operation, inverse sub byte operation, inverse shift rows
operation, inverse mix columns and inverse Add round
key operations. From 2™ round to 13" round have four
operations, like inverse sub byte operation, inverse shift
rows operation, inverse mix columns and inverse Add
round key operations. The last 14™ round consists only
three operations inverse sub byte operation, inverse
shift rows and inverse Add round key operations
respectively[4][2].

[

Clipher Texr (138 6R |

C. Key expansion process:

In the Key expansion process, the input key of
256 bit is divided into eight parts. Each part consists of
32 bits, arranged in a matrix 4 X 8. Last column is
taken as a row matrix 1 X 4 and performed shift row
operation. The output of shift rows operation is given to
S-Box to perform a sub byte operation. XOR with the
round constant at MSB side 8 bits of sub byte operation
output (i.e. round constant value changes for every
round). The XOR round constant output is XOR with
input key of 0™ column and the output is taken as
generated new key of 0" column, and the 0™ column of
new key is XOR with 1% column of input key and the
output is taken as generated new key of 1% column of
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new key. Similarly 1% column of new key is XOR with
2 column of input key to give 2™ column of new
key,2™ column of new key is XOR with 3 column of
input key gives 3" column of new key. The generated
new key of 3™ column is given to S box to perform
XOR operation. The output of S box is XOR with 4"
column of input key which gives 4" column of new
key, 4™ column of new key is XOR with 5" column of
input key which gives 5" column of new key,5"
column of new key is XOR with 6" column of input
key which gives 6™ column of new key and finally 6"
column of new key is XOR with 7" column of input
key which gives 7 column of new key. This process is
shown in Fig 2.3 AES-256 Key expansion, this way we
generate new keys of 256 bits in AES 256 algorithm by
attaching the eight obtained columns of new key[1][7].
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Fig.2.3 AES-256 Key expansion

1. S-BOX USING COMBINATIONAL LOGIC

The Example for S-Box using combinational
logics computing the Sub Byte operation is show in Fig
3.1,the propagation of the input data of 0X4 into a
composite field based S-Box. One of the most common
and straight forward implementation of the S-Box for
the Sub Byte operation which was done in previous
work was to have the pre-computed values stored in a
ROM based lookup table. In this implementation, all
256 values are stored in a ROM and the input byte
would be wired to the ROM’s address bus. The input
data will first undergo the multiplicative inversion. The
values at which the high and low nibbles are
transformed to are indicated by the 4 bit numbers
outside of the logical blocks. The example can be
worked by hand since the tables containing the results

for GF(2*) multiplication and multiplicative inverses
are provided. After the inverse isomorphic mapping
operation of the multiplicative inversion module, the
Affine Transformation is applied to the multiplicative
inverse to yield the S-Box substituted value for the
given input of 0 X CB. Doing so yields an output of
0XF2 which agrees with the S-Box table provided. A
more refined way of implementing the S-Box is to use
combinational logic and this type of S-Box has the
advantage of having small area occupancy [1][2].

g <8

» 0
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Fig 3.1 Example for S-Box using combinational
logics computing the SubByte operation.
A. The Sub Byte and Inverse Sub Byte
Transformation:

The Sub Byte transformation is calculate by
taking the multiplicative inverse in GF(2%) followed by
an affine transformation. The Inv Sub Byte
transformation is inverse process of Sub Byte
transformation, the inverse affine transformation is
applied first prior to claculating the multiplicative
inverse. The steps involved for both transformation is
shown below.

Sub Byte: Multiplicative Inversionin GF(2%) >
Affine Transformation

Inverse Sub Byte: Inverse Affine Transformation ->
Multiplicative Inversion in GF(2% The Affine
transformation and inverse Affine transformation can

be represented in matrix form and it is shown below.
(L1 11100 0)(a) (0 (0101001 0)(a) (0)
01111 100]|af |t 00101001]|a
00111 10010100 a
1
1

0
0
0
0001 ,4I"(030100|010“ 0
0
1
0
1

1

1
L 1
ATla)= |

)

11000l LOOTOOT0f]g
0100100T1|]|a
\llI]UODlIa U \L 0T 00100 g 1)

The AT and AT’ are the Affine
Transformation and inverse Affine Transformation
while the vector a is the multiplicative inverse of the
input byte from the state array. From here, it is
observed that both the Sub Byte and the InvSubByte

1
[0
1000 |10 00100101 ]g
0
|1

Irrroool
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transformation involve a multiplicative inversion
operation. Thus, both transformations may actually
share the same multiplicative inversion module in a
combined architecture. An example of such hardware
architecture is shown Fig 3.2. Switching between
SubByte and InvSubByte is just changing the value of
INV. INV is set to 0 for Sub Byte while 1 is set when

Inv Sub Byte[2][4].
INV INV

A - o
Inversicn
B Mo —t AT 0

Fig.3.2 Combined Sub Byte and Inverse Sub Byte
sharing a common multiplicative inversion module.

B. Isomorphic Mapping and Inverse Isomorphic
Mapping:
The matrix multiplication can be translated to
logical XOR operation. The logical form of the
matrices above is shown below.

fLo100000)(g) 11100010 g)

11011110 010001 00||g

10101 100|](g 0110001 0||g
5xq:1°1°]“0x‘7‘ a‘_‘xq:D]l]UI]l)xq:

1100011 0[]/ 001 11110[]g (2)

10011 110|][g 1001 1110]|]q

0101001 0|]g 001 10000||g

oroooor 1flg) wrtr1ro101)lg)

Then the above matrix becomes

([ 4,84,8q,8q )

4

4,9 qs
©q,0q,0q,0q,0 094
§;94;94,94,9¢,9q, Bq, B¢
4, ©4,99,@q, @qaeq)@ I@ (3)
. 499,89, 89,84, §xg=| T "B AT
oxg= 4:99,©q,89,9q,
7,94,09,0q, B0 60805
9,99,84,@9,89, o q‘q ;’q i
7,84,8¢, P
9,94.99,89,8¢
9,89, 8q, CoR TR R

C. Addition in GF(2*):

In Galois Field, the Addition of 2 elements
can be translated to simple bitwise XOR operation
between the 2 elements.

D. Squaring in GF(2*):

Let k = g°> where k and q is an element in
GF(2*), represented by the binary number of {ks k; k;
Ko} and {qs 02 01 o} respectively.

ki=0, ® Ot (6)
ko=03 ® Q1® Qo........ (7)

— | .
X7 7 7 -
-~b

Fig.3.3 Hardware diagram for Squarer in GF(2*).

E. Multiplication with constant, 2 :

Let k = g, where k = {k3 k2 k1 k0},, q = {q3
g2 g1 q0}, and
A= {1100}, are elements of GF(2*).

Ks=02 ® Qoo
Ko=03 ® Q1 ® Jo
Ke=0s._. .

Fig.3.4. Hardware diagram for multiplication with
constant 4
F. GF(2%) Multiplication:
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>< Multiplication operation in GF(2?)

Fig.3.5. Hardware implementation of multiplication
in GF(2%)
G. GF(2%) Multiplication:

X " 2.
R B
T

Fig.3.6. Hardware implementation of multiplication
in GF(2)

L]
Y

]
L

o
A
Y
Y
D
¥

L

-
L

77



#+IFERP

connecting engineers... develaping research

ISSN (Online) 2394-6849

International Journal of Engineering Research in Electronics and Communication
Engineering (IJERECE)
Vol 4, Issue 3, March 2017

H. Multiplication with constant ¢:
The formula for computing multiplication with
¢ can be derived and is shown in equation (12) & (13).

ke, Qoo (12)
ko:% ...................... (13)
P
2 2
XQ e —

Fig.3.7. Hardware implementation of multiplication
with constant ¢.

. Multiplicative Inversion in GF(24 ):

65" =09 0:0:9: © 0300 P o (14)

02" =030 @ 030200 @ 030 @ ,® 020s....... (15)

0 =0s ® 030201 ® 030100 @ @ 0200 @ ------- (16)
0o =030201 ® 030200 ® 0301 @ 03010 ® 0300 @ Q2 @ 0201
® 020190 ® *f1 @ Qo............ (7)

V. S-BOX USING PIPELINING

Pipelining originates from the idea of a water
pipe with continuous water sent in without waiting for
the water in the pipe to come out. Accordingly, it
results in speed increases. Pipeliningis an
implementation technique where multiple instructions
are overlapped in execution. The computer pipeline is
divided in stages. Each stage completes a part of an
instruction in parallel. The stages are connected one to
the next to form a pipe - instructions enter at one end,
progress through the stages, and exit at the other end

[7].

- 1 4 | Z
ﬁ 8(x) } e x % 4 8'(x) = ©
é B 3 - »J: \_. o

e e

Fig.4.1 The places of two and three pipeline stages S-
Box

The different stages of  pipelined
implementations having S-Box, the most resourceful

and efficient designs are those with two and three
pipeline stages for the byte substitution phase as shown
in fig. Here the dotted lines are the pipel registers for
the three-stage S-Box and the solid lines are the
registers for two-stage S-box[6][2].

V. SIMULATION WAVE FORMS AND
RESULTS
AES-256 Encryption simulation:
In the Encryption process we can consider a

plaintext of 128 bits is
“00112233445566778899aabbceddeeft” and key of 256
bits is

“000102030405060708090a0b0c0d0e0f101112131415
161718191a1blcld161f’

Fig.5.1 Encryption simulated wave form

AES-256 Encryption simulation:

In the Decryption process we can consider input as a
output of encryption process of cipher text of 128 bits
is “8ea2b7ca516745bfeafc49904b496089 ” and key
of 256 bits is
“000102030405060708090a0b0c0d0e0f101112131415
161718191alblcldlelf”.

F|g 5 2 Decryptlon simulated wave form

VI. CONCLUSION

The AES algorithm is capable of using
cryptographic keys of 128, 192, and 256 bits to encrypt
and decrypt data in blocks of 128 bits. The number of
rounds in AES is variable and depends on the length of
the key. AES uses 10 rounds for 128-bit key, 12 rounds
for 192-bit key and 14 rounds for 256-bit key. When a
key of size 256 bits is used, the number of rounds are
repeated is equal to 14. The 16 input bytes are
substituted by looking up a fixed table (S-box) given in
design. It substitutes all bytes of the State using a look-
up table called S-Box. A more suitable method of
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implementing the S-Box is to use composite field
approach for calculating multiplicative inverse in a
Galois Field GF(2%) followed by an affine
transformation in the binary extension field , which is
based on combinational logic. An efficient design is
three stages pipelining for the byte substitution phase.
The proposed Three Stages Pipelining S-Box Using
Logic gates simulated and synthesized by using Xilinx
14.7 tool.
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