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Abstract--- Cryptosystems are used to send confidential messages in secure manner. The most important and efficient type of 
cryptosystem is RSA. RSA is used in various sectors such as Bank security and Internet protection. One of the various steps involved in 
RSA is Modular exponentiation, which is used in both Encryption and Decryption. It takes high memory and computation time of 
algorithm. In order to reduce the computation time of algorithm, the Modular exponentiation complexity is reduced. In this paper, we 
explain efficient novel Modular exponentiation. This is done by FPGA implementation using ZedBoard and comparing them with the 
previous methods. 
Keywords--- RSA cryptosystems; Modular Exponentiation; ASIC and FPGA implementation.  

 

 

I. INTRODUCTION 

RSA Algorithm is one of the most important public 
cryptosystem used for high secure transmission of data. 
This algorithm has several steps that are used to efficiently 
transmit message in secure manner. The main function of 
this algorithm is modular exponentiation. Several works [1], 
[2], [3], [5] are done to increase the bit value and there is a 
need for novel modular exponentiation methods which 
uses reduced computation time and memory. This paper 
focuses on hardware implantation of clock cycle method 
and comparing it with its conventional counterparts.               

 

II. RSA ALGORITHM AND METHODS 

 

A. RSA Algorithm 

RSA algorithm is a widely used practical public key 
cryptosystem [1], [2], [3], [4], [5], [6]. In this method, the 
first two prime numbers are chosen as P and Q. They are 
multiplied and the answer arrived is N. There are three 
steps in key generation. The initial stage multiplying (P-1) 
and (Q-1) and the values is ɸ(N). 

The secondary stage is key generation using Extended 
Euclidean Algorithm. Which is done by D×E mod ɸ(N)≡1. 
Here E and N are public key D and N are   private key. In 
third step message M is generated. This message is 
encrypted using public key and transmitted. This message is 
retrieved by decrypting it using the private key. The above 
explained algorithm can be further detailed as bellow 
Algorithm I. 

 

 

Algorithm I   RSA Algorithm 

Input:    P, Q, E, D, M 

Output:               

                                 

                                                  

             

Key Generation:  1<e< ɸ (N).            

                                             

                                             

Encryption:              

Decryption:                

 

B. Modular Multiplication 

Modular exponentiation is a straight forward method. 
But, this consumes more memory for a low bit value so 
modular exponentiation is done with modular 
multiplication [1], [3], [4]. The process can be done by 
equation 

 

                                                                

 

The above the equation (1) is used by repeated modular 
multiplication [5], [6]. The process can be done by 
equations 

 

                                                                 

 

The above equation is further analyses in Algorithm II. 
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Algorithm II Modular Multiplication Method 

Input:          

Output:            

                       

                           

                

      

 

C. Fast Square Exponentiation 

Algorithm II is used for memory reduction but it has 
some restrictions when high bit value are used, the process 
time become more. In order to overcome this, Fast Square 
Exponentiation is implemented [1], [5], [6], [7]. In this 
method, exponentiation value is converted into binary 
value. The process is further preceded based on the values. 
We get either ‘0’ or ‘1’. If ‘0’ do            for ‘1’ do 
          and           [1], [4]. The detailed 
algorithm is given in Algorithm III. 

 

Algorithm III Fast Square Exponentiation 

Input:            

     Output:               

                 E converts to Binary 

                               
            

K = 1, P = M 

 

                     

                           

                   

                        

                                  

        return P 

end 

 

end 

      

D. Clock Cycle Method 

In Algorithm III, through time is reduced, memory 
consumption is high. In order to overcome this, Clock Cycle 
Method is implemented. In this method, memory 
consumption is reduced at the expense of increase in 
processing time to small extent when compared to method 
proposed in Algorithm III. In Modular multiplication 
methods modular function repeats after a particular cycle 
of values. This method stops when a value gets repeated. 
The values and its corresponding count (The modular 
multiplication process of each step is called as one count) 
are stored. Modulo operation is done for exponential value 

and count.  If count value is less than exponential value, 
              

is done. Where   is exponential value. The output count 
obtained as a result of modular operation is checked with 
the stored value. The values corresponding to the output 
count obtained from modular operation is noted. The 
above explained method is further detailed in Algorithm IV. 

Algorithm IV Clock Cycle Method 

Input:  M, E, N 

Output:            

D[1000], K=1, COUNT=0, I=1, Q=1. 

               

               

                      

                              

                   

    

            

                   

         

     

             

          

 

III. HARDWARE DESIGN AND IMPLEMENTATION 

A. ZedBoard 

ZedBoard is a single board computer based on Xilinx 
zynq device family. It is the combination of both ASIC and 
FPGA. The memory is saved by using both ASIC and FPGA 
instead of using FPGA is alone. FPGA and ASIC does 
Arithmetic and processor operation and quickly, whereas 
key generation and values applied are on ASIC, modular 
operation is FPGA. The time and memory is reduced by 
combining both ASIC and FPGA and implementing in 
ZedBoard. We have done the proposed methods in 
ZedBoard.  

 

B. RSA Algorithm of Modular Multiplication 

The basic operation of exponentiation method has been 
used in RSA algorithm [2], [6] and it is implemented in 
ZedBoard. The key and initial data is applied to ASIC and 
Arithmetic operations are applied to FPGA.  

As shown in figure 1, the inputs are given into key 
generation, key distribution and message blocks. While, the 
Encryption and Decryption keys are obtained from modular 
multiplication. Modular multiplication is done by dividing 
the modular operation and multiplication operation in two 
separate blocks and its result is obtained through FPGA 
implementation. 
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Figure.1. Block diagram of Modular Multiplication in RSA 

 

As shown in the Output window (figure 2) 2347, 7663 
are the given public key values, 67, 7663 are the private key 
values and sent message is 3452, encryption value is 2978, 
and decryption values 3452, decryption value and message 
value are equal. So, it ensures secure transmitted of 
message. Time cycle of the process is 2414.  

 

Figure. 2.  RSA using Modular multiplication 

C. Fast Square Exponentiation 

The proposed Fast Square Exponentiation method is 
implemented in ZedBoard ASIC and FPGA. In this method, 
the exponential value is converted into binary value and 
the operations are executed [7], [8], [10] based on Fast 
Square Exponentiation method 

As shown in figure 3, the inputs are given to key 
generation, key distribution and message blocks. While, the 
Encryption and Decryption keys are obtained from modular 
multiplication. Exponentiation values are converted into 
binary value and based upon these binary values [9], 
operation is performed. Modular multiplication is acquired 
by dividing the modular operation and multiplication 
operation in two separate blocks and its result is obtained 
through FPGA implementation. 

 

Figure.3. Block diagram of RSA using Fast Square Exponentiation 

 

In Fast Square Method, same inputs are given as in 
Modular Multiplication method. Here encryption value is 
2978, and decryption value is 3452, decryption value and 
message value are equal. The process of time cycle is 28. 
The execution time is very low. The obtained output in 
figure 4 
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Figure. 4.   RSA using Fast Square Exponential 

 

 

A. Clock Cycle Method 

As shown in figure 5, the inputs are given into key 
generation, key distribution and message blocks. In 
Modular multiplication methods modular function repeats 
after a particular cycle of values. 

 This method stops when a value gets repeated. The 
values and its corresponding count are stored. Modulo 
operation is done for exponential value and count.  If count 
value is less than exponential value,              is 
done. Where   is exponential value. The output count 
obtained as a result of modular operation is checked with 
the stored value.  

The values corresponding to the output count obtained 
from modular operation is noted. Finally, the Encryption 
and Decryption keys are obtained from modular 
multiplication. This result is obtained through FPGA 
implementation. 

 

 

 

 

 

 

 

                                   
     Figure.5. Block diagram of RSA using Clock Cycle Method  
 

           In this method, we give same input value in 
Modular multiplication method. Here encryption value is 
2978, and decryption value is 3452, decryption value and 
message value are equal. Time cycle in this process is 148. 
The power and memory have been significantly reduced in 
clock cycle method than the fast square method. The time 
consumption has been reduced than the modular 
multiplication method but not as much as Algorithm II. The 
obtained output is given in figure 6                                   

 

 

                 Figure. 6.  RSA using clock cycle method 
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Table 1: Comparison of Hardware Resource Utilization 

Algorithm 

 
Slice LUTs 
(53200) 

 
LUTs  Memory 

(17400) 

 
Power consumption 

(w) 

 
    Cycles 

 
Time (ns) 
 
Clock frequency 
164.26 MHz 

I.  Modular multiplication 1803 245 1.723 2414 14696 

II.  Fast square method 5458 421 1.814 28 653 

III.  Clock cycle method 3282 276 1.760 148 824 

 

IV. ZEDBOARD IMPLEMENTATION AND ANALYSIS 

In this section, we present the results of the proposed 
methods using Xilinx SDSoC and VIVADO. The design is 
developed in C language and Verilog HDL. The function 
accuracy is verified by TeraTerm software. 

The above three Algorithm II, III and IV are implemented 
in RSA. Here we use 32-bit key and message. Results are 
tabulate in table 1. The utilization reports and power 
consumptions are also tabulated. 

The result in Table 1 prove that memory, LUT, time and 
power consumption are better than the Fast square 
method. The number of clock cycle is little more than fast 
square method. 

 

V. CONCLUSION 

The paper explains the detailed functioning process of 
the clock cycle method. This modular exponentiation 
method is hardware implemented and power consumption, 
utilization report, clock, time and memory are calculated. 
We prove that the clock cycle method is better when 
compared to the previous methods. This method is 
implemented in FPGA using Verilog HDL language.  
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