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Abstract:  In this project, a hardware implementation of the AES-256 encryption and decryption algorithm is proposed. The AES 

cryptography algorithm can be used to encryption and decryption blocks of 128 bits and is capable of using cipher keys of 256 bits. 

Feature of the proposed pipeline design is depending on the round keys, which are consumed different round of encryption, are 

generated in parallel way with the encryption process. This lowers delay of the each round of encryption and reduces the 

encryption delay of a plaintext block. Xilinx ISE.14.7 (64-bit) is used for simulation by using VHDL and hardware implementation 

on FPGA(Xilinx Spartan 6 or Altera Cyclone 2 FPGA device). 
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I. INTRODUCTION 

An encryption is the conversion of data into a 

secret code. It is the most effective way to achieve the data 

security. To read an encrypted file, one must have an 

access to a secret key or password that enables us to 

decrypt the information. The unprocessed data is called the 

plain text, the encrypted data is referred to as the cipher 

text. To break the password, there are different types of 

attacks that include Brute force attack, Known plaintext 

attack, Chosen cipher text attack, Cipher text attack. The 

Brute force attack on AES-128 bit up to 5
th
roundand the 

further analysis get stop. There are various algorithms 

available in cryptography like MARS, RSA, TWOFISH, 

SERPENT and RIJNDAEL. Advanced Encryption 

Standard is called as a Irondale Cryptography. AES is 

better than Data Encryption Standard (DES). The DES 

algorithm broken because of short keys. AES can be 

implemented both on hardware and software. Main aim of 

AES hardware implementation to minimize hardware and 

lower the power consumption and also maintain high 

throughput at highest operating frequency [1].  

 

AES is a symmetric encryption algorithm process 

data in block of 128 bits. A 128-bit block is encrypted by 

transforming it in a same way into a new block of the same 

size. The only secret necessary to keep for security is the 

key.AES algorithm with encryption and decryption was  

 

design in Virology Hardware Description Language. The 

128-bit plaintext, 128-bit key expansion and 128-bit output 

data all divided into four 32-bit consecutive units 

respectively controlled by the clock. The pipelining 

technology was utilized in the 13 round transformations so 

that the new algorithm formed a balance between speed 

and chip area.AES use different key-lengths, the standard 

defines three lengths and the resulting algorithms are 

named AES-128,AES-192 and AES-256 respectively with 

different length in bits of the key. In AES-256 encryption 

and decryption with 256-bit key is considered.AES 

provides combination of security, performance and 

efficiency. For any security, here key size is important 

because of this it determines the strength of security, area 

optimization and power consumption [5].  

 

II. LITERATURE REVIEW 

 

Pritamkumar Khose et al. implementing AES 

hardware  to achieve less area and low power consumption 

which maintain throughput of data, to achieve high speed 

data processing and reduce time for key generating.The 

implementation of AES algorithm uses pipeline structure 

for repeated computation by lower down speed and data 

rate is capable to support USB protocol[1]. Hrushikesh 

Deshpande et al. proposed AES architecture is based on 

optimizing area in terms of reducing number of slices 
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required for design of AES algorithm in VHDL. The AES 

algorithm optimized throughput per number of slices.  

Efficiency parameter being the reliable one for purposes of 

comparison with other platform like ASIC,ALTERA 

designs[5]. Yuwen Zhu,Hongqi Zhang and Yibao Bao et 

al. proposedAES realization method on the reconfigurable 

hardware ideas, the design uses a state machine to control 

encryption round module according to the different 

lengths. The design using HDL Verilog to support serial 

key length 128/192/256 bits AES encryption and 

decryption circuit[7]. R.V.Kshirsagar,M.V.Vyawahare et 

al. proposed high data throughput AES hardware 

architecture by partitioning 10 rounds into sub blocks of 

repeated AES modules. The key feature is having high 

throughput by partitioning the AES into 10 sub-blocks with 

intermediate buffer between them, thus creating a deep 

pipelining structure for complete 10 AES blocks. [9]. 

 

III. PROPOSED WORK 

 

The AES block diagram, the encryption part of 

this algorithm, the data to be secured or encrypted is called 

a plain text (M). The length of plain text  will be of 128 

bits, with a cipher key/shared key (K) of 256 bits. The 

plain text (M) and shared key (K) will be converted into 

cipher text (C) using Encryption part of Rijndael 

algorithm. In the decryption part, the cipher text (C) will be 

considered as the input, which will be again operated with 

the shared key (K).  Following are the terminologies which 

are widely used in ciphering: 

 

 PLAIN TEXT:-Plain text is the information a sender 

wishes to transmit to one or more receiving 

Medias. Plain text refers to any message that is not 

encrypted. 

 ENCRYPTION ALGORITHM:-The encryption part 

of Rijndael algorithm encodes plain text into the 

cipher text by performing several operations which 

will be  discuss in algorithm. 

 SHARED KEY:- Shared key is a particular 256 bit  

key generated by the key schedule. It can also be 

called as Secret or cryptographic key that is used by 

the Key Expansion  to generate a set of Round Keys 

 CIPHER TEXT:- It is the result of encryption 

performed on the plain text and shared kay using 

algorithm. It is the encrypted form of the plain text. 

 DECRYPTION ALGORITHM:-The decryption part 

of Rijndael algorithm decodes the cipher text into 

plain text. 

 
                      Fig 1: Block Diagram of AES 

 

AES encryption algorithm 

 

 
Fig 2: Block diagram of Rijndael AES encryption 

algorithm 

 

Steps: 

 

 Initial Round:-In initial round128 bit cipher key is 

EXOR with 128 bit plain text in the form state 

matrix [4x4]. 

 Sub-Byte:-The Sub byte transformation is done 

using a once-precalculated substitution table 

called S-box. AES S- box is 256 bit, the table 

consist of two transformations such as 

multiplicative inverse in Galois field GF (2^8) 

and affine transformation. 
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 Encryption S-Box: 

 
Fig 3:AES Encryption S-Box 

 

 Shift Rows:-In shift row operation, rows of state are 

cyclically shifted with a certain number of steps. 

The bytes are arranged in the form of matrix. The 

first row of the matrix is unchanged, the second row 

is shifted by one byte, the third is shifted by two 

bytes and the fourth row is shifted by 3 positions to 

the left. 

 

 Mixcolumns:-Mixcolumns transformation deals 

independently with every column of the state                                                  

array. To calculate the Mixcolumn transformation, 

the columns of the present state are considered as 

polynomials over GF(2^8).If the multiplication of 

the columns exceeds 2^8 then the resultant 

polynomial go beyond the GF and the algorithm will 

not work.hence to bring back the polynomial in the 

field it is multiplied by an irreducible polynomial. 

 

 Add Round Key:- The round key is applied to the 

resultant polynomial from mix column by 

performing bitwise EXOR operation between the 

resultant polynomial and new cipher key generated 

by key schedule into four rounds of 32 bit round 

operating elements. 

 

 Last Round:- The final round is 128 bit processor 

after thirteen rounds of operation included shiftrows, 

subbytes and micolumns,128bit intermediate 

encrypted data will be used in EXOR operation with 

the final expanded  key (4*32 bit),which is provided 

by key expansion module. The output of final round 

in processor is desired 128 bit ciphertext, The 

ciphertext is divided into four packets of 32 bit data 

by an external enable signal. 

 

 

IV. METHODOLOGY 

 Implementation of AES encryption algorithm using 

VHDL to convert plaintext into ciphertext with 

initial key. 

 Implementation of AES decryption algorithm using 

VHDL will giving the output of encryption to the 

decryption module to get same output will be 

regenerated the original plaintext with same key. 

 Utilizing pipeline technology in the round 

transformation for high throughput. 

 Optimizing the design to keep balance between 

throughput and area. 

 To implement the AES encryption and decryption 

on FPGA for the verification of the design. 

 

V. CONCLUSION 

 

The Rijndael cipher design is well suited for 

hardware use. This implementation can be carried out 

through different trade-offs between area and speed. The 

trade-offs is that AES requires additional power and may 

not be supported by hardware, also there is wide range of 

equipment used for encryption which is needed for 

authentication and security.  AES can be programmed in 

software or built with pure hardware.The AES is the latest 

standard for cryptography and has been taken wide support 

to secure digital data. 
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