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Abstract— Mobile network data contains the information of users. Metaheuristic algorithms are very popular for solving many
engineering problems. In the proposed work CDR dataset, in which the smsin data column is utilized to find out the anomalies. Lion
optimization algorithm, which is a metaheuristic population based is used for detecting the anomalies. In which the behaviours like
roaming, hunting etc...Are used for optimization, where the proposed work has achieved the accuracy of 95%. Here SVM and Random
forest algorithms are used for classifying the detected anomalies from optimization algorithm. The detected anomalies are visualized

through graphs for better analysis.
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I. INTRODUCTION

A mobile network is an end to end communication network
which is widely wireless [2]. As the economy and the
lifestyle is increasing day by day. In recent years due to the
development of 4G and 5G networks, along with the features
and flexibility provided by these networks has gained more
users mobile phone devices [5]. As the usage of mobile phone
devices is also increasing at a high rate, this generates more
data. This call detail record [CDR] data is one of the
important and confidential information to the telecom
industry, which is also used by researchers for various
purposes [4]. The data generated is of event driven mobile
phone data.

Anomalies are the behaviours which vary significantly
from the majority of the data successful detection of
anomalies can be used for various purposes like fraud
detection, intrusion detection, crime investigation etc... [15]
The presence of anomalies in any data becomes an issue,
detection of these anomalies or unusual behaviour might be
helpful for various purposes, such as security, recourse
allocation for improving the network issues etc...So
detection of these anomalies becomes more important.

In recent years metaheuristic algorithms are used for
solving complex problems. Metaheuristic algorithms are
bio/nature inspired algorithms which are mostly influenced
by Darwin’s evolution theory and are widely in use, these
algorithms use genetic concepts[5].

1. LITERATURE REVIEW

Aryan Mokhtari [2] have utilized CDR dataset, and used
three different models to detect anomalous data. In this
approach a combination of methods such as GARCH,

K-means and Neural Network is used as a hybrid model and
ARIMA model is used for time series forecasting. Xi Peng
and others [4] experimented to improve the retrieval speed
along with high compression ratio. Etienne Thuillier [5] used
k-means clustering to detect the geographical location of
users, by using large scale CDR dataset. [5] Have also found
the movement of humans around the territory and have
verified these results with three distinct National surveys.
Kashif Sultan and others [8] have also used k-means
clustering to find out the anomalies and have used ARIMA
model for time series forecasting for future activity
prediction of mobile users to predict future traffic in cellular
networks by using CDR data. Tamer F. Ghanem [15]
implemented a system for Intrusion detection by the method
of anomaly detection using metaheuristic methods due to
their high problem solving capability. [15] Have also
compared the results with other algorithms such as Naive
Bayes, Bayes Network, Bayesian Logistic Regression,
Multilayer feedback neural network, Radial basis function
network and Decision tree. [1] Has done a survey on one such
metaheuristic algorithm that is Particle Swarm Optimization
Algorithm [PSO] This algorithm is based on the swarms
behaviour. This research provides a complete overview of the
particle swarm optimization along with its variants,
mechanism and the other features of this method. Nai Chun
Chen and others [11] conducted a project using call detail
records, to predict the next places visited by the tourists in the
city of Andorra, Europe which was supported by the
government. [11] Concluded that LSTM gives the best
prediction of 97%. [3] have done outlier detection, where
limited number of outlier examples are taken and by utilizing
optimization approach is utilized for detecting anomalies.
Data mining analyses on CDR data is done by using
knowledge discovering algorithm LD-ABCD, which solves
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many challenges [12]. [10] Has provided a review on
important metahaeuristic algorithms which uses new ideas
along with various applications.

I11. METHODOLOGY
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Figure 1: Methodology of the proposed work

Data Collection:

In the proposed work call detail record [CDR] dataset is
been collected from the Telecom department of Milano city,
Italy. This dataset contains the record of daily activity of
users. This dataset consists of the data from the date
01-11-2013. It consists of about 10 lakh records. This dataset
contains 8 attributes such as: Date and time, Cellid,
countrycode, callin, callout, smsin, smsout and internet.

Dataset link: http://dx.doi.org/10.7910/DVN/EGZHFV

1 |datetime CelllD  countrycod smsin smsout  callin callout  internet

1 | BRtBRtREL 1 0 0.3521 0.0273

3 | 1 3 0.0261
4 | i 1 9 L7322 1.1047 0.3919 0402 5779
5 | BEGhERREE 2 0 0.3581 0.0273

G | i 2 3 0.0274
T | i 2 9 1734 1.083 0.602 04109 57.3875
B | BEfhEGRE 3 0 0.3644 0.0273

9 | i 3 3 0.0287
10 | st 3 9 1.7348 Lo 0.6128 04203 53.0093

Figure 2 : CDR dataset fields

Data preparation:

The CDR dataset contains many null values which are
removed from this dataset. It contains the data columns like
celliD and countrycode which are removed from the dataset
as they are not used. The data contains of around 1048576
records in which only 139961 with 6 records are remained
after data preparation. In this work 1000 records of smsin
column are used for anomaly detection.

datetime  smsin smsout callin callout internet
2 a1-11-2013 e@:@@  1.7322 1.1847 0.5919 @.4828 57.7729
5 @1-11-2013 @6:@0 1.7334 1.@880 0.c020 @.4189 57.8875
8 @1-11-2013 02:80 1.7348 1.8701 0.6128 @.4283 58.6@35
11 @1-11-2013 @e:@0 1.7284 1.1533 @.5627 @.3763 57.4488
1 @1-11-2013 09:@0 1.553@ 1.8439 0.5110 @.3503 52,1497
17 @1-11-2013 @@:@0 1.7348 1.@781 @.6128 @.4283  58.0095
20 @1-11-2013 @6:80 1.7348 1.8761 0.6128 @.4283 58.605
23 @1-11-2013 @@:@0 1.7348 1.8781 @.6128 @.4283  58.8895
26 @1-11-2013 @6:@0 1.7348 1.@781 @.6128 @.4283  58.0895
1 81-11-2013 @2:@@ @.9149 0.4999 0.4843 @.3287 33.5432

Figure 3: Dataset after preprocessing

Lion Optimization Algorithm:

Inspiration:

Lions reside socially, they usually reside in groups called
“Prides” and some reside as ‘“Nomads” [2]. Each pride
consists of about five female lions, their cubs of both genders,
one or more adult males and nomads who move irregularly in
pairs or singularly [1]. These lions exhibit many characters
like hunting, roaming around the territory, moving towards
safe place etc... which are mathematically modelled to
obtain the best solution.

Behaviours of Lions:

Hunting: In every pride female lions look for hunt.
These Lions use a different technique to catch the
prey. They follow some pattern for hunting where the
lions makes three different wings (centre, left, right)
based on their fitness. The lions with the highest
fitness form the centre wing.

Moving towards safe place: In each pride some lions
will go on hunting and the remaining lions will move
towards the territory for encircling the prey.
Roaming: Male lions in the pride roam around the
territory which is considered as the current position of
lion and the next visited position of the lion is
considered as best visited position which is taken
based on the fitness calculation.

Defence: When male lions in the pride become
mature, they fight with other male lions in the pride.
The lion which loses will go out of the pride. In
contrast nomad lions also attack the pride also.
Migration: Lions exhibits the nature of switching
lifestyles between nomads and prides.
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Figure 4 : Flow diagram of Lion optimization algorithm

IV. EXPERIMENTAL RESULTS

The proposed work detects the anomalies present in the
CDR[Call Detail Record] dataset using lion optimization
algorithm’s feature of roaming. The datapoints that are
beyond the territory of the best visited positions of the lions
are considered as anomalies. The SVM and Random forest
classifiers are used for classifying the results of anomalies
detected to form a matrix of 0’s and 1°s.

In the proposed work the optimizer has obtained the
accuracy of about 95%. As it is an optimizer it takes the best
solution every time over the iterations.
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Figure 5: Confusion matrix of 95% accuracy
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Figure 6 : Accuracy of the proposed work

These are the anomalies that are detected by using Lion
Optimization Algorithm.

Anamaly Detection

0

= pnamoly ====Call Recording Data
Figure 7 : Anomaly Detection in CDR data

V. CONCLUSION AND FUTURE ENHANCEMENT

In the proposed work CDR data is utilized to detect
anomalies by using “Lion Optimization” algorithm where the
accuracy of 95% is obtained for the best solution.

CDR anomaly detection can be helpful for improving the
quality of service which can be acheived by providing
efficient resource allocation and distribution. This anomaly
detection can be used for various purposes like fraud
detection, intrusion detection etc... And the anomalies can be
detected for all the attributes present in the dataset and by
utilizing the entire dataset. And other features of the Lion
Optimization algorithm can be implemented to find out
solutions for different problems.
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