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Abstract – Cloud computing is a platform to provide different services to the cloud users. User shared the sensitive data over the 

cloud which gives rise to security issues in cloud computing. So, to protect user’s data a secure methodology fragmentation and 

replication of data is used in this paper. The data is fragmented into pieces and then replicate them over the cloud nodes for 

maintaining the availability, performance level and backing up the data. T-coloring term is used here which is not giving any idea 

about locations of the fragments to an attacker. T-coloring method is used to assign the fragments and their replicas to improve the 

security. Three fish encryption algorithm used to provide high security. Data owner can use their secret key for encrypt the data. 

Then the files are in ciphertext form. These files are decrypted by the same key that is used for encryption on the receiver end. This 

system mainly focuses on the data and authentication system with good performance. 
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INTRODUCTION 

 

Cloud Computing is a type of internet-based computing 

which provides resources, virtualization, flexibility, 

scalability to users. In this methodology, we divide a file 

into fragments, and replicate the fragmented data over the 

cloud nodes. Each of the nodes stores only a single 

fragment of a particular data file that ensures that even in 

case of a successful attack, no meaningful information is 

revealed to the attacker. Moreover, the nodes storing the 

fragments are separated with certain distance by means of 

graph T-coloring to prohibit an attacker of guessing the 

locations of the fragments. Data encryption technique is 

used for data security and implement Three-Fish Cipher 

algorithm in order to achieve security with minimum 

number of overheads. Threefish encryption algorithm 

consists of two factors – fast response and reduced 

complexity. 

              

In the existing system, the data are outsourced to a third-

party administrative control, gives rise to security 

concerns. Due to attacks by other users and nodes within 

the cloud, the data compromise may occur. In traditional 

cloud storage, the data owner sends copies of files over 

internet to the data serves, which the records the 

information to an off-site storage system that is 

maintained by a third-party. Whenever the data owner 

wants to retrieve the information, they access the data 

server through web-based interfaces. The concerns that 

are facing in existing system are reliability and security. 

To secure data, most systems use a combination of 

techniques, including: (i) Encryption is a difficult 

algorithm is used to encrypt information, (ii) 

Authentication, which requires creating a user name and 

password, (iii) Authorization, the data owner lists the 

people who are authorized to access information stored on 

the cloud storage system.  

                  

In existing system of this security concern, Diffie-

Hellman algorithm is used to increase the security aspect. 

In Diffie-Hellman there is possible to replay attacks. 

Because if someone is repeatedly trying to access the 

encrypted file with wrong keys, it might very well be 

possible that the user is trying permutation and 

combination to get the correct secret base. Proposed 

system uses T-coloring and Threefish algorithm to 

provide more security to the data. Fragmentation in T-

coloring algorithm avoids the whole data transferred to 

the attacker. 

 

T-COLORING FRAGMENTATION: 

                

The file fragmented means to be broken up into small 

pieces. This is exactly what happens to files when they 

become fragmented. They are broken down into small 

individual pieces and stored in random locations. This 

causes less than optimal processing times because it takes 

longer to read through and find all of the different 

locations of the file, instead of being able to look in just 

one location. In a fragmentation schema file f is split into 

n fragments, all fragments are signed and distributed to n 

multiples nodes, one fragment per node. The user can 

reconstruct file f by accessing m fragments arbitrarily 

chosen.  
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The fragments allocation provides the security while 

placing the fragments, the concept of T-coloring is used 

that was originally used for the node assignment problem. 

When a fragment is placed on the node, all of the nodes 

neighborhood nodes at a distance belonging to T are 

assigned close color. In this process, this loses some of 

the central nodes that may increase the retrieval time. But 

it achieves a higher security. 

   
 

 

THREEFISH ENCRYPTION: 

 

Threefish is a large, tweakable block cipher.  Three fish 

algorithm consists of three different block sizes: 256 bits, 

512 bits, and 1024 bits. The key is the same size as the 

block, and the tweak value is 128 bits for all block sizes. 

Threefish consists of just three operations—addition, 

XOR, and rotations of a fixed amount—all operating on 

64-bit words. Threefish-256 and Threefish-512 consist of 

72 rounds; Threefish-1024 consists of 80 rounds. Because 

Threefish only uses simple operations, and because it was 

designed with performance in mind, Threefish-512 

encrypts data at 6.1 clock cycles per byte on 64-bit 

machines; Threefish-1024 encrypts data at 6.5 clock 

cycles per byte.  Input files are encrypted using threefish 

algorithm. Data owner can use their secret key for encrypt 

the data. Then the files are in ciphertext form. These files 

are decrypted by the same key that is used for encryption 

on the receiver end. Three fish algorithm give better result 

in encryption when compared to DES and other 

encryption algorithms.  

 

 

 
PROPOSED SYSTEM: 

 

   When data owner wants to send file on cloud server first 

the user should register, for each registered user a unique 

secret key is generated. If all credentials are valid then 

only the user can send file in cloud. After that file is 

splits, Splitting is used to minimize the total data transfer 

cost. Fragmentation is a process which cuts every 

sensitive file into several fragments. For every upload of 

file a unique secret file key is also generated, so that we 

can secure our data. The probabilities to find whole 

fragments are also very low. This proposed system uses a 

fragmentation technique combined with T-coloring 

method. Fragmentation is divided into horizontal, vertical 

and mixed fragmentation.  

Data replication methodology is very important in today’s 

popular systems for problems such as data reliability, 

availability and response time. Data replication means 

keeping a number of replicas on the same server or on 

dissimilar servers. In replication data is copied and 

distributed from one database to another. So, it reduces 

the workload of the original server. Also the Threefish 

algorithm is implementing for secure encryption. The 

threefish block cipher is a tweakable block cipher. 

Different number of rounds is required for different key 

sizes of threefish. 

 

Advantages 

• DROPS methodology created to store files in the cloud 

storage. 

• T-Coloring used for node creation in each fragmented 

files.  

• T-Coloring algorithm prohibits an attacker to guess the 

fragment’s location. 
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• Threefish is a symmetric key algorithm used to encrypt 

the files. 

 

 
 

RELATED WORK: 

 

1. Cloud Security Solution: Fragmentation and 

Replication 

                Nowadays the world is known as digital world. 

As the use of the internet increases day by day, Cloud 

Computing becomes popular technology among users, 

customers. The customers are attracted towards the Cloud 

due to its offers like on-demand network access, reduced 

space, pay-per-use service, flexibility, scalability etc. 

Though the remarkable use of cloud computing, there are 

some hurdles to acceptance. Performance, security, 

availability, quality of service are the main challenges and 

issues cloud computing has to face. One of the most 

barriers is the security because users have to share their 

information among the cloud nodes. The location of 

information storage is not known to the user. In this 

paper, we proposed a new solution which presents the 

Graphical Authentication System with fragmentation and 

replication technique. The graphical password 

authentication provides a security and usability of the 

proposed system. Here in this system, when user upload 

any file that the file is fragmented and replicated to 

provide a better security and performance in terms of 

access time. When any network is not available to access 

then, the data will be accessed by using replicas in very 

short time. T-coloring method is used to assign the 

fragments and their replicas to improve the security. This 

system mainly focuses on the data and authentication 

system with good performance. 

 

2. An Efficient Cloud Security System Using Verifiable 

Decryption Process 

The term cloud computing has the feel of a buzzword any 

more than the term the web is. Cloud computing is an 

emerging technology which provides a lot of 

opportunities for online distribution of resources or 

services. The most effective benefit of using cloud 

computing is higher availability of services with lower 

cost and easy scalability. In cloud computing, usually we 

transfer the data or submit the data to a third party 

administrator. It gives rise to security concerns. Even 

though, there are many security measures applied to 

protect data, still we are facing some security issues. 

Therefore, this paper proposes Division and Replication 

of Data in the cloud for Optimal Performance and 

Security (DROPS) that provide solution to the existing 

issues. In this methodology, the files in the cloud storage 

are encrypted and then divided into number of fragments 

and replicate the fragmented data over the cloud nodes. 

To enhance the security, cryptographic technique is used 

for encryption of data and index server is used to maintain 

the index terms of the fragments. So that no one can 

predict either the index terms or the encrypted fragment. 

Thus the attacker cannot get any meaningful information 

even in case of successful attack. Finally, it results with 

higher level of security with slight performance overhead. 

 

3.  Design and Implementation of Three Fish Cipher 

Algorithm Blocks Using FPGA 

              In today’s world the security has became the 

major aspect of life. It can be achieved by various 

techniques such as password, cryptography and 

biometrics. In this work, to study various encryption 

algorithms, data encryption standard used for data 

security and implement Three-Fish Cipher algorithm in 

order to achieve security with  minimum number of 

overheads then compare the proposed work with test 

bench and then compile, simulate the test bench with the 

help of Xilinx ISE software. After the study of various 

encryption algorithms, the concept of keys has been 

successfully observed from the observation it has been 

seen that better secured system can be achieved by 

increasing the key length. Longer key lengths consume 

more power and dissipate more heat. Basically it is a 

tradeoff, between security and overheads. In order to 

achieve more secured system continuous efforts are 

required. An efficient encryption algorithm should consist 

of two factors – fast response and reduced complexity. By 

keeping the utility of encryption algorithm in secure 

communication it is desirable to optimize and/or improve 

the encryption techniques, so security overheads remains 

under control. 
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RESULT ANALYSIS: 

Comparison Chart 
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Cloud Provider Login 

  
 

User Details 

  
 

Server Details 

  
 

Unauthorized Access 

  
 

 

Access Denied 

  
 

CONCLUSION: 

 

                  The cloud storage scheme collectively deals 

with the security and performance in terms of retrieval 

time. The user file was fragmented and the fragments are 

dispersed over multiple nodes. Once the fragment is 

placed in primary node, remaining nodes are placed over 

multiple nodes. The cloud manager will store and 

maintain that primary node for retrieval process. The 

fragmentation and dispersal ensured that no significant 

information was obtainable by an adversary in case of a 

successful attack. Each node in cloud should contain only 

one fragment. The nodes were separated by means of T-

coloring. Using Threefish encryption the key length can 

be reduced, keeping the same security, in order to 

optimize the utilization of resources. 

 

FUTURE WORK: 

 

At present work to update and identify the necessary 

fragments only an automatic update mechanism has to be 

developed. The time and the resources that are utilized in 

updating, downloading and again uploading the file will 

be saved by the above mentioned future work. 
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