
ISSN (Online) 2394-2320 
 

International Journal of Engineering Research in Computer Science and Engineering  

(IJERCSE)  

Vol 5, Issue 2, February 2018 

 

 

 

Digital Watermarking for Developing Trust in 

Medical Imaging Workflows State of the Art 

Review  
Jyoti 

MCA, M. D. University, Rohtak                                                                                                                       
  

Abstract - Medical images can be intentionally or unintentionally manipulated both within the secure medical system environment 

and outside, as images are viewed, extracted and transmitted. Many organisations have invested heavily in Picture Archiving and 

Communication Systems (PACS), which are intended to facilitate data security. However, it is common for images, and records, to 

be extracted from these for a wide range of accepted practices, such as external second opinion, transmission to another care 

provider, patient data request, etc. Therefore, confirming trust within medical imaging workflows has become essential. Digital 

watermarking has been recognised as a promising approach for ensuring the authenticity and integrity of medical images. 

Authenticity refers to the ability to identify the information origin and prove that the data relates to the right patient. Integrity 

means the capacity to ensure that the information has not been altered without authorisation. This paper presents a survey of 

medical images watermarking and offers an evident scene for concerned researchers by analysing the robustness and limitations of 

various existing approaches. This includes studying the security levels of medical images within PACS system, clarifying the 

requirements of medical images watermarking and defining the purposes of watermarking approaches when applied to medical 

images. 
 

 INTRODUCTION 

 

Through the exponential development of modern 

technologies in the areas of communication and computer 

networks, the con- ventional diagnosis has mostly migrated 

to a technology enabled e-diagnosis. Most Hospital 

Information Systems (HIS) and medical imaging systems 

generate and store medical images in different modalities 

such as X-ray, Ultrasound, Magnetic Resonance Imag- ing 

(MRI) and Computerised Tomography (CT). These images 

are usually managed within a digital workflow based on 

the Digital Imaging and Communications in Medicine 

(DICOM) standard [1]. 

1.1. Introduction 

In healthcare systems, a hierarchical scheme can be 

considered as a pyramid with hospitals at the base and the 

general Picture Archiving and Communication Systems 

(PACS) at its top. Images are taken in a hospital and are 

immediately saved in the PACS. Within few minutes, these 

images are transferred to an upper PACS, which collects 

data coming from hospitals belonging to the same division. 

These files stay in this system for some hours, typically 

staying for the night, during which time their integrity is 

not maintained accurately. Then, these files are transmitted 

to the hierarchically higher PACS until they reach the top-

PACS. In the top-PACS, the data are eternally saved and 

collected in tapes, physical drives or optical supports with 

associated hash signature, to become ready for the 

diagnostic workflow operations. Further- more, the data 

are encrypted utilising the secret key of the PACS 

manager. This operation is called consolidation [2]. 

 

 Furthermore, transmitting medical images between 

hospitals, located at various locations and different 

administrative organi- sations has become a common 

practice for many reasons, such as diagnosis, treatment, 

distance learning, training purposes, tele- conferences 

between clinicians and medical consultation between 

physicians and radiologists [3]. Malicious alterations on 

the med- ical images are feasible for getting counterfeit 

health insurance demands by some insurance company or 

for hiding medical situa- tions for gaining personal 

advantages [4]. For instance, Fig. 1shows a liver disease of 

a patient which is altered by changing the position of the 

infected region of the liver by using available software 

(e.g. Adobe Photoshop) [5]. Many other cases of 

manipulation can be applied, but the issue is how they can 

be detected? Actually, by merely seeing the images, 

detecting such reasonable manipula- tions that include 

entirely forged abnormalities would be impos- sible. 

1.2. Motivation for medical image watermarking 

Security requirements of medical information are mostly 

de- rived from legislative rules and strong ethics of the 

security policy, that professionals and concerned patients 

must follow [6]. This requires three mandatory features: 

confidentiality, reliability and availability. Confidentiality 

indicates that only the authorised peo- ple, in the normally 

scheduled situations, have access to the data. Reliability 

may be decomposed into two aspects: i Integrity which 

verifies that the information has not been changed, and, ii 

Authen- tication which ensures that the data belongs to the 

right patient and is delivered from the verified source. 

Availability defines the capability of the authorised users 
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to utilise the information system in the normally scheduled 

situations of access and practice [7]. Confidentiality of the 

image data can be accomplished by ap- plying many 

techniques such as encryption, access control and firewall. 

Integrity can be fulfilled by encrypting the images when 

sharing them over the network. Authentication needs 

measures being implemented to discover whether 

confidentiality and/or the integrity of the data has been 

breached [8]. 

 
Fig. 1. CT image altered by changing the position of the 

infected region of the liver [5]. 

 

1.1. Digital  watermarking requirements 

The essential requirements for designing a general 

watermark- ing scheme can be described as follows [13]: 

 

II. DIGITAL WATERMARKING 

 

Digital watermarking is the hiding of information (the 

water- mark) within the digital data, such that the 

embedded watermark can be identified or extracted later to 

produce a confirmation of the validity of the data [11]. 

2.1. Principal components of a watermarking system 

The basic model of the digital watermarking scheme 

consists of three components [6,14] as shown in Fig. 3: 

2.2. Digital watermarking classifications 

Digital watermarking schemes can be classified into many 

groups in various ways (Fig. 4), such as document type, 

embed- ding domain, perceptibility and reversibility [13]. 

Based on the embedding techniques, watermarking 

systems can be categorised into spatial and transform 

domain [25]. On the other hand, the watermarking methods 

can be divided according to human per- ception into 

visible, invisible and dual watermarking techniques. 

Popular examples of visible watermarks are the sealing and 

logos, which are placed on the images, videos and TV 

channels corners for content protection and ownership 

verification. Moreover, invisible watermarks are hidden in 

such a way that they cannot be seen, but they can be 

removed by utilising the exact algorithm. Invisible 

watermarking schemes are suitable for many purposes like 

au- thentication, integrity control and ownership 

verification of digital files. In some application, visible and 

invisible watermarks can be applied together. This 

technique is called the dual watermarking, and in this 

situation, the invisible watermark is assumed as a backup 

for the visible one [26]. 

2.3. Digital watermarking techniques 

Current watermark embedding techniques can be divided 

into two main groups. The following are a brief 

explanation of the properties of each group 

 

III.STATE OF THE ART 

 

In this section, a list of significant published work in the 

area of medical images watermarking will be reviewed. 

This survey aims to highlight the advantages and 

limitations of recently published techniques concerning the 

medical images integrity and authentic- ity and Electronic 

Patient Record (EPR) data hiding. It is also aimed to 

provide a path for future researchers to address the 

limitations of existing watermarking techniques. 

3.1. Schools of thought in medical image watermarking 

There are three kinds of medical images watermarking ap- 

proaches; classical methods, a Region of Interest (ROI) 

and Region of Non Interest (RONI) watermarking 

approaches and reversible watermarking techniques. 

Whatever algorithm is used, the com- putational 

complexity should not cause a delay in the clinician’s time 

[38]. The following subsections discuss the existing digital 

watermarking methods applied to medical images. A 

comparison of these techniques regarding the robustness, 

capacity, impercep- tibility and objective is also illustrated 

in Table 2. 

3.2. Purposes of medical image watermarking 

Navas and Sasikumar [69] have divided medical images 

water- marking methods into two groups: authentication 

and integrity control, and embedding the EPR data. Al-

Qershi and Khoo [70] classified medical images 

watermarking schemes based on the purposes of the 

application into three classes: authentication (con- taining 

tamper detection and restoration), EPR hiding and systems 

that merge both authentication and EPR hiding to verify 

the infor- mation source and detect the manipulations. In 

the following sub- sections, each group will be explained 

and discussed. A summary of these approaches is also 

illustrated in Table 3. 
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Table 3 

Summary of different watermarking techniques stated in the literature. 
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IV. EVALUATION BENCHMARKS OF 

WATERMARKING ALGORITHMS 

 

In the digital watermarking scheme, it is necessary to 

preserve the quality of the images. So, for evaluating both 

the watermarked image and the watermark itself, two sets 

of metrics are required; the first set is to measure the 

quality of the images, while the second set is to evaluate 

the accuracy of the extracted watermark. Performance 

comparison of the different approaches that have been 

discussed in this research regarding these benchmarks is 

also demonstrated in Table 4. 

 

V. DISCUSSION AND CONCLUSIONS 

 

The necessity of protecting medical images and other 

patients’ data is not only for confidentiality purposes but 

also to prevent manipulations that might happen by 

authorised and unauthorised users while using these 

images. Therefore, there is a need to use a technique for 

ensuring trust in digital medical workflows. Digital 

watermarking has been recognised as a favourable 

approach for ensuring data integrity and authenticity in 

medical environments. In this paper, we have presented a 

comprehensive review of med- ical image watermarking 

schemes and discussed various issues related to each 

approach. 

Many techniques have been proposed in the literature for 

wa- termarking the medical images utilising both spatial 

and transform domains. These techniques hide the 

watermark in the whole image or in the images’ ROI and 

RONI by implementing reversible and irreversible 

methods. In comparison to the transform domain tech- 

niques, which are suitable for ownership verification 

applications, techniques based on the spatial domain are 

less complex and provide higher capacity and visual 

quality. However, the spatial domain methods are fragile 

and cannot survive against many op- erations making them 

appropriate for integrity and authentication applications. 

Also, it is noticed that transform domain schemes based on 

DCT and DFT are rarely used for medical image water- 

marking and the majority of the studies prefer the 

techniques based on DWT due to it is offering an accurate 

matching of the human visual system. 

RONI watermarking systems embed watermarks in regions 

that are insignificant in medical diagnosis, but they have 

several draw- backs such as they can be only applied if a 

RONI exists, the size of the watermark depends on the 

RONI size and also the ROI may not be protected against 

malicious attacks. So, applying these methods depends on 

the image characteristics. 

Medical requirements are extremely strict with the quality 

of medical images and do not allow non-clinical based 

modification in any way. The irreversible watermarking 

methods remain subject to acceptance by the radiologists 

while the original images stay typically favoured for 

diagnosis purposes. So, the watermarking algorithms 

applied to medical images should have the ability to re- 

trieve the original non-modified image. Reversible 

watermarking assures recovering the original image 

precisely after extracting the embedded watermark 

successfully. Consequently, the hiding ca- pacity and the 

number of potential methods that can be performed on 

medical images have been restricted significantly because 

of this feature. In order to apply watermarking to medical 

information systems, it is fundamental to choose an 

appropriate and reliable approach. The performance of all 

watermarking schemes, which have been reviewed in this 

paper, had been assessed only in terms of percep- tibility 

by utilising physical metrics. PSNR and SSIM benchmarks 

are the most widely used physical image  quality  metrics,  

but  they do not take into account all characteristics that are 

clinically relevant in getting an accurate medical diagnosis 

[91]. Therefore, this study recommends relating these 

metrics to the visual/clinical assessment approaches to 

improve their validity and applicability. This needs expert 

images’ readers to visually evaluate the differ- ences 

between the original and watermarked images through an 

objective question set. Also, it is recommended that further 

work   is required for testing the watermarking system 

regarding image quality in a fully operational PACS where 

the medical images are archived and retrieved. Practical 

Introduction and Survival Guide, Springer Science & 

Business Media, 2009. 
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