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Abstract— Since data in cloud will be placed anywhere, because of the critical nature of the applications, it is important that 

clouds be secure. The major security challenge with clouds is that the owner of the data may not have control of where the data is 

placed. This is because if one wants to exploit the benefits of using cloud computing. This requirement imposes clear data 

management choices: original plain data must be accessible only by trusted parties that do not include cloud providers, 

intermediaries, and Internet; in any untrusted context, data must be encrypted. Satisfying these goals has different levels of 

complexity depending on the type of cloud service. 

This system proposed an improve data security protection mechanism for cloud using two components. In this system sender sends 

an encrypted message to a receiver with the help of cloud system. The sender requires to know identity of receiver but no need of 

other information such as certificate or public key. To decrypt the cipher text, receiver needs two parts. The first thing is a unique 

personal security device or some hardware device connected to the computer system. Second one is private key or secrete key 

stored in the computer. Without having these two things cipher text never decrypted. The import ant thing is the security device 

lost or stolen, then cipher text cannot be decrypted and hardware device is revoked or cancelled to decrypt cipher text. 

 

 

I.  INTRODUCTION 

 

Cloud Computing has been envisioned as the next-

generation information technology (IT) architecture for 

enterprises, due to its long list of un precedented 

advantages in the IT history: on-demand self-service, 

ubiquitous network access, location in dependent resource 

pooling, rapid resource elasticity, usage-based pricing and 

transference of risk. As a disruptive technology with 

profound implications, Cloud Computing is transforming 

the very nature of how businesses use information 

technology. One fun damental aspect of this paradigm 

shifting is that data is being centralized or outsourced to 

the Cloud. From users’ perspective, including both 

individuals and IT enterprises, storing data remotely to 

the cloud in a flexible on-demand manner brings 

appealing benefits: relief of the burden for storage 

management, universal data access with independent 

geographical locations, and avoidance of capital 

expenditure on hardware, software, and personnel 

maintenances, etc .While Cloud Computing makes these 

advantages more appealing than ever, it also brings new 

and challenging security threats towards users’ outsourced 

data. Since cloud service providers (CSP) are separate  

administrative entities, data outsourcing is actually 

relinquishing user’s ultimate control over the fate of their 

data. As a result, the correctness of the data in the cloud is 

being put at risk due to the following reasons. First of all, 

although the infrastructures under the cloud are much 

more powerful and reliable than personal computing 

devices, they are still facing the broad range of both 

internal and external threats for data integrity. Examples 

of outages and security breaches of noteworthy cloud 

services appear from time to time . Secondly, there do 

exist various motivations for CSP to behave unfaithfully 

towards the cloud users regarding the status of their 

outsourced data. For examples, CSP might reclaim 

storage for monetary reasons by discarding data that has 

not been or is rarely accessed, or even hide data loss 

incidents so as to maintain a reputation. In short, although 

outsourcing data to the cloud is economically attractive 

for long-term large-scale data storage, it does not 

immediately offer any guarantee on data integrity and 

availability. This problem, if not properly addressed, may 

impede the successful deployment of the cloud 

architecture. 

 

DATA  SECURITY  ISSUES. 

Due to openness and multi - tenant characteristics of the 

cloud , the traditional security mechanism s are no longer 

suitable for applications and data in cloud. Some of the 

issues are as following:  

•Due to dynamic scalability, service and location 

transparency features of cloud computing mode l, 

all kinds of application and data of the cloud 

platform have no fixed infrastructure and security 

boundaries. In the event of security breach, it is 

difficult to isolate a particular resource that has a 

threat or has been compromised. 
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•According to service delivery models of Cloud 

computing , resources and cloud services may be 

owned by multiple providers. As there is a conflict 

of interest, it is difficult to de ploy a unified 

security measure.  

 

•Due to the openness of cloud and sharing 

virtualized resources by multitenant, user data may 

be accessed by other unauthorized users. 

 

ENHANCED SECURITY PROTECTION. 

A common approach to protect user data is that user data 

is encrypted before it is stored. In a cloud computing 

environment, a user’s data can also be stored following 

additional encryption, but if the storage and encryption of 

a given user’s data is performed by the same service 

provider, the service provider’s internal staff (e.g., system 

administrators and authorized staff) can use their 

decryption keys and internal access privileges to access 

user data. From the user’s perspective, this could put his 

stored data at risk of unauthorized disclosure. In which if 

a user (either employee or anonymous) want to access the 

data if it belongs to protection then user have to register 

itself (if he is already registered need not require further 

registration Now suppose the user registered itself for 

accessing data, Organization will provide username and 

password for authentication. At the same time 

organization sends the username to cloud provider. 

Request for access data 

1. Request for access data  

2. Send the signal to redirect person  

3. Redirects 

 

 Now when user sends request along with username to 

access the data to cloud provider, the cloud provid er first 

check in which ring requested data belong. If 

authentication is required, it first checks the username in 

its own directory for existence, if the username does not 

exist it ask the user to register itself. If the username 

matches it redirect the request to company for 

authentication.  

 

(1) Send password for authentication  

(2) Redirect to access resource 

(3) Request redirected  

 

Now the user sends password for authentication, and after 

authentication it redirect the request to cloud provider to 

access resource .If user-name and password doesn’t match 

then user is not allow to access their account. And also in 

some case if hacker wants to hack the account of a 

perticular user then in that case hacker gets only the fake 

database of the account i.e concept of Honey pot in which 

certain limit is there to access the account by hitting the 

user-name and password, if limit become cross then 

hacker get’s the fake database. 

An analogy is e-banking security. Many e-banking 

applications require a user to use both a password and a 

security device (two factors) to login system for money 

transfer. The security device may display a one-time 

password to let the user type it into the system, or it may 

be needed to connect with the computer (e.g., through 

USB or NFC). The purpose of using two factors is to 

enhance the security protection for the access control. As 

cloud computing becomes more mature and there will be 

more applications and storage services provided by the 

cloud, it is easy to foresee that the security for data 

protection in the cloud should be further enhanced. They 

will become more sensitive and important, as if the e-

banking analogy. Actually, we have noticed that the 

concept of two-factor encryption, which is one of the 

encryption trends for data protection,1 has been spread 

into some real-world applications, for example, full disk 

encryption with Ubuntu system, AT&T two factor 

encryption for Smartphones,2 electronic vaulting and 

druva cloud-based data encryption.3 However, these 

applications suffer from a potential risk about factor 

revocability that may limit their practicability. Note we 

will explain it later. A flexible and scalable two-factor 

encryption mechanism is really desirable in the era of 

cloud computing. That motivates our work. 

 

2. LITERATURE SURVEY 

 

S. S. Al-Riyami and K. G. Paterson introduces the 

concept of certificate less public key cryptography (CL-

PK C). In contrast to traditional public key cryptographic 

systems, CL-PK C does not require the use of certificates 

to guarantee the authenticity of public keys. It does rely 

on the use of a trusted third party (TTP) who is in 

possession of a master key. In these respects, CL-PK C is 

similar to identity-based public key cryptography (ID-PK 

C). On the other hand, CL-PK C does not super from the 

key escrow property that seems to be inherent in ID-PK 

C. Thus CL-PK C can be seen as a model for the use of 

public key cryptograph y that is intermediate between 

traditional certificated PKC and ID-PK C. We make 

concrete the concept of CL-PK C by introducing 

certificate less public key encryption (CL-PKE), signature 

and key exchange schemes. We also demonstrate how 

hierarchical CL-PK C can be supported. The schemes are 

all derived from pairings on elliptic curves. The lack of 
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certificates and the desire to prove the schemes secure in 

the presence of an adversary who has access to the master 

key requires the careful development of new security 

models. For reasons of brevity, the focus in this paper is 

on the security of CL-PKE. We prove that our CL-PKE 

scheme is secure in a fully adaptive adversarial model, 

provided that an underlying problem closely related to the 

Bilinear Difie-Hellman Problem is hard 

 

A. Boldyreva, V. Goyal, and V. Kumar explained 

Identity-based encryption (IBE) is an exciting alternative 

to public-key encryption, as IBE eliminates the need for a 

Public Key Infrastructure (PKI). Any setting, PKI- or 

identity-based, must provide a means to revoke users 

from the system. Efficient revocation is a well-studied 

problem in the traditional PKI setting. However in the 

setting of IBE, there has been little work on studying the 

revocation mechanisms. The most practical solution 

requires the senders to also use time periods when 

encrypting, and all the receivers (regardless of whether 

their keys have been compromised or not) to update their 

private keys regularly by contacting the trusted authority. 

We note that this solution does not scale well – as the 

number of users increases, the work on key updates 

becomes a bottleneck. We propose an IBE scheme that 

significantly improves key-update efficiency on the side 

of the trusted party (from linear to logarithmic in the 

number of users), while staying efficient for the users. 

Our scheme builds on the ideas of the Fuzzy IBE 

primitive and binary tree data structure, and is provably 

secure 

 

R. Canetti and S. Hohenberger In a proxy re-encryption 

(PRE) scheme, a proxy is given special information that 

allows it to translate a ciphertext under one key into a 

ciphertext of the same message under a different key. The 

proxy cannot, however, learn anything about the 

messages encrypted under either key. PRE schemes have 

many practical applications, including distributed storage, 

email, and DRM. Previously proposed re-encryption 

schemes achieved only semantic security; in contrast, 

applications often require security against chosen 

ciphertext attacks. We propose a definition of security 

against chosen ciphertext attacks for PRE schemes, and 

present a scheme that satisfies the definition. Our 

construction is efficient and based only on the Decisional 

Bilinear Diffie-Hellman assumption in the standard 

model. We also formally capture CCA security for PRE 

schemes via both a game-based definition and simulation-

based definitions that guarantee universally composable 

security. We note that, simultaneously with our work, 

Green and Ateniese proposed a CCA-secure PRE, 

discussed herein 

 

Cryptographic computations (decryption, signature 

generation, etc.) are often performed on a relatively 

insecure device (e.g., a mobile device or an Internet-

connected host) which cannot be trusted to maintain 

secrecy of the private key. We propose and investigate the 

notion of key-insulated security whose goal is to 

minimize the damage caused by secret-key exposures. In 

our model, the secret key(s) stored on the insecure device 

are refreshed at discrete time periods via interaction with 

a physically-secure — but computationally-limited — 

device which stores a ―master key‖. All cryptographic 

computations are still done on the insecure device, and the 

public key remains unchanged. In a ( t; N ) -key- insulated 

scheme, an adversary who compromises the insecure 

device and obtains secret keys for up to t periods of his 

choice is unable to violate the security of the 

cryptosystem for any of the remaining N ° t periods. 

Furthermore, the scheme remains secure (for all time 

periods) against an adversary who compromises only the 

physically-secure device. We focus primarily on key-

insulated public-k ey encryption. We construct a ( t; N ) - 

key-insulated encryption scheme based on any (standard) 

public-k ey encryption scheme, and give a more efficient 

construction based on the DDH assumption. The latter 

construction is then extended to achieve chosen-cipherte 

xt security 

 

3. FRAMEWORK 

 

3.1 SYSTEM MODEL  

1)The system is an IBE (Identity - based encryption)  

based mechanism. That is, the sender only needs to know 

the identity of the receiver in order to send an encrypted 

data (cipher text) to him/her. No other information of the 

receiver (e.g., public key, certificate etc.) is required. 

Then the sender sends the cipher text to the cloud where 

the receiver can download it at any time.  

 

2) The system provides two - factor data encryption 

protection. In order to decrypt the data stored in the cloud, 

the user needs to possess two things. First, the user needs 

to have his/her secret key which is stored in the computer. 

Second, the user needs to have a unique personal security 

device which will be used to connect to the computer 

(e.g., USB, Bluetooth and NFC). It is impossible to 

decrypt the cipher text without either piece.  
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3) More importantly, the system, for the first time, 

provides security device (one of the factors) revocability. 

When the security device is stolen/lost , this device is 

revoked. That is, using this device you can no longer 

decrypt any cipher text. The cloud will immediately 

execute some algorithms to change the existing cipher 

text to beun - decryptableby this device. While, the user 

needs to use his new/re placement device (together with 

his secret key) to decrypt his/her cipher text; this process 

is completely transparent to the sender. 

 

4) The cloud server cannot decrypt any cipher text at any 

time 

 
Fig. 1. Ordinary data sharing. 

  

 
Fig. 2. Update ciphertext after issuing a new security 

device 

 

3.2 IMPLEMENTATION 

In this implementation we have 5 Modules,  

1. Private Key Generator  

2. Security Device Issuer  

3. Sender Module  

4. Receiver Module  

5. Cloud Server Module 

  

 

Module Description:  

 

1. Private Key Generator: A Private Key Generator is a 

trusted party responsible for issuing the private key for 

every user.  

 

2. Security Device Issuer (SDI): A Security Device 

Issuer is a trusted party responsible for issuing security 

device for every user.  

 

3. Sender: This user is the sender (and the creator) of the 

cipher text. The sender only knows the identity (e. g., 

email address) of the receiver but nothing else related to 

the receiver. After the sender has created the cipher text, 

he/she sends to the cloud server to let the receiver for 

download. 

 

 4. Receiver: This user is the receiver of the cipher text 

and has a unique identity (e.g., email address). The ci pher 

text is stored on cloud storage while he/she can download 

it for decryption. T he receiver has a private key (stored in 

his computer) and a security device (that contains some 

secret information related to his identity). They are given 

by t he PKG. The decryption of cipher text requires both 

the private key and the security device. 

 

5. Cl oud server: The cloud server is responsible for 

storing all cipher text (for receiver to download). Once a 

user has reported loss of his/her security device (and has 

obtained a new one from the PKG), the cloud acts as a 

proxy to re - encrypt all the past and future cipher text 

corresponding to the new device. That is, the old device is 

revoked 

 

 

4. EXPERIMENTAL RESULTS 

 

Login as a user and try downloading: 
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The cloud server, Keys server & USB server  

 

  
 

5.CONCLUSION 

 

Using Cloud Storage, users can remotely store their data 

and enjoy the on-demand high quality applications and 

services from a shared pool of configurable computing 

resources, without the burden of local data storage and 

maintenance. However, the fact that users no longer have 

physical possession of the outsourced data makes the data 

integrity protection in Cloud Computing a formidable 

task, especially for users with constrained computing 

resources. Providing security for outsourced data we 

introduced a novel two-factor data security protection 

mechanism for cloud storage system .Because we have 

Various techniques are available to provide security for 

cloud storage data. Among them, two Factor Data 

Security Protection mechanism only provides 

confidentiality of the data and revocability for cloud data 

by using secret key and unique personal device. The 

efficiency and security analysis show that the system is 

secure as well as practically implemented 
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