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Abstract:The advanced features of 5 G mobile wireless network networks bring new criteria and challenges for security. 

Compared to traditional cellular networks, this paper provides a comprehensive survey on 5G wireless network systems reliability. 

The paper begins with a study of the particularities of 5G wireless networks as well as the new requirements and reasons of 5G 

wireless securities. The potential attacks and security services in 5G wireless networks are then summarized with the consideration 

of new service requirements and new use cases. The recent development and existing 5G wireless security schemes are presented 

based on the appropriate security services including authentication, availability, confidentiality of data, key management and 

privacy The paper also addresses the new security innovations that include various technologies introduced to 5G such as 

heterogeneous networks, device-to-device networking, large multiple-input multiple-output, software-defined networks, and the 

Internet of Things Motivated by these research and development activities on security, we are proposing a new 5G wireless security 

architecture, based on which identity management analysis and flexible authentication are offered. As a case study, we are 

exploring a handover procedure and a signaling load scheme to show the advantage of the security architecture that is proposed. 

The challenges of 5G wireless security and its future directions are finally summarized. 
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INTRODUCTION 

Today, as anticipated, the trend towards an omnipresent 

computing environment has led to mobile networks 

characterized by continuously increasing demand for high 

data rates and mobility. The most popular technology that 

has emerged to address these issues is 5G mobile, and the 

possibility of it being deployed by 2020 and beyond has 

put a lot of effort into developing it in the last few years 

[1]. 5G Communications seek to provide the bandwidth of 

big data; infinite networking capability and extensive 

signal coverage to support a rich range of high-quality 

customized services to end users. To this end, 5 G 

networks will use innovative new approaches to combine 

several different advanced technologies. This 

incorporation, however, would bring enormous security 

challenges to potential 5G mobile networks. 

 

In particular, a wide range of security issues is likely to be 

posed in 5G mobile networks due to a number of factors, 

including: (i) the 5G system's IP-based open architecture, 

(ii) the complexity of the 5G system's underlying access 

network technologies(iii) a proliferation of highly mobile 

and complex interconnected interacting devices, (iv) the 

variety of device types with respect to their 

computational, battery power and memory storage 

capabilities; (v) open computer operating systems, and 

(vi) the possibility that the interconnected devices would 

usually be run by non-professional security users. 

Accordingly, 5G communications systems will need to 

address more and more threats than current mobile 

communications systems. 

 

Although the upcoming 5G communications systems will 

be the target of many known and unknown security 

threats, it is not clear which threats will be the most 

serious and which network elements will most often be 

targeted. Since such information is of utmost importance 

for providing guidance in ensuring security for mobile 

communications systems[2] of the next decade, the goal 

of this chapter is to identify potential security issues and 

challenges for the emerging 5G communications systems. 

This paper is structured as follows after the introduction. 

They give an overview of a potential 5G communications 

system architecture based on the current work related to 

5G systems in the first section; the next segment provides 

representative examples of potential threats and attacks on 

the main components of the new 5G networks to shed 

light on their potential security problems and challenges. 

In addition, literature-derived mitigation techniques are 
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discussed for example attacks; finally, this chapter is 

concluded in the last section. 

 

OVERVIEW OF 5G COMMUNICATIONS SYSTEM 

ARCHITECTURE 

 

The adoption of a dense heterogeneous architecture in 5G 

communications, comprising macro-cells and small cells. 

It is one of the most promising low-cost solutions 

enabling 5G networks to meet the capacity growth needs 

of the industry and provide a consistent end-user 

connectivity experience [3]. Based on most recent 

literature they consider that a potential 5G macro-cell-

scale communications architecture as shown in figure 1 

will include a base station (BS), equipped with large 

antenna arrays, as well as additional large BS antenna 

arrays geographically distributed across the macro-cell 

network [4]. 

 

 
 

Fig.1Typical 5G Communications Systems 

Architecture 

The distributed large antenna arrays will play the role of 

small-cell access points that support multiple Radio 

Access Network (RAN) protocols for a wide range of 

underlying access network (2G/3G/4G) technologies [5]. 

In addition, mobile users work with each other in the 

outdoor environment to shape virtual large antenna arrays. 

Together with the BS' distributed large antenna arrays (i.e. 

small-cell access points), the virtual large antenna arrays 

can create virtual, massive MIMO (Multiple-Input 

Multiple-Output) links in the small cells [6]. The access 

points for the small cells depend on robust backhaul 

communication over optical fibers. 

 

SECURITY ISSUES AND CHALLENGES IN 5G 

COMMUNICATIONS SYSTEMS 

 

The consumer infrastructure, access networks, the central 

network of mobile operators and the external IP networks 

will be the most enticing targets for potential attackers in 

emerging 5 G communications systems to help understand 

the future security issues and challenges affecting these 

components of the 5G system, we present representative 

examples of potential threats and specific attacks for these 

components. To derive such examples, they are exploring 

threats and attacks on legacy mobile systems (i.e. 

2G/3G/4G) that could affect upcoming 5G 

communications systems by exploiting specific features 

of this new communication platform. For example attacks, 

we also discuss potential literature-derived mitigation 

techniques to provide a roadmap for more enhanced 

countermeasures to be deployed. 

 

1. User Equipment: 

 

The widespread adoption of open operating systems and 

the fact that the future EU will support a wide range of 

connectivity options (e.g. 2G/3G/4G, IEEE 802.11, 

Bluetooth) are factors that make the future EU a top 

cybercrime target. User Equipment (UE), such as strong 

smartphones and tablets, will become a very significant 

part of our daily lives in the 5G communications era. Such 

equipment will provide a wide range of attractive features 

to enable end users to access a variety of personalized 

services of high quality. However, the expected increasing 

popularity of the future EU, combined with the increased 

capacity of 5G networks for data transmission The 

widespread adoption of open operating systems and the 

fact that the future EU will support a wide range of 

connectivity options (e.g. 2G/3G/4G, IEEE 802.11, 

Bluetooth) are factors that make the future EU a top 

cybercrime targets. In addition to the conventional Denial 

of Service (DoS)-based SMS / MMS attacks, the potential 

UE will also be exposed to more advanced attacks from 

mobile malware (e.g. worms, viruses, trojans) targeting 

both the UE and the 5G cellular network. The open 

operating systems will enable end users to install 

applications on their devices, not only from trusted 

sources, but also from untrusted sources (i.e. markets of 

third parties). So the mobile malware, It will be included 

in applications that look like harmless apps (e.g. games, 

utilities), and will be downloaded and installed on mobile 

end-user devices that expose them to many attacks. 

Mobile malware can be designed to allow attackers to 

access the personal data stored on the device, or to launch 
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attacks (e.g. DoS attacks) on other organizations, such as 

other UE, The mobile access networks, the core network 

of mobile operators and other external networks 

connected to the core mobile network. Consequently, 

infected potential mobile devices would pose a threat not 

only to their users but also to the entire 5 G mobile 

network that supports them. 

 

1.1 Mobile Malware Attacks Targeting UE: 

 

As the future UE in the 5G era will be a personal device 

that stores everything from phone contacts to banking 

information, and is carried by the end user almost 

everywhere, it will function as a single portal to the digital 

identity and activities of the end user As the future UE in 

the 5G era will be a personal device that holds everything 

from phone contacts to banking information, and is 

carried virtually everywhere by the end user, it will serve 

as a single portal for the end user's digital identity[7] and 

activities.. The malicious software gains unauthorized 

access to the stored information of the end user gathers it 

and transmits it to the malware owner through all 

communication channels of the EU. 

 

Nevertheless, mobile botnets can also perform the above 

attacks to hit several mobile end-users simultaneously and 

in an automated manner. Therefore, it is expected that 

mobile botnets will be a major means for attackers to gain 

financial benefits in the 5G period on a greater scale. 

 

1.2 5G Mobile Botnets: 

 

Mobile botnetsare expected to be widely used by attackers 

in the 5G communications environment, as future mobile 

devices are ideally suited for remote controlled machines 

due to their specific features5G mobile devices in 

particular would support various connectivity options and 

increased uplink bandwidth, and will tend to always be 

turned on and connected to the Internet [8]. Future 

attackers will thus be able to deploy mobile botnets in 

many effective ways for 5G communications 

networks.Unlike mobile botnets in legacy mobile 

networks, potential mobile botnets for 5G networks will 

be networks of compromised mobile devices operated by 

malicious actors commonly known as bot-masters. For 

example, a centralized 5G mobile botnet, where the 

attacker controls the compromised mobile devices 

through central Command and Control (C&C) servers, is 

illustrated in figure 2. 

 
. 

Fig.2Centralized 5G Mobile Botnet 

2. Access Networks: 

Service networks are supposed to be extremely 

heterogeneous and diverse in 5G communications, 

including several different radio service systems (e.g. 

2G/3G/4 G) and other innovative connectivity schemes 

such as femtocells[9]. So that the quality of service is 

guaranteed. For example, the EU should be able to 

establish a link over 2G or 3G networks, in the absence of 

4G network coverage. The fact that 5G mobile services 

will support several different access networks, however, 

allows them to inherit all the security issues they must 

support from the underlying access networks.Improved 

security measures should be put in place during the 

transition from 4G communications to 5G 

communications to combat emerging security threats on 

5G access networks. Potential security risks to potential 

5G access networks should be identified first to address 

this problem. Therefore, we concentrate on actual attacks 

on current 4 G access networks and HeNB femtocells in 

this segment, which could also be potential attacks on 5 G 

access networks. 

 

3. Mobile Operator’s Core Network: 
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Because of their open architecture based on an IP, 5G 

mobile systems will be vulnerable to common Internet IP 

attacks. DoS attacks, which today represent a major threat 

on the Internet, The new 5G communications systems 

targeting companies on the core network of the mobile 

operator will be available. Nevertheless, the main network 

of the 5G mobile operator may also be impacted by DDoS 

attacks targeting outside organizations while passing their 

malicious traffic over it. 

 

3.1 DDoS Attacks Targeting the Mobile Operator’s Core 

Network: 

 

DDoS attacks[10] will be very serious incidents impacting 

the functionality of the potential targeted 5 G core mobile 

network. Considering that millions of users will be using 

5G mobile networks, the effects of DoS and DDoS attacks 

on the core network will be serious. A botnet can launch 

DDoS attacks in the communications environment of 5 G, 

including a large number of infected mobile devices. Two 

representative DDoS attacks against the core network of a 

4 G mobile operator are featured in this subsection. Also, 

these two examples of attacks can be extended to the core 

5G network. 

 

• Signal Amplification 

• HSS Saturation  

 

3.2 DDoS Attacks Targeting External Entities over a 

Mobile Operator’s Core Network: 

 

The new 5G mobile networks may also act as a conduit 

for DDoS attacks on targets in other external networks 

(e.g. business networks) linked to the mobile core 

network in future. In this case, a mobile device botnet can 

be used to produce a large volume of traffic and to 

transmit it over the mobile core network to the victim, 

located within the networks of the external network. 

Although the core network itself will not be the object of 

these attacks, the fact that they inject massive traffic loads 

into the core network will affect its performance. The 

recent Internet-based DDoS attacks on Spamhaus have 

shown how the high volume of attack traffic can affect the 

availability of the underlying communication network 

used to transmit it to the particular target. 

 

4. External IP Networks: 

 

External IP networks can also be the object of DDoS 

attacks on 5G communications systems, where mobile 

botnets produce a large volume of traffic and send it over 

the mobile core network to the target. Furthermore, 

external IP networks, such as enterprise networks, can be 

a soft target to be exploited by malware through accessing 

infected mobile devices. 

CONCLUSION 

 

5G wireless networks are expected to deliver improved 

technology allowing numerous new applications. In this 

analysis, they provided representative examples of 

potential attacks on the main components of the 

forthcoming 5G communications systems to elucidate the 

future security problems and threats that are to be 

anticipated in the 5G period. They have based in 

particular on examples of potential attacks on the 

following components of the 5G system: the UE, access 

networks, core networks of mobile operators and external 

IP networks. To extract these examples, we analyzed 

threats and attacks against legacy 4G networks as a 

starting point and extended them to 5G communications 

systems of the next generation by taking into account their 

specific characteristics. Finally, we addressed possible 

mitigation strategies extracted from the literature for these 

cases, as our goal is to provide a roadmap for the 

implementation of more enhanced countermeasures to 

tackle the potential security concerns of the forthcoming 

5G communications systems properly. 
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