
ISSN (Online) 2394-2320 
 

International Journal of Engineering Research in Computer Science and Engineering  

(IJERCSE)  

Vol 5, Issue 1, January 2018 

 

           70  

 

Conjunctive Keyword Search with Designated 

Tester and Timing Enabled Proxy Re Encryption 

Function for E-Health Clouds  
[1] 

G.Hema, 
[2]

 Mr.Dr.K.Sreenivasa Rao, 
[3] 

Mr.N.Srinivas 
[2]

 Associate Professor, 
[3]

 Associate Professor, Head of the Department 
[1][2] 

Department of computer Science Engineering, Vignana Bharathi Institute of Technology, Telangana, India.                                                                                                                 
  

Abstract— An electronic health (e-health) record system is a novel application that will bring great convenience in healthcare. The 

privacy and security of the sensitive personal information are the major concerns of the users, which could hinder further 

development and widely adoption of the systems. The searchable encryption (SE) scheme is a technology to incorporate security 

protection and favorable operability functions together, which can play an important role in the e-health record system. In this 

paper, we introduce a novel cryptographic primitive named as conjunctive keyword search with designated tester and timing 

enabled proxy reencryption function (Re-dtPECK), which is a kind of a time-dependent SE scheme. It could enable patients [1] to 

delegate partial access rights to others to operate search functions over their records in a limited time period. The length of the 

time period for the delegatee to search and decrypt the delegator’s encrypted documents can be controlled. Moreover, the delegatee 

could be automatically deprived of the access and search authority after a specified period of effective time. It can also support the 

conjunctive keywords search and resist the keyword guessing attacks. By the solution, only the designated tester is able to test the 

existence of certain keywords. We formulate a system model and a security model for the proposed Re-dtPECK scheme to show 

that it is an efficient scheme proved secure in the standard model. The comparison and extensive simulations demonstrate that it 

has a low computation and storage overhead. 

 

 

INTRODUCTION 

 

The Electronic Health Records(EHR) tool will make 

clinical facts to be automated with the capability to 

prevent medical mistakes. It will facilitate a affected 

person to create his very very own fitness facts in a single 

medical institution and control or percent the facts with 

others in one of a kind hospitals. Many realistic affected 

person-centric EHR structures had been carried out along 

side Microsoft Health Vault and Google Health. 

Healthcare data collected in a statistics middle may also 

moreover incorporate private records and vulnerable to 

capability leakage and disclosure to the people or 

companies who may additionally additionally make 

income from them. Even though the provider provider can 

persuade the sufferers to agree with that the privateness 

facts can be safekeeping, the EHR can be exposed if the 

server is intruded or an inner personnel misbehaves. The 

intense privateness and protection issues are the 

overriding obstacle that stands in the manner of extensive 

adoption of the structures. Public key encryption scheme 

with key-phrase seek (PEKS) allows a customer to look 

on encrypted records without decrypting it, that is 

appropriate to beautify the safety of EHR structures. In a 

few situations, a affected person also can want to behave 

as a delegator to delegate his are searching for proper to a 

delegatee, who may be his clinical physician, without 

revealing his own personal key. The proxy re-encryption 

(PRE) method may be delivered to meet the requirement. 

The server can also want to transform the encrypted index 

of the affected person proper into a re-encrypted form 

which can be searched through manner of the delegatee. 

However, some different trouble arises at the same time 

as the get right of entry to right is disseminated. When the 

affected person recovers and leaves the sanatorium or is 

transferred to some other clinic, he does no longer want 

the private records to be searched and used by his 

preceding physicians anymore. A feasible technique to 

treatment this problem is to re-encrypt all his facts with a 

new key, at the manner to carry a far better value. It might 

be more difficult to revoke the delegation proper in a 

scalable length. 

 

OBJECTIVE OF THE PROJECT 

 

In this paper,we enterprise to treatment the problem with 

a unique mechanism proposed to mechanically revoke the 

delegation proper after a term unique with the aid of the 

records owner previously. In the conventional time-

launch machine,the time seal is encapsulated in the 

ciphertext at the very starting of the encryption[7] set of 

rules. It implies that each one users which include facts 

proprietor are restrained by the point period. The splendor 

of the proposed tool is that there is no time hassle for the 

statistics proprietor because the time statistics is 
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embedded in the re-encryption phase. The information 

proprietor is capable to preset diverse effective get 

admission to time periods for extraordinary clients whilst 

he appoints his delegation right. 

 

EXISTING SYSTEM 

 

Proxy re-encryption (PRE) lets in a proxy with a re-

encryption key to convert a ciphertext encrypted by using 

the usage of a delegator’s public key [4] into folks that 

may be decrypted through the usage of delegatee’s non-

public key. 

  Proxy re-encryption with public key-word seek (Re-

PEKS) has delivered the belief of key-phrase seek into 

PRE. The clients with a key-word trapdoor can seek the 

ciphertext while the hidden key phrases are unknown to 

the proxy. 

  Later, Wang et al. Has counseled a complicated scheme 

to support the conjunctive key-word search characteristic. 

All these Re-PEKS schemes are proved secure in random 

oracle model. Nevertheless, that a proof in random oracle 

version may additionally possibly bring about insecure 

schemes. 

 

DISADVANTAGES OF EXISTING SYSTEM 

 

Existing systems have excessive verbal exchange or 

computation value. 

On the opportunity hand, current schemes require an 

index listing of the queried key terms even as a trapdoor 

is generated, in case you need to leak facts and impair the 

question privateness. 

If an adversary unearths that the trapdoors or encrypted 

indexes have decrease entropies, the KG attacks can be 

released if the adversary endeavors to wager the possible 

candidate key phrases. 

 

PROPOSED SYSTEM 

 

  In this paper,we enterprise to resolve the hassle with a 

novel mechanism proposed to automatically revoke the 

delegation proper after a time frame sure by means of 

manner of the information owner previously. 

  It implies that every one clients including records 

proprietor are constrained by the point duration. The 

beauty of the proposed machine is that there may be no 

time quandary for the data proprietor because the time 

records is embedded inside the re-encryption segment. 

The records proprietor is capable to preset severa 

effective get right of entry to time intervals for distinct 

clients at the same time as he appoints his delegation 

proper. 

  An effective term set by means of using the information 

owner may be expressed with a beginning and very last 

time (for instance, 01/01/2014-12/01/ 2014). A time 

server is used inside the tool, that's responsible to generate 

a time token for the customers. After receiving an 

effective time period T from the facts proprietor, the time 

server generates a time seal ST through using his very 

personal personal key and most people key of the 

delegatee. In that way, the time period T is encapsulated 

in the time seal ST . 

   By the re-encryption set of guidelines performed thru 

the proxy server, the term T is probably embedded within 

the re-encrypted ciphertext. It is the timing enabled proxy 

re-encryption characteristic. When the delegatee troubles 

a question request, he should generate a trapdoor for the 

queried keywords using his private key and time seal ST . 

Only if the term encapsulated within the trapdoor suits 

with the effective term embedded in the proxy re-

encrypted ciphertext, the cloud provider company will 

reply to the hunt question. Otherwise, the quest request 

may be rejected. In that way, the get right of entry to 

proper of the delegatee will expire robotically. The 

records owner desires not to do every other operation for 

the delegation revocation. 

 

ADVANTAGES OF PROPOSED   SYSTEM 

   

To the first-class of our knowledge, that is the number 

one artwork that lets in automatic delegation revoking 

based mostly on timing in a searchable encryption system. 

A conjunctive keyword search scheme with precise tester 

and timing enabled proxy reencryption feature (Re-

dtPECK) is proposed, which has the subsequent merits. 

We format a singular searchable encryption scheme 

supporting comfortable conjunctive key-word seek and 

licensed delegation characteristic. Compared with present 

schemes, this paintings can gather timing enabled proxy 

re-encryption with powerful delegation revocation. 

Owner-enforced delegation timing preset is enabled. 

Distinct get proper of entry to term may be predefined for 

distinct delegatee. 

The proposed scheme is formally proved relaxed in 

opposition to selected-key-phrase selected-time attack. 

Furthermore, offline keyword guessing assaults may be 

resisted too. The check set of policies couldn't feature 

with out statistics server’s non-public key. Eavesdroppers 

could not attain guessing keywords by way of the take a 

look at set of regulations. 



 
 

ISSN (Online) 2394-2320 
 

International Journal of Engineering Research in Computer Science and Engineering  

(IJERCSE)  

Vol 5, Issue 1, January 2018 
 

 

                                                                                           72 

  The protection of the scheme works primarily based at 

the same old model in vicinity of random oracle model. 

This is the first primitive that helps above talents and is 

constructed in the popular model. 

 

SYSTEM ARCHITECTURE 

 

 
  

MODULES 

 

  1. Delegator owner Module 

  2. Delegate Module 

  3. Conjunctive keywords 

  4. Proxy re-encryption 

  5. Time Seal Server 

 

MODULES DESCRIPTION: 

 

1.Delegator proprietor Module: 

The authority delegation is determined out specially by 

means of proxy re-encryption mechanism. The proxy 

server makes use of the re-encryption key to convert the 

ciphertext encrypted thru delegator’s public key into some 

other shape, which may be searched with the aid of the 

delegatee using his non-public non-public key. 

 

2.Delegate Module: 

The delegatee may be divested of the quest authority at 

the same time as the effective time expires. In order to 

obtain the time controlled get admission to proper 

revocation, the predefined time data is embedded inside 

the re-encrypted ciphertext with time seal. With the assist 

of the time seal, the delegatee is capable of generate a 

valid delegation trapdoor via TrapdoorR algorithm. If the 

time statistics hidden within the re-encrypted ciphertext is 

inconsistent with that within the delegation trapdoor, the 

equation in TestR set of guidelines will now not keep. 

Moreover, Workflow of Re-dtPECK. The hunt query of 

the delegatee may be rejected with the aid of the statistics 

server if the current time beyond the preset time. 

 

3.Conjunctive keywords: 

Compared with the single key-word are looking for, the 

conjunctive key-word search characteristic presents the 

clients greater consolation to return the accurate results 

that fulfills customers’ a couple of requirements. The 

customers do no longer ought to question an person key-

phrase and depend upon an intersection calculation to 

acquire what they wishes. To the exceptional of our 

know-how, there's no present day proxy re-encryption 

searchable encryption scheme have to provide the 

conjunctive key phrases are trying to find functionality 

with out requiring a random oracle. Our scheme has 

solved this open hassle. The scheme ought to offer every 

the conjunctive keywords are trying to find and the 

delegation characteristic. Unfortunately, it's miles proved 

within the random oracle (R.O.) version, which 

appreciably impairs the protection degree. 

 

 4.Proxy re-encryption: 

The proxy re-encryption era is smart in EHR structures. It 

will drastically facilitate affected individual delegating the 

search and get entry to rights. Schemes in could not offer 

the proxy re-encryption searchable encryption function to 

the customers. 

 

5. Time managed revocation: 

An essential format cause is to permit time managed get 

right of access to right revocation. The delegation 

appointment will terminate while the preset powerful time 

period disagrees with the present day time. It have to save 

you the legal user from gaining access to the facts extra 

time. 

 

LITERATURE SURVEY 

 

A.Designing a tool for patients controlling carriers 

AUTHORS: J. C. Leventhal, J. A. Cummins, P. H. 

Schwartz, D. K. Martin, and W. M. Tierney. 

BACKGROUND: 

Electronic fitness information (EHRs) are proliferating, 

and economic incentives encourage their use. Applying 

Fair Information Practice requirements to EHRs 

necessitates balancing patients' rights to govern their non-

public information with carriers' statistics wishes to 

deliver secure[7], superb care. We describe the technical 

and organizational stressful conditions faced in taking 
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snap shots sufferers' picks for affected character-managed 

EHR get right of entry to and utilizing the ones 

alternatives to an gift EHR. 

METHODS: 

We set up a web machine for taking pictures patients' 

possibilities for who may additionally need to view their 

EHRs (listing all taking element medical institution 

providers for my part and categorically-physicians, 

nurses, different body of workers) and what statistics to 

redact (none, all, or via specific training of sensitive 

information or affected man or woman age). We then 

modified modern information-viewing software program 

serving a country-huge health information alternate and a 

big city health device and its primary care clinics to 

permit patients' choices to guide records shows to 

businesses. 

 

B. Public key encryption with key-word are trying to find 

AUTHORS: D. Boneh, G. Di Crescenzo, R. Ostrovsky, 

and G. Persiano. 

We look at the hassle of searching on records that is 

encrypted the usage of a public key device. Consider man 

or woman Bob who sends electronic mail to person Alice 

encrypted below Alice’s public key. An e mail gateway 

wants to test whether or not the email includes the key-

phrase “pressing” in order that it is able to route the email 

for this reason. Alice, then again does no longer want to 

offer the gateway the ability to decrypt all her messages. 

We define and assemble a mechanism that permits Alice 

to provide a key to the gateway that allows the gateway to 

check whether the word “pressing” is a key-phrase in the 

e-mail with out studying whatever else approximately the 

email. We take a look at with this mechanism as Public 

Key Encryption with key-word Search. As some different 

example, do not forget a mail server that shops various 

messages publicly encrypted for Alice via others. Using 

our mechanism Alice can send the mail server a key in an 

effort to permit the server to pick out out all messages 

containing some specific key-word, however research not 

anything else. We outline the concept of public key 

encryption with key-word are looking for and deliver 

numerous systems. 

 

C.Public key encryption schemes helping equality take a 

look at with authorisation of various granularity 

AUTHORS: Q. Tang. 

In this paper, we enlarge the artwork about public key 

encryption schemes supporting [5] fine-grained 

authorization (FG-PKEET), completed thru Tang 

(2011b). First of all, we correct some flaws in Tang 

(2011b) and talk the manner to expand the proposed 

cryptosystem to assist approximate equality test. 

Secondly, we gift a assessment among FG-PKEET and 

different similar primitives which consist of AoN-PKEET 

by using manner of Tang (2011a) and PKEET via Yang et 

al. (2010), and screen their variations in complexity and 

performed safety. Thirdly, to mitigate the inherent offline 

message restoration assaults, we growth FG-PKEET to a -

proxy putting, in which proxies want to collaborate on the 

way to carry out an equality check. Finally, we 

recommend a cryptosystem and prove its protection in the 

two-proxy setting. 

 

D.Efficient verifiable public key encryption with key-

word are looking for based totally on KP-ABE 

AUTHORS: P. Liu, J. Wang, H. Ma, and H. Nie. 

As a totally appealing cryptographic primitive, the public 

key encryption with key-word seek (PEKS) lets in clients 

to search on encrypted information, and for this reason is 

relevant to the placing of cloud computing. Although the 

existing PEKS schems can allow someone to search 

around encrypted facts confidentially, maximum of them 

did no longer affirm the searched stop end result and the 

machine did not specify the clients who can make a 

request for encrypted information documents saved on the 

cloud server. Recently, a novel cryptographic solution, 

called verifiable[6] function-based keyword search 

(VABKS) changed into proposed through Zheng. It lets in 

a statistics consumer, whose credentials fulfill the data 

proprietor's access control coverage, to go looking the 

encrypted statistics document and verify the searched end 

result. However, the scheme exists an unrealistic 

assumption of comfortable channel as within the Boneh's 

scheme. In this paper, we advise a today's scheme which 

"receives rid of cozy channel" and collect a unique 

approach for verifying the searched result from the cloud 

server based on key coverage attribute-primarily based 

definitely key-phrase search (KP-ABKS) of VABKS. It 

may be efficaciously to affirm the correctness and 

integrity of the information file which the records 

customer preferred for. By our simulation for the 

verification, it proves that our scheme is greater sensible 

than VABKS. 

 

 E. Public key encryption with key-word are seeking for 

relaxed towards key-word guessing assaults without 

random oracle 

AUTHORS: L. Fang, W. Susilo, C. Ge, and J. Wang. 

The notion of public key encryption with key-word search 

(PEKS) have become positioned forth via Boneh et al. To 

allow a server to look from a set of encrypted emails 

given a “trapdoor” (i.E., an encrypted key-word) provided 
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with the aid of the receiver. The extremely good 

belongings in this scheme permits the server to look for a 

key-word, given the trapdoor. Hence, the verifier can 

virtually use an untrusted server, which makes this 

perception very realistic. Following Boneh et al.’s 

paintings, there had been next works which have been 

proposed to enhance this belief. Two vital notions 

encompass the so-referred to as key-word guessing 

assault and comfortable channel unfastened, proposed via 

Byun et al. And Baek et al., respectively. The former 

realizes the truth that during workout, the distance of the 

key phrases used could be very constrained, at the same 

time because the latter considers the elimination of comfy 

channel between the receiver and the server to make 

PEKS sensible. Unfortunately, the prevailing construction 

of PEKS comfortable in competition to key-word 

guessing attack is simplest relaxed below the random 

oracle model, which does now not reflect its protection 

inside the real worldwide. Furthermore, there's no whole 

definition that captures comfy channel loose PEKS 

schemes which may be cozy in opposition to decided on 

keyword assault, decided on ciphertext assault, and in 

opposition to key-word guessing attacks, despite the 

reality that those notions appear to be the most sensible 

software of PEKS primitives. In this paper, we make the 

following contributions. First, we outline the maximum 

powerful model of PEKS that is secure channel loose and 

comfortable toward decided on key-word attack, decided 

on ciphertext assault, and keyword guessing assault. In 

precise, we present critical protection notions in particular 

IND-SCF-CKCA and IND-KGA. The former is to capture 

an internal adversary, whilst the latter is to capture an out 

of doors adversary. Intuitively, it should be clear that 

IND-SCF-CKCA captures a greater stringent assault in 

contrast to IND-KGA. Second, we gift a cozy channel 

loose PEKS scheme secure without random oracle 

beneath the extensively diagnosed assumptions, 

particularly DLP, DBDH, SXDH and truncated q-

ABDHE assumption. Our contributions fill the space in 

the literature and consequently, making the notion of 

PEKS very realistic. We shall highlight that our scheme is 

IND-SCF-CKCA cozy. 

 

CONCLUSION 

 

In this paper, we have proposed a novel Re-dtPECK 

scheme to realize the timing enabled privacy-preserving 

keyword search mechanism for the EHR cloud storage, 

which could support the automatic delegation revocation. 

The experimental results and security analysis indicate 

that our scheme holds much higher security than the 

existing solutions with a reasonable overhead for cloud 

applications. To the best of our knowledge, until now this 

is the first searchable encryption scheme with the timing 

enabled proxy re-encryption function and the designated 

tester for the privacy–preserving HER cloud record 

storage. The solution could ensure the confidentiality of 

the EHR and the resistance to the KG attacks. It has also 

been formally proved secure based on the standard model 

under the hardness assumption of the truncated decisional 

l-ABDHE problem and the DBDH problem. Compared 

with other classical searchable encryption schemes, the 

efficiency analysis shows that our proposed scheme can 

achieve high computation and storage efficiency besides 

its higher security. Our simulation results have also 

shown that the communication and computation overhead 

of the proposed solution is feasible for any real world 

application scenarios. 
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