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Abstract: -- A web application is generally known as a client-server software application where the client uses a user interface 

within a web browser. Web applications today provide a universal way to access information over the internet. Since the use of web 

application are increasing it became a popular target for security attacks. Security vulnerabilities in web applications may result in 

stealing of confidential data, breaking of data integrity or affecting web application availability. Thus, the task of securing web 

applications is not only important but also needs immediate attention. Some of well-known web application vulnerabilities are SQL 

Injection, Buffer Overflow, Cross Site Scripting etc. In order to overcome these vulnerabilities, it is important to detect first the 

problem before preventing it. In this paper, different types of web application attack which are vulnerable to the web application 

have been discussed. Furthermore, several techniques for detection of web application related attacks are presented. 
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I. INTRODUCTION 

 

 Web application run in a remote web server and 

uses HTTP protocol [1] for responding to the request 

over the internet. Web applications are computer 

program which allow website visitors to submit and 

retrieve data to database using the internet over their 

preferred web browser. There are many web browsers 

like Internet Explorer, Apples‟s safari, Firefox browser 

etc [2]. Web based applications are used by the user to 

perform various operation such as to search data, 

exchange message, interact with other, to perform 

financial operation etc [3]. Thousands of attacks are 

made daily by some anti-social elements to make our 

experience with web application disastrous. These 

attacks are put in place to access the private information 

of the user and to malign the name of the particular web 

application. Due to the presence of security weaknesses 

in web application it can steal private information and 

can perform malicious operations which will limit the 

use of applications. For example, banking services 

handle sensitive and private data which if becomes 

accessible to attacker can lead to havoc [3]. If an attacker 

is able to execute an attack on an application, there will 

be possibilities that the user data or application source 

code will also be compromised. Many measures have 

been taken to decrease the web application attack. In this 

paper, we have presented various web application attack 

and their detection technique. 

In section 2, different types of web application attack 

have been described. In section 3 web application 

vulnerability detection is presented. In Section 4 we have 

described types of IDS technique and previous work 

done in developing intrusion detection system. In section 

5 conclusion of the paper is presented. Section 6 consist 

of references that helps in the completion of the paper. 

 

II. TYPES OF WEB ATTACKS 

 

A. Cross-Site Scripting (XSS) 

 Cross-site scripting is the most common 

security problem affecting web applications. This type of 

attack allows malicious script to be injected into trusted 

web sites causing harmful operation affecting user or site 

[5]. This occur when web application fails to validate 

input from the web site users. It allows a malicious user 

to steal sensitive information and performs other harmful 

operations [8] such as transfer private information, 

manipulate the web content, etc [6]. Cross-Site Scripting 

are of three types: Stored, Reflected, and Document 

Object Model (DOM)-based. 

 

1. The stored XSS 

 This type of attack occurs when the input from 

the user is stored in the database and then it is used in the 

response page. This type of vulnerability stores the 

malicious script. It is stored in databases, message 

forums etc. of the attacked server [5]. The user which 

visits and execute those scripts will pass their privileges 
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to the attacker. The stored XSS is more harmful than 

other XSS 

 

2. The reflected XSS 

 This type of attack occurs when user input is 

not properly validated and referenced in an immediate 

response web page. This occurs mostly in greeting or 

error messages. Reflected XSS is executed by the 

victim‟s browser and occurs when the victim provides 

input to the web site [5]. In this attack, the attacker 

creates their URL which includes malicious code and 

makes the victim to believe that the URL is trusted. The 

malicious links will be delivered to victims through the 

link which is embedded into the web page located on 

some different server [6]. 

 

3. The Dom-based XSS 

 This type of attack occurs on the client side. 

DOM allows dynamic scripts to reference the 

document‟s components – for example, a session cookie. 

This happened when invalidated user input is 

dynamically obtained from the document object model 

structure [6]. 

 

B. Cross-Site Request Forgery (CSRF) This type of 

attack forces end user to execute unwanted actions on a 

web application on which legitimate user are currently 

authenticated [9]. This can take place through email. e.g 

attacker. can force the legitimate users of a web 

application to execute actions of his choice. In case of 

normal user CSRF exploits can compromise end user 

and operation but if the targeted user is the administrator 

account it can compromise the entire web application. 

This type of attack can trick the legitimate user into 

submitting a malicious request. It can take over the 

privileges and identity of the victim and can perform 

undesired function on behalf of victim [8]. Due to this, if 

the user is currently authenticated to the site, the site will 

not be able to distinguish between the legitimate request 

and the forged request sent on behalf of the victim. 

CSRF attacks target state-changing request such as 

changing the victim‟s password or email address etc. It 

can force the victim to retrieve the data that doesn‟t 

benefit an attacker because the response will be received 

by the victim not the attacker. 

 

 

 

C. Buffer Overflow 

 Buffer overflow attack occur when the 

excessive data is written to a memory block than it is 

capable of holding [3]. In this attack, while writing data 

in the buffer, if the buffer size is limited, it overruns the 

boundaries of the buffer and it will overwrites the 

memory in the adjacent location. Buffer overflow attack 

can lead‟s to DoS attack. For example, crashing of the 

application [2]. Techniques for exploiting Buffer 

overflow vulnerability[10]: 

 

1. Stack Buffer Overflow 

 Attacker exploits stack overflow to manipulate 

the program for their use.This type of buffer overflow 

occur when a program writes extra data on stack‟s buffer 

more than the capacity of stack buffer. 

 

2. Heap Buffer Overflow 

 An application allocates memory to the heap 

dynamically at run time .when a buffer overflow occur 

inside the heap data area then heap buffer overflow is 

caused. 

 

D. Brute Force 

 This attack is an automated method that 

determines an unknown value by using a large set of 

possible values. If the attacker arrives at the correct 

value, private and sensitive information can be 

accessed[13].The web applications which are password 

based are more vulnerable to this attacks. This attack 

mainly works for short passwords. There are various 

types of this attack which includes the following[12]. 

 

1. Blind Attack: In this type, the attacker tries to find out 

account member name as well as password. 

2. Targeted Attack: In targeted attack, the attacker tries 

to predict the password. 

3. Trawling Attack: In Trawling attack, the attacker tries 

to find out the account holder for a given password. 

E. Remote File Inclusion (RFI) RFI process includes 

remote files by exploiting vulnerable inclusion 

procedures which is implemented in the application. The 

web application may trick to include remote files with 

malicious code at a time of taking user input. For 

example: parameter value, URL, etc. An attacker use 

RFI to: 
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1. Run malicious code on the server: 

The malicious file that contain any code will be run by 

the server [14]. Code which is in includes file will be 

executed in the context of server user, if that file is not 

executed using wrapper. Due to this complete system 

can compromise. 

 

2. Run malicious code on clients: 

The malicious code by the attacker can lead to 

manipulation of the content of response sent to the client. 

The malicious code can be embedded by the attacker in 

the response that will be run by the client. Due to 

extensive use of “file includes” and default server 

configuration, PHP is more vulnerable to RFI attacks. 

 

F.SQL Injection (SQLI) 

 SQL Injection is an attack where attackers can 

inject SQL queries through input of a web page. Such 

SQL commands can make changes to the database and 

modify the contents. They can retrieve important 

information which harms the integrity of the database. 

The target is to bypass the server level and gain access to 

the backend. SQL injection occurs due to insufficient 

input validation, Such as if the data provided by the user 

is not properly validated and directly included in an SQL 

query. Because of these vulnerabilities, the attacker can 

submit SQL commands directly to the database[15]. 

 

G. Classification Of SQL Injection 

SQL Injection can be classified broadly as [16]: 

1. Tautologies: 

 This type of attack make use of conditional 

queries and inserts SQL tokens into them, which proves 

to be always true. This attack used to identify injectable 

parameters to extract data. 

 

2. Illegal/Logically Incorrect Queries: 

 The database error messages can be used by 

attacker to find vulnerabilities in the applications. This 

attack can be used to extract information and data about 

the backend database. 

 

3. Union Query: 

In this type of attack, the attacker uses infected queries 

to inject in the existing legitimate queries by using 

UNION operator that return the dataset result of both the 

legitimate and infected queries and thus retrieve 

information from the database. 

4. Piggy-backed Queries: 

In this type of attack, the attackers attach delimiters such 

as “;” to the original query which can cause multiple 

queries to be executed in which the first query is 

legitimate followed by infected and illegitimate queries. 

Generally, the initial query is trusted one, whereas 

following queries could be malicious. The attacker can 

modify or extract data, execute remote command, etc. 

 

5. Stored Procedure: 

This type of attack execute the stored procedure which is 

present in the database and is typically used to validate 

data and access control mechanism. In stored procedure, 

the malicious user find the database which is in use and 

the vulnerable parameters. The attack is then executed 

which includes the stored procedure from the database as 

well as the procedures that communicate with the 

operating system. 

 

6. Blind SQL: 

In this type of attack, the attacker inserts queries in the 

form of question such as „‟yes or no‟‟. Based on the 

application response it determines the answer. This 

technique enables the malicious user to check for 

vulnerabilities even when there is no result to returned 

from the database to the end user. It can identify 

injectable parameter and can extract data. 

 

7. Time-Based Attacks: 

In this type of attack, the attacker used timing delays in 

the database response to observe the amount of time 

taken to execute query. It extract information by 

manipulating the response time of the database. 

 

8. Alternate Encodings: 

This technique is used to bypass various detection 

method. It enables the attacker to encode the input string 

using ASCII, hexadecimal or Unicode character to hide 

the attack, due to this it will pass undetected and execute. 

It can cause denial of service attack. 

 

III. WEB APPLICATION VULNERABILITIES 

DETECTION 

There are different methods and techniques which are 

used to deal with threats against web application. Some 

of them are firewalls, DMZ, IDS, etc. Intrusion detection 

system is used to find actions and attempts which are 

trying to bypass the security policy, and alerts the 
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administrator in case of threat detection [11]. Intrusion 

Detection Systems (IDSs) are one of the most useful 

tools for identifying malicious attempts over the network 

and protecting the systems without modifying the end-

user software. 

The efficiency of IDS can be evaluated using following 

metrics: Table 1 shows the IDS metrics and their 

definition 

 
Detection rate = (TP) / (TP + TN) 

False alarm rate = (FP) / (FP + TN) 

 

IV. WEB APPLICATION INTRUSION 

DETECTION SYSTEM 

 

 Intrusion detection systems are classified as 

network intrusion detection systems (NIDS) and host 

intrusion detection systems (HIDS) based on whether an 

intrusion detection system monitors a network, or a host. 

Currently, there are two common types of IDS: 

signature-based intrusion detection systems and 

anomaly-based intrusion detection systems. 

 
Fig.1 Types of IDS 

1. Signature-based Intrusion Detection Systems 

Signature-based IDS uses the signatures of already 

known attacks or vulnerabilities to detect security 

threats. Such detection mechanisms are applied at the 

both the network level, by analyzing network traffic and 

at application level, by monitoring server logs [11]. As 

long as signatures are specified ahead of time this IDS 

would ideally identify 100% of the attacks with no false 

alarms. 

 

2. Anomaly-based Intrusion Detection Systems 

 Anomaly-based IDS focuses on normal 

behaviors of the system‟s instead of focusing on attack 

behaviors. It detect intrusions by analyzing deviation 

from expected behavior in the captured data. The data is 

said to be anomalous if the deviation crosses a certain 

threshold. It has the capability to detect unknown 

intrusions, but the major difficulty with anomaly based 

approach is to understand what constitutes normal 

behavior and abnormal behavior [11].This approach can 

lead to several false negative alarms. 

 

 There are two types of attack detection 

technique which are classified into static and dynamic 

detection. Static detection techniques includes the post 

occurrence of events whereas dynamic detection 

includes detecting attack in real time. 

 

 The Table 2 shows the related work done in the 

field of detecting web-application attack. The table 

shows the name of the author, title of the work its 

advantage ,limitation and the attack class 

 

Table 2: Analysis Of Various Intrusion Detection 

Techniques 
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V. CONCLUSION 

 

 There are many challenges for web application 

services which need to be addressed such as security 

,scalability and availability. In this paper we have 

discussed different types of web application attack and 

their detection techniques. By using different techniques 

the attacker can steal sensitive data and may harm the 

web application. It is not possible to built a secure web 

application until we know about possible attack and 

threats. In this paper, we came across through the XSS 

attack which is the major problems in web application. It 

can lead to stealing of user account and cookies and can 

also transfer private data if the input is not validated. We 

have also discussed, CSRF attack which forces end user 

to execute unwanted actions on web application. SQL 

injection followed by its classification, Buffer overflow, 

Brute Force and RFI attack is also presented in this 

paper. As there is an increase in new types of web 

attacks there is a need for security professional to react 

quickly without putting web application services at risk. 

There is a need to get aware of different types of attack 

which attacker use to threaten web application. 

 

 In future, the IT professional and developer 

should work to increase the necessary security 

requirement so that breaches can be reduced and attacks 

can be avoided. 
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