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Abstract: - Wireless sensor network (WSN) is a collection of a sensor which is deployed remotely to sense the complicated area. It is 

used in various fields like military surveillance, disaster management and etc. Security is the most vital in the network. 

Cryptography plays an important role in network security. The traditional cryptographic technique cannot be applied to wireless 

sensor network because of its resource limitation.  The proposed model is a hybrid cryptography which is a combination of both 

symmetric and asymmetric cryptographic techniques. The key is generated with the help of ECC and securely transmitted through 

ECDH protocol. Confidentiality of data is done through AES, Blowfish and ECC. Hashing technique MD5 is used for Integrity of 

data.  It provides high security in an efficient manner. It requires less memory, energy and computation time. 
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I. INTRODUCTION    

  

Sensor is a tiny and low cost device. The primary work of 

sensor is sensing the zone and sending that information to 

the base station. Wireless sensor network (WSN) is a group 

of sensor which is used to sense the critical environment. 

The application of WSN is in military application, battle 

field, disaster management and monitoring the 

environment. WSNs are pertaining to information and 

resource has to be secured against attacks and misbehavior. 

The Security goals are Authentication, Integrity, 

Availability, Confidentiality and Freshness. Among all, 

authentication and Integrity are important principles in 

military application. Cryptography is a technique to provide 

security for network. They are broadly classified into 

Symmetric key and Asymmetric key. In Symmetric key 

Cryptography, a single key is used for encryption and 

decryption. Eg: DES, AES, Blowfish, Twofish. In 

Asymmetric key cryptography, a pair of key is used. Public 

key is used for encryption and private key is used for 

decryption. Ex: RSA, ECC, ECDSA, ECDH and etc 

Hashing Technique is also one of cryptography function. It 

is used to secure the data transmission. It is a mathematical 

algorithm that maps data of arbitrary size to a bit string of a 

fixed size (a hash function) which is also designed to be a 

one-way function, that is, a function which is infeasible to 

invert.  Cryptographic hash functions have many 

information-security applications, notably in digital 

signatures, message authentication codes (MACs), and other 

forms of authentication. They can also be used as ordinary 

hash functions, to index data in hash tables, for 

fingerprinting, to detect duplicate data or uniquely identify 

files, and as checksums to detect accidental data corruption 

[31]. 

Hybrid Cryptography: 

Hybrid cryptography is combination of Symmetric and 

Asymmetric key cryptography to benefit from strength of 

each form of encryption. 

 

Table 1 shows Comparison of Symmetric key and 

Asymmetric key 

Symmetric Key Asymmetric Key 

 

 Single Key  A pair of key 

 Less secure method  High level secure 

 Less Complexity  More Complexity 

 Less Resource 

Consuming 

 High resource 

Consuming 

 Fast  Slow 

 

In this paper, section 2 discuss related work, section 3 

describes proposed system, section 4 show the simulation 

results and section 5 is conclusion. 

 

II. RELATED WORK 

 

1) Subasree Security Protocol Architecture[7][25]  
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The given plain text can be encrypted with the help of ECC 

and the derived cipher text can be communicated to the 

destination through any secured channel. Simultaneously, 

the Hash value is calculated through MD5 for the same 

plain text, which already has been converted into the cipher 

text by ECC. This Hash value has been encrypted with 

DUAL RSA and the encrypted message of this Hash value 

also sent to the destination. There are two disadvantages. 

First, the message is encrypted by Asymmetric Encryption 

Algorithms (ECC and DUAL RSA Public key encryptions) 

that are slow compared to symmetric encryption. Second, if 

an attacker determines a person's private key, his or her 

entire messages can be read. 

  

2) Kumar Security Protocol Architecture [7][11] 

The given plain text is encrypted first with AES algorithm 

and then with ECC algorithm. The Hash value of this 

encrypted cipher text is taken through the MD5 algorithm. 

On the other side, the Hash value is first evaluated and 

integrated. Thereafter, the decryption of cipher text is done 

by AES and ECC decryption algorithms. Hence, the 

plaintext can be derived. However, the execution time of 

this protocol is long because the plaintext is encrypted 

sequentially by both AES and ECC. 

  

3) Kady Security Protocol Architecture [7][28] 

The plaintext is divided into n blocks Bi. Each block 

consists of 128 bits. Then, it is divided into two parts p1 

blocks, and P2 blocks. The first n/2 blocks are encrypted 

using (AES and ECC). In parallel, the remaining n/2 blocks 

are encrypted using XOR-DUAL RSA algorithm. Then 

hashing each two half using MD5 In the Decryption Phase 

The decryption phase the cipher text is divided into n 

blocks each block consists of 128 bits, Then it will divided 

into two parts ci blocks and Ci blocks. Hashing is used to 

identify whether the source node receive the same cipher 

text or not. In the case of the hash values are the same at 

the source and sink nodes, the first n/2 blocks are decrypted 

using AES and ECC algorithms The remaining n/2 blocks 

are decrypted using XOR-DUAL RSA algorithm 

 

4) Zhu Security Protocol Architecture[7][30]  

The plaintext is encrypted with Symmetric cipher 

algorithm, and the key and digital signature belonged to the 

Symmetric encryption algorithm are encrypted with 

Asymmetric key algorithm. The sender encrypts the 

plaintext P with the key AES belonged to the AES 

algorithm. To ensure the security of the cipher algorithm 

and simplify the key management, the sender uses the key 

K AES only once. The receiver obtains the original 

information P after signature verification. The main 

disadvantage of this protocol, this protocol suffers from 

low security level since that the message is encrypted in a 

single phase which leads to less complexity. 

 

5) Hatem Security Protocol Architecture [7] 

The plaintext is divided into n blocks Bi. Each block 

consists of 128 bits. Then, it is divided into two parts p1 

blocks, and P2 blocks. The first n/2 blocks are encrypted 

using (AES and ECC). The remaining n/2 blocks are 

encrypted using RSA and Blowfish algorithm. Then hashing 

each two half using MD5 In the Decryption Phase The 

decryption phase the cipher text is divided into n blocks 

each block consists of 128 bits, Then it will divided into two 

parts. Hashing is used to identify whether the source node 

receive the same cipher text or not. In the case of the hash 

values are the same at the source and sink nodes, the first n/2 

blocks are decrypted using AES and ECC algorithms. The 

remaining n/2 blocks are decrypted using RSA and Blowfish 

algorithm. 

 

III. PROPOSED SECURITY ARCHITECTURE 

 

Enhanced Hybrid Cryptography Protocol (EHCP)  

Encryption Phase: 

The plaintext is divided into n blocks. Each block consists of 

128 bits. Then, it is divided into three parts P1,P2 and P3. 

This protocol uses padding with null for the last block to be 

128 bits. First block P1 are encrypted using AES encryption 

algorithm. AES encryption is done by four steps (SubBytes 

step, ShiftRows Step, Mixcolumn Step and  AddRound 

Key). AES 128 bit key operation is performed in 10 rounds.  

Elliptic Curve Cryptography (ECC) algorithm is used for 

protecting secret key which is highest secure public key 

algorithm. Moreover, according to the mathematical 

problem on which ECC can be solved by full exponentiation 

rather than sub-exponentiation for other public key systems, 

ECC needs smaller key size than other algorithms and that 

refers to less memory size. Second block P2 are encrypted 

using ECC algorithm. Blowfish is a symmetric key block 

cipher algorithm. Third block P3 are encrypted using 

Blowfish algorithm. 

 ECDH - Elliptic Curve Diffie Hellman is a key agreement 

protocol that allows sender and receiver to establish a shared 

secret key that can be used for private key algorithms. Both 

sender and receiver exchange some public information to 

each other. Hashing technique MD5 is used for 

authentication purpose. 

 

Algorithm: 

Encryption Steps: (Sender) 

 

1. Plain text is divided into 3 parts as P1, P2 and P3 . 

2. Public and Private keys are generated using Elliptic 

Curve Cryptography (ECC). 
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3. Key exchange is performed by Elliptic Curve Diffie-

Hellman (ECDH). 

4. Encrypt first part of Plain text P1 using AES algorithm 

(Cipher text C1). 

5. Encrypt second part of Plain text P2 using Blowfish 

algorithm (Cipher text C2). 

6. Encrypt third part of Plain text P3 using ECC algorithm 

(Cipher text C3). 

7. Compute hash value of Plain text using MD5 hashing 

technique. 

 

At the last step of encryption process, Key information, 

Cipher text and hashing values are sent to receiver at the 

same time. The receiver may be a node or sink. 

 
Fig-1 shows Encryption phase 

  

Decryption phase 

The cipher text is divided into n blocks. Each block 

consists of 128 bits. Then it will be divided into three parts 

C1, C2 and C3. Cipher text C1 is decrypted by using AES 

algorithm. Cipher text C2 is decrypted by using Blowfish 

algorithm. And Cipher text C3 is decrypted by using ECC 

algorithm. These plain texts are concatenated. Then 

compute the hash value of plain text using MD5 algorithm. 

In this proposed method (EHCP), compare received and 

computed hash values, if it is same, the receiver accept the 

message otherwise discard the message. 

Fig-2 shows Decryption phase 

  
 

Algorithm  

Decryption Steps: (Receiver) 

1) Divide Cipher text into 3 parts as C1,C2 and C3 

2) Decrypt cipher text C1 using AES (P1) 

3) Decrypt cipher text C2 using Blowfish (P2) 

4) Decrypt cipher text C3 using ECC (P3) 

5) Concatenate P1, P2 and P3 plain text 

6) Compute hash value of plain text using MD5 

7) Compare hash values. If it is same, accept message 

otherwise discard the message. 

 

IV. RESULTS AND DISCUSSION 

 

In order to prove the numerical results of the proposed 

protocol (EHCP), it is tested as the security protocol in 

WSN. The simulation is done using the network simulator 

ns2. Table II shows that time of encryption for different size 

of plain text. Fig-3 shows that time of encryption is 

compared with existing protocol to EHCP method. 

   

TABLE II. TIME OF ENCRYPTTON (MS) 
Size of 
plain 

text 

(bytes) 

Subasree 

Protocol 

Kumar 

Protocol 

Zhu 

Protocol 

Kady 

Protocol 

Hatem 

Protocol 
EHCP 

1512 3251 4137 1806 253 105 102 

5676 4521 5106 2713 385 315 301 

10257 5121 5723 3183 415 389 363 

25716 7109 7532 5602 501 403 395 

158713 8320 8596 6317 585 465 450 

 

               

Fig-3 Time of Encryption compared to other protocols 
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Table III shows that time of decryption for different size of 

plain text. Fig-4 shows that time of encryption is compared 

with existing protocol to EHCP method. 

 

TABLE III. TIME OF DECRYPTTON (MS) 

 

 
Fig-4 Time of Decryption compared to other protocols 

 

V. CONCLUSION 

 

In this paper, a hybrid security protocol (EHCP) for WSNs 

is proposed. The proposed hybrid protocol (EHCP) tries on 

trap those intruders by splitting the plain text and then 

applies three different cryptographic techniques. First, it 

takes the advantages of the combination of both Symmetric 

and Asymmetric cryptographic techniques using AES, 

Blowfish and ECC algorithms. Second, it is utilized since it 

is more robust and cannot be easily attacked. In addition, 

Hashing is also used for data integrity using MD5 which 

has to be ensured that the original text is not being altered 

in the communication medium. The attractiveness of the 

proposed protocol, compared to other existing security 

protocols is that it provides better security for a shorter 

encryption and decryption time, and smallest cipher text 

size. It is a reducing processing overhead and achieving 

lower memory consumption that is appropriate for all WSN 

applications. 
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