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Abstract:  The internet of things (IOT) has been a research subject for the last decade. Security and privacy are the key 

issues facing IOT applications, and are still facing some huge challenges. To promote this emerging area, authors briefly 

review the progress of IOT research, and pay attention to security. Nevertheless, from a security and privacy viewpoint, 

this new reality (IOT) built on the Internet contains new kinds of challenges. Because of the various standards and 

communication stacks involved, conventional security primitives cannot be used directly on IOT technologies. In addition 

to issues of scalability and heterogeneity, the major part of the IOT infrastructure consists of resource-constrained devices 

such as RFIDs and wireless nodes. Hence, in such a dynamic environment, a versatile architecture is required capable of 

addressing security and privacy issues. The security requirements are given by means of a thorough analysis of the safety 

architecture and features. Based on these, authors address the research status of key technologies, including encryption 

mechanisms, communication security, sensor data protection and cryptographic algorithms, and outline the challenges 

concisely.  
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INTRODUCTION 

 

IOT concept has begun to shape our modern world, 

including the everyday life of a common man in 

society, a world where devices of all shapes and sizes 

are produced with "smart" abilities that enable them to 

connect and interact not only with other systems but 

also with people, exchange their information, make 

independent decisions and conduct useful tasks based 

on preset conditions. With its various 

implementations, IOT is becoming well-known across 

many horizontal and vertical markets. Just to give an 

example of how IOT can impact our everyday lives: 

you enter the supermarket and receive a text message 

from your fridge. “You are out of milk.” The early 

years of the Internet of Things (IOT) began with 

contact between Machine to Machine (M2M)[1]. 

M2M communication refers to two devices that 

interact with one another, usually without human 

involvement. The communication medium is not 

specified, and can be wireless communication as well 

as wired communication. The term M2M is derived 

from systems of telephony. In such systems, different 

endpoints, such as caller identification, were required 

to exchange information between each other. This 

information was sent without a human being needed to 

initiate the transmission between the endpoints. The 

term M2M is still very much in use, especially in the 

industrial market, and is widely considered to be a 

subset of IOT[2].  

The IOT will be faced with more serious challenges as 

regards security. There are the following reasons: 1) 

the IOT expands the' Web' through the conventional 

Internet, mobile network and sensor network, and so 

on, 2) every' thing' connects to this' internet,' and 3) 

these' things' communicate with each other. Therefore 

there will be new security and privacy issues. They 

should pay more attention to the confidentiality, 

authenticity and integrity of data in the IOT research 
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questions. The ambient intelligence and autonomous 

control at this stage are not part of the original IOT 

concept. With the development of advanced network 

techniques, distributed multi-agent control and cloud 

computing, there is a shift in M2 M research that 

integrates IOT concepts and autonomous control to 

produce an evolution of M2 M in the form of CPSs. 

CPS focuses primarily on interaction intelligence, 

digital applications, distributed real-time control, 

cross-layer optimization, cross-domain optimization, 

etc. For this purpose, all new technologies and 

methodologies should be established to meet the 

higher reliability, security and privacy 

requirements[3]. 

 

ATTENTION TO SECURITY IN IOT 

 

Information and network security should be equipped 

with such properties as identification, confidentiality, 

integrality, and undesirability. Unlike the internet, the 

IOT will be applied to the crucial domains of the 

national economy, e.g., medical and health care, and 

smart transportation, hence the security needs in the 

IOT will be higher in availability and reliability[4].  

Secure Architecture: 

The IOT can generally be subdivided into four key 

levels (Fig. 1). 

 
Figure 1: Security Architecture 

The most general level is the perceptual layer, which 

gathers all kinds of information via physical 

equipment and defines the physical world, the data 

includes object properties, environmental conditions, 

etc., and the physical equipment includes RFID 

readers, sensors of all kinds, GPS and other devices. 

The key component in this layer is sensors that capture 

and reflect the world of physics in the digital world. 

The second level is layer of network. Network layer is 

responsible for the efficient transmission of perceptual 

layer information, initial information processing, 

classification, and polymerization. In this layer, the 

transmission of information is based on several basic 

networks, including internet, mobile communication 

networks, satellite networks, wireless networks, 

network infrastructure and communication protocols, 

which are also essential for the exchange of 

information between devices. 

Third one is support layer. Support layer would set up 

a stable support platform for the application layer, 

organizing all kinds of intelligent computing powers 

through network grid and cloud computing on this 

support platform. It plays the role of mixing up layer 

of application with down layer of network. The layer 

of application is at the top and the terminal level.  

The application layer provides the customized services 

according to the users ' needs. Users can access the 

Internet of Things using television, personal 

computers or mobile equipment, and so on, through 

the application layer interface. 

 

SECURITY FEATURES: 

 

a) Perceptual Layer: Generally perceptual nodes lack 

the power and storage capacity of the computer 

because they are easy and with less energy. Thus it is 

unable to apply frequency hopping communication 

and the algorithm for public key encryption to the 

safety defense. And the setting up of a security 

protection system is very difficult. Although external 

network attacks such as denying service frequently 

bring with them new security issues. On the other 

hand, sensor data still need the honesty, authenticity 

and confidentiality protection[5]. 

b) Network Layer: Though the core network has 

relatively complete safety protection capability, there 
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is still a man-in - the-middle attack and counterfeit 

attack, while junk mail and computer virus cannot be 

ignored, congestion is caused by a large number of 

data sending. Therefore security mechanism is very 

important to the IOT at this level. 

c) Support Layer: This layer is responsible for the 

mass data processing and smart network behavior 

decision; smart processing is limited for malicious 

information, so enhancing the ability to recognize 

malicious information is a challenge. 

d) Application Layer: Security requirements for 

different application environments are different at this 

point, and data sharing is one of the features of the 

application layer that causes data privacy issues, 

access controls and information disclosure. 

 

SECURITY REQUIREMENTS: 

 

Security requirement on each level is shown in the Fig. 

2. 

a) Perceptual Layer: Firstly, authentication of nodes is 

necessary to prevent illegal access to nodes; secondly, 

to defend the confidentiality of information 

transmission between nodes, data encryption is 

absolutely necessary; and before the key agreement on 

data encryption is an important process in advance; the 

stronger the security measures, the more resources are 

consumed, Lightweight encryption technology, 

including Lightweight Cryptographic Algorithm and 

Lightweight Cryptographic Protocol, becomes 

important in solving this problem. At the same time as 

the validity and reliability of sensor data is becoming 

a subject of analysis[6]. 

b) Network Layer: Existing communication security 

mechanisms are hard to implement in this layer. 

Identity authentication is a kind of system for 

preventing unauthorized nodes, and it is the principle 

of the security mechanism, confidentiality and 

integrity are of equal importance, so user must also 

create the mechanism for data confidentiality and 

integrity. Meanwhile Distributed Denial of Service 

Attack (DDoS) is a common strategy in the network 

and is particularly severe on internet of thing, so 

preventing the vulnerable node DDOS attack is 

another problem to be solved in this layer. 

c) Support Layer: Support layer requires a lot of 

application security infrastructure like cloud 

computing and secure multiparty computing, nearly all 

of the efficient encryption algorithm and encryption 

protocol, better system security technologies and anti-

virus. 

d) Application Layer: To solve the application layer 

security problem there are two aspects. The first is the 

authentication and key agreement throughout the 

heterogeneous network, the other is privacy protection 

for users. Additionally, education and management are 

very important for security of information, particularly 

password management.  

 
Figure 2: Security Requirements in Each Level 

 

SECURITY SOLUTIONS APPROACHES: 

 

Centralized Approaches: Centralized security solution 

solutions are considered to be effective and ideal for 

resource-restricted sensor networks, but the common 

problem is key management scalability; node must be 

pre-configured with shared keys from all stakeholders 

prior to deployment. Some of popular centralized 

solutions are SPINS (a centralized architecture for 

securing uniand multicast communication in restricted 

networks, composed of two security protocols; SNEP 

and μTESLA) and the polynomial-based scheme 

(Polynomial schemes seek to simplify the main 

agreement process in distributed sensor networks, 
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main idea is to assign a polynomial share F (n:y) to 

each node n, derived from the secret symmetric bi-

variate polynomial F (x:y). This allows establishing a 

common secret by any possible pair of nodes with a 

polynomial share)[7]. 

Protocol-based Extensions and Optimizations: 

Approaches like compression aim to optimize the 

protocol without violating the security features. Many 

compression schemes are being suggested, such as 

IPV6 header compression, extension headers, and 

UDP (User Datagram Protocol) header now common 

in 6LoWPAN. Several of these approaches are DTLS 

Handshake abbreviated (enables a shorter handshake 

to reuse the previous session's state information to 

resume the session). TLS Session Resumption without 

Server-Side State where the server does not have any 

state needed to restart a session, rather the encrypted 

state of the server is offloaded to the client during the 

handshake and in caching; the TLS Cached 

Information extension allows cached information to be 

omitted, such as those broad handshake certificate 

chains. Compression of header information is an 

approach for reducing the overhead transmission of 

packets in restricted environments; 6LoWPAN 

describes header compression method for IP packets. 

Hardware-based Approaches: A class of security 

solutions depends on extra security hardware modules, 

like TPMs. A Trusted Platform Module (TPM) is a 

tamper-proof hardware which offers support for 

cryptographic computations, particularly 

cryptographic primitives based on the public key. 

TPMs can hold keys in a secure memory area, such as 

private RSA keys. In addition, the TPMs 

cryptographic accelerator is capable of higher 

frequency processing of the cryptographic 

computations. In comparison, with significantly 

smaller key sizes, ECC offers the same level of 

security. Therefore ECC is preferred for restricted 

conditions and is recommended. 

 

CHANLLENGES 

 

Security Structure: IOT will remain stable as a whole 

over time, establishing the security mechanism of each 

logical layer cannot implement system defense-in-

depth, so building a security structure with a 

combination of control and information is a challenge 

and an important research area. 

Key Management: Since key management is the 

essential basis for more security mechanism, it's 

always the field of hot research It's still the 

cryptographic security aspect that is most challenging. 

The researchers actually aren't finding the right 

solutions. Lightweight cryptographic algorithm or 

greater sensor node efficiency is still not applied. The 

actual large-scale sensor network is still barely put into 

practice so far. In this network environment, the issues 

of network security will be given greater importance 

and become key points and study difficulties[8]. 

Security Law and Regulations: Today, security law 

and regulations are not yet the focus of attention, and 

there is no IOT application standard. The IOT has to 

do with knowledge about national security, corporate 

secrets and personal privacy. Our country therefore 

needs the legislative point of view in order to promote 

the growth of the IOT.  

Requirements for Burgeoning Applications: CPS, an 

evolving type of IOT, is becoming a reality with the 

advancement of WSNs, radio frequency identification 

(RFID), ubiquitous computing technology, network 

communication technology and distributed real time 

control theory. The high protection is expected in this 

system to guarantee system performance. 

The security issues for the IOT, as all said above are 

severe. Sound protection framework needs to be 

established. Key management in the actual large-scale 

sensor network is always a challenge, and IOT-related 

policies and regulations will be a challenge too.  

 

CONCLUSION 

 

This paper intends to provide the reader with a basic 

summary of the Internet of Things, the major security 

and privacy challenges due to its exponential growth 

and what kind of security primitives and solution 

approaches are used to make communication secure 

and to protect user data. This emerging domain for the 

IOT has attracted significant interest in the last couple 

of years, and will continue for years to come. Given 

the rapid evolution, researchers still face new 

problems and serious difficulties. They concisely 

reviewed security in the IOT in this literature, and 
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analyzed security characteristics and requirements 

from four layers including perceptual layer, network 

layer, support layer and application layer. Current 

solutions rely on pre-deployed, pre-shared keys on 

both ends, while certificate-based authentication is 

generally regarded as infeasible for resource sensors 

that are limited. For key establishment protocols that 

are lightweight for resource-constrained sensors and 

secure through strong encryption and authentication, a 

new security paradigm is needed.  
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