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Abstract -  There have been many researches that investigated the finger, hand, and palm vein recognition for automated personal 

identification. By using modern technology a person can control their personal information easily at any time and any place, but 

also there are risks that other people can take control of this information. Palm vein technology works by identifying the vein 

patterns in an individual’s palm. When a user’s hand is held over a scanner, a near-infrared light maps the location of the veins. 

The red blood cells present in the veins absorb the rays and show up as black lines, whereas the remaining hand structure shows 

up as white. This vein pattern is then verified against a preregistered pattern to authenticate the individual. As veins are internal in 

the body and have a wealth of differentiating features, attempts to forge an identity are extremely difficult, thereby enabling high 

level of security.  
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I. INTRODUCTION 

 
 A biometric system is a technological system that 

uses information about a person to identify that person. 

Biometric systems rely on specific data about unique 

biological traits in order to work effectively. A biometric 

system involves running data through algorithms for a 

particular result, usually related to a positive identification 

of a user or other individual. Biometrics is the automated 

method of recognizing a person based on a physiological 

or behavioural characteristic. Examples of behavioural 

characteristics are face recognition, fingerprints, hand 

geometry, signature verification, iris, retinal, 

finger/hand/palm vein recognition, ear recognition, and 

voice recognition. Palm Vein Authentication Technology 

is one of the newest biometric techniques researched today. 

Biometrics, such as with vein recognition, refers to 

methods for recognizing individual people based on unique 

Physical and behavioural traits. Palm vein authentication 

has high level of accuracy because it is located inside the 

body and does not change over the life and cannot be 

stolen. By using modern technology a person can control 

their personal information easily at any time and any place, 

but also there are some risks that other people can take 

control of this information. Compared with a finger or back 

of a hand, a palm has a broader and more complicated 

vascular pattern and thus contains a wealth of 

differentiating features for personal identification. 

 

 

II. PROBLEM STATEMENT 
 

Hand vein refers to the vascular pattern or blood 

vein patterns recorded from underneath the human skin .  

The principal lines characterize the most distinguishable 

features on the palm. Most people have three principal 

lines, which are named as the heart line, head line, and life 

line Wrinkles are regarded as the thinner and more 

irregular line patterns. The wrinkles, especially the 

pronounced wrinkles around the principal lines, can also 

contribute for the distinguish the palm print. On the other 

hand, ridges are the fine line texture distributed throughout 

the palm surface. The ridge feature is less useful for 

discriminating individual as they cannot be perceived 

under poor imaging source.  

 

III. METHODOLOGY 
 

Fingerprints are used as a way of authentication 

for most of the security processes. They are the  most 

widely used method of substantiation. They can be forged 

in many ways and may result in losing crucial information. 

There have been situations where cons have misused 

fingerprints and done away with fraud.  Many existing 

fingerprint sensors acquire fingerprint images as the user’s 

fingerprint is contacted on a solid flat sensor. Because of 

this contact, input images from the same finger can be 

quite different and there are latent fingerprint issues that 

can lead to forgery and hygienic problems.  

 

In order to acquire fingerprint images with 

conventional touch-based sensors ,the user must place his 
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finger on the flat window of the sensor. Because the skin of 

the finger is not flat, the user must apply enough pressure 

on the window to obtain sufficient size and achieve good 

image quality. However, this pressure produces 

unavoidable physical distortion in arbitrary directions, 

which is represented differently throughout every area of 

the same fingerprint image. Also, since the image varies 

with each impression, each fingerprint image from the 

same finger can appear quite different. Fig. 1 shows the 

images from touch-based sensor. Because of different 

pressure, the relative position and types of corresponding 

minutiae are different. 

 

IV. FUNCTIONS HIGH LEVEL DESIGN 

 
Fig 1-High Level Design 

 

V. ENCODING 

 
Fig 2-Encoding Process 

1) CRC Encoding: Firstly, the secret, S is encoded using 

CRC and the CRC value is concatenated at the end of the 

secret to form a secret’, S’. For this purpose we have used  

CRC-16-CCITT with a value of 0x1021 to form the CRC 

polynomial shown below  

2)Polynomial Encoding: To hide the secret in the palm 

vein pattern, the secret is divided into (n+1) parts and the 

parts become the coefficients of an n degree polynomial. 

The palm vein print minutiae of each user protect the secret 

such that as long as n+1 number of palm vein print 

minutiae are found, the secret can be reconstructed from 

the palm vein pattern. However, if there are less than n+1 

correct minutiae, it becomes computationally infeasible to 

re-produce the secret.  

3) Lock Matrix Creation: The palm vein print minutiae 

coordinates are concatenated to form the Lock Matrix for 

this palm vein pattern. The minutiae coordinates form the 

x-coordinate values and the Horner’s method is used to 

evaluate the polynomial to find the equivalent y-coordinate 

values. The x and y-coordinates are then stored in a matrix 

known as the Lock Matrix. With this step, the polynomial 

can be discarded and now the secret can only be re-created 

using this Lock Matrix.  

4) Chaff Point Generation: The next step is to generate 

chaff points to cover the complete range of the palm vein 

pattern but not overlap with the Lock Matrix coordinates. 

To perform haff generation we have used an algorithm 

similar to Rényi’s random space filling method described 

in. The algorithm generates random points in the 2-

dimensional plane (xi, yi) that  have a certain minimum 

distance from the points that already exist on the plane. 

This distance is also known as the Euclidian distance, . The 

algorithm is iterated until a sufficiently large  set is created 

and the Code Matrix elements are adequately hidden.  

5) Palm vein pattern Creation: Combining the chaff points 

with the Code Matrix coordinates forms the palm vein 

pattern. The palm vein pattern matrix is the secure template 

that is stored in the system database. Neither the secret, nor 

the user’s biometric data can be reproduced or stolen from 

the secure template. 

 

VI. DECODING 

 
Fig 3-Decoding Process 
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1) Nearest Neighbour Detection: The minutiae values 

collected from the query image may not have the exact 

same coordinates as the values within the vault. Therefore, 

the nearest neighbour of the minutiae values must be found 

from the vault. This step creates a new set of x-coordinates 

that are used for subsequent procedures while the previous 

set of values from the minutiae is discarded.  

2) Unlock Matrix Creation -The equivalent y-coordinate 

value can also be read from the palm vein pattern matrix. 

Together these coordinate sets from the Unlock Matrix.  

3) Polynomial Reconstruction: Polynomial interpolation is 

used to reconstruct candidate polynomials based on the 

Unlock Matrix. Gauss Elimination is used to deflate the 

polynomial. The Unlock Matrix is evaluated iteratively to 

produce all possible polynomial candidates.  

Any Nth degree polynomial can be written in coefficient 

form as: 

 
where a0,…,an are real numbers.  

4) Polynomial Decoding: Polynomial decoding is 

performed where all the coefficients of the polynomial are 

concatenated to re-form the secret’, S’.  

5) CRC Error Detection: CRC values are calculated for 

the first part of each possible S’ candidate and compared to 

the last 16-bits. If the CRC value and the last 16 bits are 

the same,  

then the secret’, S’ has been successfully identified. 

Discarding the last 16 bits will give us the original secret, 

S.  

VII. IMPLEMENTATION 

1. Authentication  
During authentication, first the template and query 

palm vein prints are aligned using the high curvature points 

as described in. Then, r well separated and good quality 

minutiae are selected from the query and are coarsely 

matched with the points in the vault in order to filter out 

most of the chaff points. An XOR operation is applied 

between the descriptor (say D′) associated with each 

selected query minutia and the corresponding secure 

ordinate value to obtain a word C′. This word is then 

decoded to obtain the message, which represents the 

ordinate value corresponding to that minutia. If the 

ordinate value is correctly decoded for some minimum 

number (n + 1) of genuine points in the vault, the 

polynomial f can be correctly reconstructed indicating a 

successful match. 

2. Analysis  
A study showed that the min-entropy of the 

minutiae template MT given the vault V can be computed 

as 

 
If both the minutiae location and minutiae 

orientation are uniformly distributed. Here, r, n and s have 

the same meaning as defined earlier. The palm vein pattern 

implementation in uses the values of r = 24, s = 200and n = 

8 for the typical vault construction. Based on the above 

analysis, the security of the palm vein print palm vein 

pattern implementation in is approximately 31 bits.  

In the proposed palm vein print palm vein pattern the true 

ordinate values can be obtained in two ways. (i) Directly 

guessing the 16-bit ordinate values. Since the ordinate 

values of the genuine points are obtained through 

evaluation of a randomly generated secure polynomial, it is 

reasonable to assume that the difficulty of directly guessing 

an ordinate value is approximately 16 bits (assuming there 

are more than 16 information bits in the error correcting 

code). Also since the adversary has to simultaneously 

guess (n + 1) ordinate values correctly ,this corresponds to 

approximately 16(n + 1) bits of security.(ii) Guess the 

descriptors associated with each minutia. Although the 

length of descriptor is N bits(N = 511 here), there is a 

strong correlation between the descriptor bits. Suppose that 

the entropy of a minutia descriptor D is Id bits and ρ = 

(119 × Id)/511 ≈Id/4 bits should be corrected. As shown by 

Hao et al., the difficulty in guessing a minutiae descriptor 

is approximately 

 
Bits. Since the adversary has to simultaneously 

guess (n+1)minutiae descriptors correctly, using minutiae 

descriptors provides approximately (n + 1)R bits of 

security. For instance ,if n = 8 and ID = 6 bits, then R ≈ 2 

bits. In this scenario, the proposed scheme increases the 

security of the palm vein pattern by approximately 16 bits 

and the overall security is 47 (31 + 16) bits.  

The above security analysis assumes the use of a perfect 

error correction coding scheme (a w-error correcting binary 

code of size 2N is said to be perfect if for every word C  

, there is a unique codeword C such that the Hamming 

distance between C and C’ is at most w bits).If the coding 

scheme is not perfect, some of the words may result in a 

decoding failure which would indicate a correct minutia 

descriptor being used to de-commit the ordinate value. 

Note that even if all the incorrect descriptors lead to 

decoding failure, which is very unlikely, the security is at 

least as good as the security of the original palm vein 

pattern. Non-perfect codes may reduce the effective value 

of R, thereby limiting the additional security that can be 

achieved using descriptors. While our current 

implementation uses non-perfect codes, we are exploring 

the possibility of using available perfect codes (the class of 
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Hamming codes and Gray code) to achieve the required 

error correction capability.  

VIII. RESULTS AND DISCUSSIONS 

 
Fig 4: Input image 

 
Fig 5: Image Segmentation 

 
Fig 6:Decoding input 

 
Fig 7:Authenticated output 

 

IX. CONCLUSION 
 

Palm vein biometric systems are superior because 

they provide a non transferable means of identifying 

people not just cards or badges. A key advantage of palm 

vein biometric authentication is that, biometric data is 

based on human vein characteristics that stay constant 

throughout one’s lifetime and are difficult to fake or 

change.  

 

The developed system provides second level 

security. The project can be implemented in areas where 

authentication is crucial. The system can be useful in the 

field of medicine, banking, airports, forensic department. 
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