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Abstract: Authentication is considered as a significance element of security to verify user’s identity. There are many authentication 

schemes that depend on user name /password, but they are considered weak techniques of user authentication because they are 

prone to dictionary attack and man in middle attack, etc. A more secure scheme is 2 factor authentications that does not only verify 

the user name /password pair, but also needs a second factor such as a token device, biometric. This paper proposes a technique for 

password generation and authentication using Digital Signature and Biometric factor i.e Fingerprint which can withstand common 

security attacks as well and has good performance over user authentication. 
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I. INTRODUCTION 

In general authentication is the act of validating 

someone as authentic and claims they made are true. 

Validation is generally done using the login username and 

password. Knowledge of the password is adopted to ensure 

that the tenant is authentic. Each tenant registers first or gets 

registered by someone else and using an assigned or self-

stated password. During each successive use, the tenant must 

know and use the already declared password. The weakness 

of this system is that passwords can often be stolen, 

unintentionally revealed or forgotten[1].So there is a need 

for 2 factor authentication schemes. So a new scheme for 2 

factor authentication using digital signature and biometric is 

discussed in this paper. 

 

In a conventional password authentication scheme, 

the server has the ability to allow or prevent any remote user 

based on identity and password. The mechanism of the 

remote authentication aims to preserve a system against the 

prohibited use over insure network. At the same time, remote 

server allows the genuine user to login system via an 

insecure communication channel. In general, textual 

password schemes are the most widely used, but they have 

many weaknesses. These drawbacks denote user peccability 

in memorizing long or intricate passwords, and the security 

risks can be obtained by depending short simple passwords 

Personal physiological mechanism has extruded as a good 

solution to overcome the aforementioned issues .The 

biometric operator means identifying a person by particular 

physiological characteristics like face recognition, 

fingerprint, and iris. Fingerprints are remained the most 

widely used biometric [5, 6]. However, we cannot consider 

biometrics as the best choice to the cloud environment for 

the following reasons: 1) they need professional and 

excessive devices such as a fingerprint scanner, which 

requires extra cost as well as troubles in combining them to 

the cloud computing environment; 2) when a large number 

of customers are being verified at the same time, the 

mechanism will become slow. 2-Factor Authentication 

(2FA) is more suitable with principles of authentication. A 

user sends his username and password to the server for 

authentication. The server asks the user to send his second 

factor when it ensures from matching of user’s 

username/password with a server’s database. The user gains 

permit to reach a server’s resources when his second factor 

has validity in the server. In this paper, we propose an 

efficient and secure password based two-factor mutual 

authentication scheme using RSA digital signature and 

feature extraction from user’s fingerprint. Our scheme does 

not require extra device or software compared with previous 

works in biometric field. Additionally,our proposed scheme 

resists different malicious attacks such as off-line attack, 

dictionary attack, parallel-session attack, MITM attack, 

insider attack, and replay attack. 

II. LITERATURE SURVEY 

In [1], authors proposed a method which uses Two 

Factor Authentication (2FA) where first the tenant gets 

verified by a password and smart card and then is 

authenticated by Out Of Band (OOB) authentication. 

Drawback of this work is smart card as login is prone to get 
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stolen. For the messages sent from Sender to Receiver only 

related with secret data stored in the smartcard, the attacker 

can impersonate as a legal tenant. 

 

In the novel [2] digital content protection algorithm 

combined iris biometric based digital signature and semi-

fragile watermark is proposed. Iris-based PKI architecture is 

constructed to create digital signature, which has numerous 

advantages such as reduced cost of ownership, increased 

security, regulatory compliance, and flexibility. However the 

scheme proposed in [2] does not support more robust 

signature extraction method and watermarking algorithm for 

the video content protection. 

 

Another 2FA method proposed in [3] authenticates 

the tenant using zero knowledge proof. First the tenant is 

verified using the username and password and the second 

factor is the credential file which is stored on tenant’s USB 

or phone. The benefit of this scheme is the password need 

not be stored on the cloud server. This assures tenant from 

third party cloud service providers .However, this scheme 

would not allow the tenants to access the cloud resources if 

the credential file is lost or stolen. 

 

To overcome the drawbacks of 2 factor 

authentication 3 factor authentication scheme is proposed in  

[4] Security of remote authentication mechanisms mostly 

relies on one of or the combination of three factors: 1) 

something users know—password;2) something users 

have—smart card; and 3) something users are—biometric 

characteristics. This paper introduces an efficient generic 

framework for three-factor authentication. The proposed 

generic framework enhances the security of existing two-

factor authentication schemes by upgrading them to three-

factor authentication schemes, without exposing user 

privacy. The drawbacks of this method is that it involves 

various calculations. So generally 2 factor authentication is 

preferred. 

 

In this paper[5],  propose an architecture, that 

utilizes implicit authentication along with the explicitones. 

The architecture includes five main components. Sand-

boxing component performs user access control to different 

service levels in the Cloud. Explicit and implicit 

authentications are the set of authentication factors that the 

user can exercise to gain access to different levels of Cloud 

services .Meta-learner is a machine learning engine that 

provides an authentication weight based on the implicit 

authentication factors. Component F calculates the current 

authentication score of a user and determines the optimal set 

of explicit authentication factors (i.e., with minimum user 

perceived hardship) that a user should exercise to gain access 

to a higher service level. 

III. EVALUATION CRITERIA 

 Table 1. Comparison of different biometrics 

 

 Iris Voice Face Fingerprint Vein 

Easy to 

use 

         

cheap          

accurate         

secure        

  

Table 2. Different authentication attacks. 

 

Attack Description 

 

Dictionary attack 

 

This includes multiple attacks, 

including brute force, common 

passwords and dictionary attacks, 

which aim to obtain password of the 

user. The attacker can try to guess a 

specific user’s password, try 

common passwords to all users or 

use an already made list of 

passwords to match against the 

password file, in their attempt to 

find a valid password.  

 

Replay attack The attacker tracks the 

authentication packet and replays 

this information to get an 

unauthorized access to the server.  

 

Man-in-middle-attack The attacker passively puts himself 

in between the user and the verifier 

in an authentication process. The 

attacker then attempts to 

authenticate by pretending to be as 

the user to the verifier and the 

verifier to the user . 

 

Phishing attack Social engineering attacks that use 

fake emails, web pages and other 

electronic communications to 

encourage the user to disclose their 

password and other susceptible 

information to the attacker.  

 

 

IV. DESIGN ISSUES 
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Problem Definitions 

The system consists of two phases: enrolment and 

verification. In enrolment phase, the user registers his 

username, password and fingerprint as a template to the 

server who extracts feature from user’s fingerprint and store 

to use it in later stage. At the verification phase, the 

generated password is used to compare with the template 

stored in the server and then detects the validity of a user 

using digital signature. In cloud environment, the distributed 

servers may relate with different service providers. These 

conditions lead to increase security risks and malicious 

attacks. Our proposed scheme overcomes above mention 

issues by depending on two factor authentication.  

The first factor is based on system generated 

password and encryption of it .While second factor relies on 

signed user’s password. In registration phase, a user submits 

the hash of his username, password and fingerprint to the 

client system and the password is generated by the client 

system itself thereby ensuring that it is not shared in the 

network. The generated password along with the digital 

signature is send to the server to verify whether the user is 

authorized user or not. Finally, a user gains permit to reach a 

server’s resources when his digital signature possesses 

validity in the server. 

V. PROPOSED SCHEME 
 

In this section, we present a new password 

authentication scheme and privacy-preservation scheme. Our 

proposed scheme is involved with three components, data 

owner (DW), a user set, and a server (as a service provider 

SP). Our work consists of four stages: setup, registration, 

login, and authentication. Setup and registration stages are 

performed only once, and the authentication stage is 

executed whenever a user wishes to login. Although, DW 

plays a main role to upload his important data in service 

provider to gain an authenticate user to use it. But, the 

proposed scheme prevents him to detect the real username/ 

password of each user. As a result, DW cannot impersonate 

the user to login system. 

 

 In the setup and registration stages, the user Ui 

registers her/his identity (fingerprint (Fpi), username (Uni = 

H(Uni)) and password (Pwi = H(Pwi))) and a password is 

generated by the client side itself. Then the password 

concatenated with the digital signature in encrypted format is 

send to the service provider for further authentication. If the 

digital signature after decrypting is same then the user is 

declared as the authorized user and the authority to access 

the service is given to the user. The data owner is also 

authenticated using the same process. The data owner and 

the user after authentication are given the authority to 

exchange the data. The data owner uploads a particular data 

and sets permission to grant the authority to the user. The 

user on the other hand can only download the data and 

cannot render the data. Client service approach can be 

followed to apply this scheme. 

A. RSA Digital Signature 

Key generation (as in RSA encryption): 

 

• Select 2 large prime numbers of about the 

same size, p and q 

• Compute n = pq, and F = (q - 1)(p - 1) 

• Select a random integer e, 1 < e < F, s.t. 

gcd(e, F) = 1 

• Compute d, 1 < d < F s.t. ed º 1 mod F 

Public key: (e, n) 

Secret key: d, p and q must also remain secret 

 

Signing message M: 

• M must verify 0 < M < n 

• Use private key (d) 

• compute S = Md mod n 

 

Verifying signature S 

• Use public key (e, n) 

• Compute Se mod n = (Md mod n)e mod n = M 

Note: in practice, a hash of the message is signed 

and not the message itself. 

 

 

B. Implementation of the proposed scheme 
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VI. CONCLUSION 

 
This paper presents an efficient scheme for user 

authentication by using two-factor authentication scheme 

which depends on features extraction of fingerprint and RSA 

digital signature. Our proposed scheme assumes a good 

configuration where users keep their password’s far away 

from the service provider in the cloud. These features have 

been gained a good chance to service provider to increase 

time processing .In addition, our proposed scheme is 

immune from off-line attacks, replay attacks, forgery attacks, 

MITM attacks, parallel session attacks, and reflection 

attacks. Our work possesses many security features such as 

user anonymity, mutual authentication, freely chosen 

password, revocation, and session key agreement. In the 

performance our presented scheme has been evidenced to 

achieve sturdy security with low cost comparer with 

previous schemes. 
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