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Abstract — It is well known that wireless sensor networks (WSNSs) is a self-organization wireless network system constituted by
numbers of energy-limited micro sensors under the banner of industrial application (I1A). In this project, we propose a secure and
efficient Cost Aware Secure Routing (CASER) protocol to address two conflicting issues; They are lifetime optimization and
security. Through the energy balance control and random walking, we can address those conflicting issues. We then discover that
the energy consumption is severely disproportional to the uniform energy deployment for the given network topology, which
greatly reduces the lifetime of the sensor networks. To solve this problem, we propose an efficient non-uniform energy deployment
strategy to optimize the lifetime and message delivery ratio under the same energy resource and security requirement. We also
provide a quantitative security analysis on the proposed routing protocol.

Index Terms: Wireless Sensor Network (WSN), Cost Aware SEcure Routing(CASER) Protocol, Security, Lifetime optimization,

Energy deployment.

l. INTRODUCTION

Wireless sensor networks (WSN), sometimes called
wireless sensor and actuator used to monitor the physical,
environment all quantity such as temperature, sound,
pressure, etc. and to cooperatively pass their data through the
network to a main location. we propose a geography-
based secure and efficient Cost-Aware  SEcure
routing(CASER) protocol for WSNs without relying on
flooding. CASER allows messages to be transmitted using
two routing strategies, random walking and deterministic
routing, in the same framework. The distribution of these two
strategies is determined by the specific security requirements.
The protocol also provides a secure message delivery option
to maximize the message delivery ratio under adversarial
attacks. In addition, we also give quantitative secure analysis
on the proposed routing protocol based on the criteria
proposed in,

CASER protocol has two major advantages:

It ensures balanced energy consumption of the entire sensor
network so that the lifetime of the WSNs can be maximized.

CASER protocol supports multiple routing strategies based
on the routing requirements, including fast/slow message
delivery and secure message delivery to prevent routing trace
back attacks and malicious traffic jamming attacks in WSNs.

I1. MAIN CONTRIBUTIONS:
Our contributions of this paper can be summarized as
follows:

D

» 1)We propose a secure and efficient Cost Aware
SEcure Routing (CASER) protocol for WSNs. In this
protocol, cost-aware based routing strategies can be
applied to address the message delivery requirements.

+« 2)A guantitative scheme to balance energy so that both
the sensor network lifetime and the total number of
messages can be delivered are maximized under the
same energy deployment

% 3) We develop theoretical formulas to estimate the
number of routing hops in CASER under varying
routing energy balance control (EBC) and security
requirements.

s 4)We quantitatively analyze security of the proposed
routing algorithm.

% 5)We provide an optimal non-uniform energy
deployment (noED) strategy for the given sensor
networks based on the energy consumption ratio. Our
theoretical and simulation results both show that under
the same total energy deployment, we can increase the
lifetime and the number of messages that can be
delivered more than four times in the non-uniform
energy deployment scenario.
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I1l. RELATED WORK

Routing is a challenging task in WSNs due to the
limited resources .Geographic routing protocols utilize the
geographic location information to route data packets hop-
by-hop from the source to the destination. The source
chooses the immediate neighboring node to forward the
message based on either the direction or the distance. The
distance between the neighboring nodes can be estimated or
acquired by signal strengths or using GPS equipments. The
relative location information of neighbor nodes can be
exchanged between neighboring nodes.

In, a geographic adaptive fidelity(GAF) routing
scheme was proposed for sensor networks equipped with
low power GPS receivers. In GAF,the network area is
divided into fixed size virtual grids. In each grid, only one
node is selected as the active node, while the others will
sleep for a period to save energy. The sensor forwards the
messages based on greedy geographic routing strategy. A
query based geographic and energy aware routing (GEAR)
was propose. In GEAR, the sink node disseminates requests
with geographic attributes to the target region instead of
using flooding. Each node forwards messages to its
neighboring nodes based on estimated cost Aware SEcure
Routing (CASER) protocol for WSNs. In this protocol,
cost-aware based routing strategies can be applied to
address the message delivery requirements

2)A quantitative scheme  to balance energy so
that both the sensor network lifetime and  the total
number of messages can  be delivered are
maximized under the same energy deployment

3) We develop theoretical formulas to estimate
the number of routing hops in CASER under
varying routing energy  balance control (EBC) and
security requirements.
4)We quantitatively analyze security of
the proposed routing algorithm.

5)We provide an optimal non-uniform energy
deployment (noED) strategy  for the given sensor
networks  based on the energy consumption ratio.
Our theoretical and simulation results both show that
under the same total energy deployment, we
can increase the lifetime and the number of
messages that can be delivered more than four times in
the  non-uniform energy  deployment scenario and
learning cost. The estimated cost considers both the
distance to the destination and the remaining energy of
the sensor nodes. While the learning cost
provides  the updating information to deal with the
local minimum problem.

While geographic routing algorithms have the
advantages that each node only needs to maintain its
neighboring information, and provides a higher
efficiency and a better scalability for large scale

WSNSs, these algorithms may reach local minimum,
which can result in dead end or loops. To solve the
local minimum problem, some variations of these
basic routing algorithms were proposed in, including
GEDIR, MFR and compass routing algorithm.
The delivery ratio can be improved if each node is
aware of its two-hop neighbors. There are a few
papers discussed combining greedy and face routing
to solve the local minimum problem. The basic idea is
to set the local topology of the network as a
planar graph, and then the relay nodes try to
forward messages along one or possibly a sequence
of adjacent faces toward the destination.

Lifetime is another area that has been extensively
studied in WSNs. In ,a routing scheme was proposed to find
the sub-optimal path that can extend the lifetime of the
WSNs instead of always selecting the lowest energy path. In
the proposed scheme, multiple routing paths is set ahead by
a reactive protocol such as AODV or directed diffusion.
Then, the routing scheme will choose a path based on a
probabilistic method according to the remaining energy. In,
Chang and Tassiulas assumed that the transmitter power
level can be adjusted according to the distance between the
transmitter and the receiver. Routing was formulated as a
linear programming problem of neighboring node selection
to maximize the network life- time .Then Zhang and Shen
investigated the unbalanced energy consumption for
uniformly deployed data- gathering sensor networks. In this
paper, the network is divided into multiple corona zones and
each node can per- form data aggregation. To the best of
our knowledge, none of these schemes have considered
privacy from a cost- aware perspective.

In this paper, for the first time, we propose a

secure and efficient  Cost-Aware  SEcure Routing
(CASER) protocol that can address energy balance
and routing security concurrently in  WSNs. In

CASER protocol,

each sensor node needs to maintain the energy levels of
its immediate adjacent neighboring grids in addition
to their relative locations. Using this information, each

sensor node can create varying filters based on the
expected design  tradeoff  between  security  and
efficiency. The  quantitative  security  analysis

demonstrates the proposed algorithm can protect the
source location information from the adversaries. Our
extensive OPNET simulation results show that CASER
can provide excellent energy balance and routing security.
It is also demonstrated that the proposed secure
routing can increase the message delivery ratio due to
reduced dead ends and loops in message forward.
Iv. MODLES:

A. The System Model:
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We assume that the WSNs are composed of a large
number of sensor nodes and a sink node. The sensor nodes
are randomly deployed throughout the sensor domain. Each
sensor node has a very limited and non- replenishable
energy resource. The sink node is the only destination for
all sensor nodes to send messages to through a multi-hop
routing strategy. The information of the sink node is made
public. For security purposes, each message may also be
assigned a node ID corresponding to the location where
this message is initiated. To prevent adversaries from
recovering the source location from the node ID, a dynamic
ID can be used. The content of each message can also
be encrypted using the secret key shared between the
node/grid and the sink node. We also assume that each
sensor node knows its relative location in the sensor
domain and has knowledge of its immediate adjacent
neighboring grids and their energy levels of the grid. The
information about the relative location of the sensor
domain may be broadcasted in the network for routing
information update. In this paper, we will not deal with key
management, including key generation, key distribution and
key updating

2.2 DESIGN GOALS:

Our design goal can be summarized as
follows: To maximize the sensor network lifetime
,we ensure that the energy consumption of
all sensor grids are balanced.

To achieve a high message delivery ratio, our routing
protocol should try to avoid message dropping when an
alternative routing path exists.

The adversaries should not be able to get the source location
information by analyzing the traffic pattern.

* The adversaries should not be able to get the source
location information if he is only able to monitor a certain
area of the WSN and compromise a few sensor nodes.

* Only the sink node is able to identify the source location
through the message received. The recovery of the source
location from the received message should be very efficient.
* The routing protocol should maximize the probability that
the message is being delivered to the sink node when
adversaries are only able to jam a few sensor nodes.

Routing paths

V. THE PROPOSED CASER ROUTING
PROTOCOL.:

We now describe the proposed CASER protocol.
Under the CASER protocol, routing decisions can vary to
emphasize different routing strategies. In this paper, we will
focus on two routing strategies for message forwarding:
shortest path message forwarding, and secure message
forwarding through random walking to create routing path
unpredictability for source privacy and jamming prevention.
As described before, we are interested in routing schemes
that can balance energy consumption.

a. Assumptions and Energy Balance Routing:

In the CASER protocol, we assume that each node
maintains its relative location and the remaining energy
levels of its immediate adjacent neighboring grids. For
node A, denote the set of its immediate adjacent
neighboring grids as N A and
the remaining energy of grid i as 3 ;12N
A. With this information, the node A can compute
the average remaining energy of the grids in N A as

1 .
E(4)= Nasa € Naeri

N A Eri. In the multi-hop routing protocol, node A selects
its next hop grid only from the set N A according to the
predetermined routing strategy. To achieve energy balance
among all the grids in the sensor network, we carefully
monitor and control the energy consumption for the nodes
with relatively low energy levels by configuring A to only
select the grids with relatively higher remaining energy levels
for message forwarding. For this purpose, we introduce a
parameteOr

to enforce the degree of the energy balance control.

b. Secure Routing Strategy:

In the previous section, we only described the
shortest path routing grid selection strategy. However, in
CASER protocol, we can support other routing strategies. In
this section, we propose a routing strategy that can provide
routing path unpredictability and security. The routing
protocol contains two options for message forwarding: one is
a deterministic shortest path routing grid selection algorithm,
and the other is a secure routing grid selection algorithm
through random walking.
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c. CASER Algorithm:

* We propose a secure and efficient Cost Aware Secure
Routing (CASER) protocol that can address energy balance
and routing security concurrently in WSNSs.

* In CASER routing protocol, each sensor node needs to
maintain the energy levels of its immediate adjacent
neighboring grids in addition to their relative locations.

* Using this information, each sensor node can create varying
filters based on the expected design tradeoff between security
and efficiency.

* The quantitative security analysis demonstrates the
proposed algorithm can protect the source location
information from the adversaries.

* In this project, we will focus on two routing strategies for
message forwarding: shortest path message forwarding, and
secure message forwarding through random walking to create
routing path unpredictability for source privacy and jamming
prevention.

THEOREM 2.

Assume that the network is randomly deployed and
each sensor node is initially deployed with equal initial
energy. We also assume that data generation in each sensor
node is a random variable. Then for a given routing cost
factor f, the optimal security level can be estimated from the
following quartic equation:

4f2x* —5x24+2%-1=0
Where x=1-f

Proof: According to Corollary 2, we have

z
[1 + (:tf—ﬁh)] '1-B

Multiply both sides with 1-5. we have

J[1 +(555)] 2=t

Square of both sides, we get

(1 + (2(%3,))“2#2 -2

Equivalently, we have

4(1-p)"2+ B7 = 4(1 - f)"4

Let(1- f) = x we can derive
BrP=(1—-x)P=x"—2x+1

reorganize the above Equation, we get
4f3x* —5x%4+2x-1=0

Equation can be solved using Ferrari's method
following Algorithm 3 to recover

=1-5.
The security level b can be recovered as :
f=1-—s.

VI. SECURITY ANALYSIS

In CASER, the next hop grid is selected based on
one of the two routing strategies: shortest path routing or
random walking. The selection of these two routing strategies
is probabilistically controlled by the security level b. The
security level of each message can be determined by the
message source according to the message priority or delivery
preference. As b increases, the routing path becomes more
random, unpredictable, robust to hostile detection, immune to
interception and interference attacks. While random walking
can provide good routing path unpredictability, it has poor
routing performance. CASER provides an excellent balance
between routing security and efficiency.

a. Quantitative Security Analysis of CASER:

we introduced criteria to quantitatively measure source-
location privacy for WSNs.

Definition1: (Source-location Disclosure Index). SDI
measures, from an information entropy point of view, the
amount of source-location information that one message can
leak to the adversaries.For a routing scheme, to achieve good
source-location privacy, SDI value for the scheme should be
as close to zero possible.

Definition 2: ( Source-location Space Index) SSI is defined
as the set of possible network nodes, or area of the possible
network domain, that a message can be transmitted from.
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For a source-location privacy scheme, SSI should be as large
as possible so that the complexity for an adversary to perform
an exhaustive search of the message source is maximized.
Definition 3: (Normalized Source-location Space Index
(NSSI)).

NSSI is defined as the ratio of the SSI area over the total area
of the network domain. The d is called the local degree.
Based on these criteria, we can evaluate security of the
CASER routing protocol.

b. Dynamic Routing and Jamming Attacks:

For security level b, the distribution between random walking
and the shortest path routing for the next routing hop is B and
1- B. B can vary for each message from the same source. In
this way, the routing path becomes dynamic and
unpredictable. In addition, when an adversary receives a
message, he is, at most based on our assumption, able to trace
back to the immediate source node that the message was
transmitted. Since the message can be sent to the previous
node by either of the routing strategies, it is infeasible for the
adversary to determine the routing strategy and find out the
previous nodes in the routing path.

The CASER routing algorithm distribute the routing paths in
a large area based on our above analysis due to the random
and independent routing selection strategy in each forwarding
node. This makes the likelihood for multiple messages to be
routed to the sink node through the same routing path very
low even for the smart jammers that have knowledge of the
routing algorithm.

c. Energy Level and Compromised Node Detection:

Since we assume that each node has knowledge of energy
levels of its adjacent neighboring grids, each sensor node can
update the energy levels based on the detected energy usage.
The actual energy is updated periodically. For WSNs with
non replenishable energy resources, the energy level is a
monotonically decreasing function. The updated energy level
should never be higher than the predicated energy level since
the predicted energy level is calculated based on only the
actually detected usage. If the updated energy level is higher
than the predicted level, the node must have been
compromised and should be excluded from its list of the
adjacent neighboring grids.

VIl. PERFORMANCE EVALUATION AND
SIMULATION RESULTS:

In this section, we will analyze the routing
performance of the proposed CASER protocol from four
different areas: routing path length, energy balance, the
number of messages that can be delivered and the delivery
ratio under the same
energy consumption. Our simulations were conducted in a
targeted sensor area of size 1500 * 1500 meters divided into
grids of 15* 15.

a. Routing Efficiency and Delay:

For routing efficiency, we conduct simulations of the
proposed CASER protocol using OPNET to measure the
average number of routing hops for four different security
levels. We randomly deployed 1,000 sensor nodes in the
entire sensor domain. We also assume that the source node
and destination node are 10 hops away in direct distance. The
routing hops increase as the number of transmitted messages
increase. The routing hops also increase with the security
levels.

b. Energy Balance:

The CASER algorithm is designed to balance the overall
sensor network energy consumption in all grids by
controlling energy spending from sensor nodes with low
energy levels. In this way, we can extend the lifetime of the
sensor networks. Through the EBC a, energy consumption
from the sensor nodes with relatively lower energy levels can
be regulated and controlled. Therefore, we can effectively
prevent any major sections of the sensor domain from
completely running out of energy and becoming unavailable.
In the CASER scheme, the parameter a can be adjusted to
achieve the expected efficiency. As a increases, better energy
balance can be achieved. Meanwhile, the average number of
routing hops may also increase. Accordingly, the overall
energy consumption may go up.

c. Delivery Ratio:

One of the major differences between our proposed CASER
routing protocol and the existing routing schemes is that we
try to avoid having any sensor nodes run out of energy while
the energy levels of other sensor nodes in that area are still
high. We implement this by enforcing a balanced energy
consumption for all sensor nodes so that all sensor nodes will
run out of energy at about the same time. This design
guarantees a high message delivery ratio until energy runs
out from all available sensor nodes at about the same time.
Then the delivery ratio drops sharply.

VIIl. CONCLUSIONS

In this paper, we presented a secure and efficient
Cost Aware SEcure Routing (CASER) protocol for WSNs to
balance the energy consumption and increase network
lifetime. CASER has the flexibility to support multiple
routing strategies in message forwarding to exten00000000d
the lifetime while increasing routing security. Both
theoretical analysis and simulation results show that CASER
has an excellent routing performance in terms of energy
balance and routing path distribution for routing path
security. We also proposed a non-uniform energy
deployment scheme to maximize the sensor network lifetime.
Our analysis and simulation results show that we can increase
the lifetime and the number of messages that can be delivered

All Rights Reserved © 2016 IJERCSE 55



#+IFERP

connecting engineers... developing research

International Journal of Engineering Research in Computer Science and Engineering
(IJERCSE) Vol 3, Issue 4, April 2016

under the non-uniform energy deployment by more than four
times.
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