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Abstract:-- Data mining is the process of extraction of data from large amount of database. One of the most important topics is 

nowadays in research community is Privacy preserving data mining (PPDM). The goal of privacy preserving data mining is to 

extract relevant knowledge from large amounts of data while protecting at the same time sensitive information. To solve such 

problems there are number of methods and techniques have been  proposed for protecting sensitive information. This paper 

provides a wide survey of different privacy preserving data mining algorithms and A tabular comparison of different technique is 

presented. 
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I. INTRODUCTION 

 
Data mining is the process of discovering 

interesting knowledge from large amounts of data stored in 

databases, data warehouses, or other information 

repositories. By performing data mining, interesting 

knowledge, high-level information can be extracted from 

database. 

The main goal of data mining is to extract 

knowledge and new patterns from large data sets in human 

understandable structure. For data mining computations we 

have to first collect data without much concern about 

privacy of data. Because of privacy concerns some people 

are   not   giving   right   information.   Therefore   Privacy 

preserving data mining has becoming important field of 
research. In order to make a publicly system secure, we 

must ensure that not only private sensitive data have been 

trimmed out, but also that     certain inference channels 

should be blocked with respect to privacy. 

 
The paper is organized as follows. In Section 1, 

we give the basic concept of data mining and privacy. In 

Section  2,  we  describe  Privacy Preserving data  mining 

with its framework. Section 3 provides some of the 

Application in this field. Section 4 contains different 

techniques with their limitations. A tabular comparison of 

different techniques of PPDM given by different authors is 

shown in section 5. And finally we conclude in Section 6. 

II. PRIVACY PRESERVING DATA MINING 
 

Privacy  preserving  data  mining  (PPDM)  deals 

with protecting the privacy of individual data or sensitive 

knowledge  without  sacrificing  the  utility  of  the  data. 

People have become well aware of the privacy intrusions 

on their personal data and are very reluctant to share their 

sensitive information. 

In  figure  1,  framework  for  privacy  preserving 

Data Mining is shown. Data from different data sources or 

operational systems are collected and are preprocessed 

using ETL tools. This transformed and clean data from 

Level 1 is stored in the data warehouse. Data in data 

warehouse is used for mining. In level 2, data mining 

algorithms are  used to  find patterns and discover 

knowledge from the historical data. After mining privacy 

preservation techniques are used to protect data from 

unauthorized access. Sensitive data of an individual can be 

prevented from being misused. 
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IV. PRIVACY PRESERVING DATA MINING 

TECHNIQUES 

 
In this section, we focus on different privacy 

preserving data mining techniques such as a cryptographic 

technique, blocking based, hybrid technique etc. 

 
A. Data Perturbation 

Data  Perturbation is  a  technique for  modifying 
data using random process. In this technique by changing 

the sensitive data by adding, subtracting or any 

mathematical formula. Different data types are used: 

character  type,  Boolean  type,  classification  type  and 

integer. In this preprocess the original data set required. 

According to the preprocessing of data it classified into 

attribute coding and obtains coded data sets. Discrete 

formula prescribed is: A(max) – A(min)/n = length. Where 

A  is  continuous attribute,  n  is  number  of  discrete  and 

length is discrete interval length. Data perturbation cannot 

reconstruct the original data; it can reconstruct only 

distribution data. 
 
 
 
 
 

 
Fig. 1 Framework of privacy preserving data mining 

 
III. APPLICATION 

 
A. Medical  Database:-Scrub  &  Data  fly  System.  The 

scrub System design for identification of medical 

record which in the form of text data. Medical records 

are typically in the form of text which contains 

information  about  patient.  Data  fly  was  design  to 

avoid identification of the subject of medical record. 

 
B.  Bioterrorism Application: - In Order to identify 

disease   affected   area   it   is   necessary   to   track 

incidences of those common diseases . That Medical 

data would need to be report to public health agency. 

However there are some diseases that are not 

reportable disease by law. E.g. Common Respiratory 

Diseases. 

 
C.   Homeland Security Applications:- 

 
   Credential validation problem 

   Identity theft 

   Web camera surveillance 

   Vide-surveillance 

  The watch –list problem 

It is important to secure the sensitive information 

therefore data perturbation play an role for preserving 

sensitive information. Distortion can done by different 

method applying such as a by adding unknown values, 

adding noise etc. In some technique it is difficult to protect 

the sensitive information, to overcome this problem new 

algorithm are developed which is able to reconstruct the 

distributed data. 

 
An new approach is develop, It is based on 

singular  value  decomposition (SVD)  and  sparsified 

singular value distribution (SSVD) technique. In this 

matrices is introduced to compare the original datasets and 

distorted dataset. SSVD used for data utility, SVD method 

add noise to make perturbed data. Perturbation has 

drawback is that each data dimension is reconstructed 

independently. 

 
B. Blocking based technique 

In blocking based technique there is a sensitive 
classification rule, it is used to hiding the sensitive data 

from outsiders. In this technique two steps are used for 

protecting the privacy. First is to identify transaction of 

sensitive rule and second is to replace the known values to 

the unknown values (?). In this, there is a scanning of 

original database and then identifying the transactions 

supporting sensitive rule, and then for each record or 

transaction, algorithm replaces the sensitive information 

with an a unknown values. This techniques is used those 

applications that can save unknown values to the some 
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kind of attribute. Generally we can hide the actual values 

by just replacing the ‘0’ by ‘1’ or ‘1’ by ‘0’ or with 

unknown values (?) in transaction. Blocking based 

techniques aim is that to preserve the sensitive data from 

unauthorized access. There are different sensitive rule for 

according requirement. For every sensitive information 

scanning of original database is needed. When the left side 

pair of rule is a subset of attribute values pair of transaction 

and the right hand side of the rule should be same as the 

attribute class of the transaction then only transaction 

supports any rule. These steps are continuing till the 

sensitive data are not hidden by the unknown values. 

 
C. Cryptographic Technique 

Cryptographic is a technique through which we 
can encrypt the sensitive data. It is used for preserving the 

data. This method is very popular because is provide 

security and safety for sensitive attributes. There are many 

algorithm are available for cryptographic technique. But 

this method has may drawbacks such as, it fails to protect 

the output of computation. It prevents privacy leakage of 

computation. This algorithm does not provide accurate 

results when two or more parties talks. It is very difficult to 

technique for large amount of database. Final result may 

break the privacy of individual record. 

 
D. Randomization Technique 

The Randomization method is a popular method 
in current privacy preserving data mining. In which noise 

is added to the data in order to mask the attribute values of 

records, this technique provides simple and effective way. 

This can be easily implemented at data collection phase for 

privacy preserving data mining by resisting user from 

learning sensitive data. 

 
Randomization techniques consists the following steps: 

1. Data providers randomize their data and transmit the 

randomized data to the data receiver. 

2. Data receiver estimates the original distribution of the 

data by employing a distribution reconstruction algorithm. 
 
 
 
 
 
 
 
 

 
Figure 2. The Model of Randomization 

 
E. Hybrid Technique 

Hybrid is new technique in which we combine 
two or more privacy preserving data mining technique to 

preserve the data. A hybrid technique in which used 

randomization and  generalization. In  this  approach first 

they randomize the original data and then generalized the 

modified  or  randomized  data.  This  technique  protect 

private data with better accuracy, also it can reconstruct 

original data and provide data with no information loss, 

makes  usability  of  data  and  also  data  is  reconstructed. 

Many other technique are used to make hybrid technique 

such as cryptographic technique, data perturbation etc. 

 
V. COMPARISON TABLE 

TABLE 1 

COMPARISON OF DIFFERENT TECHNIQUES 
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[5] J. Liu, J. Luo and J. Z. Huang, “Rating: Privacy 

Preservation for Multiple Attributes with Different 

Sensitivity requirements”, in proceedings of 11th IEEE 

International  Conference  on  Data  Mining  Workshops, 

IEEE 2011. 
 
 
 
 
 
 
 
 

Algorithms are classified on the basis of performance, 

utility, cost, complexity, tolerance against data mining 

algorithms etc. 

 
VI. CONCLUSION 

In  today’s  world,  privacy  is  major  concern  to 
protect the sensitive data. People are concerned about that 

they do not share the sensitive information. Our survey is 

focuses on the on existing literature present in field of the 

privacy preserving data mining. From our analysis, we 

found that there is no single technique in all domain 

consistent.   All   method   perform   in   a   different   way 

depending on the type of data and a type of application or 
domain. But still from analysis, we conclude that 

Cryptography  and  Random  Data  Perturbation  method 

better than existing method and Cryptography technique is 

best for encryption of sensitive data. Perturbation helps to 

preserve data hence sensitivity is maintained. 
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