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Abstract— For each user account, the legitimate password is stored with several honey words in order to sense impersonation. If 

honey words are selected properly, an adversary who steals a file of hashed passwords cannot be sure if it is the real password or a 

honey word for any account. Moreover, entering with a honey word to login will trigger an alarm notifying the administrator about 

a password file breach. At the expense of increasing storage requirement by 20 times, a simple and effective solution to detection of 

password file disclosure events. In this study, we advance the honey word system by introducing a concept of decoy files. Also, we 

suggest an alternative approach that selects honey words from existing user passwords in the system to provide realistic honey 

words – a perfectly flat honey word generation method.  
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I. INTRODUCTION 

 

 Use of malicious ways to access private data of 

users has rapidly increased these days. Internet is 

considered to be a boon to the 21st era but practice of some 

unwanted actions is turning out to be curse by unauthorised 

users . Honeywords are being introduced into the system so 

that even if any hacker has hacked the valid user password 

or his credential information the hacker will not directly 

get access to the information instead he will get access to 

the decoy details or files of the user. This can be achieved 

by implementing a concept called honeywords into the 

system. This system is mainly concerned with the security 

issues of the credential information. The use of decoy files 

is made so as to give the hacker a feel of accessing original 

data. This decoy file is a fake file which the hacker access 

considering it as the true file. Also after the hacker access 

files which are decoy files the valid user will easily come 

to know through notifications that some unauthorised user 

is trying to access his account.  

A typical computer user today manages 

passwords for many different online accounts. Users 

struggle with this task —often forgetting their passwords 

or adopting insecure practices, such as using the same 

password for multiple accounts and selecting weak 

passwords. While there are many books, articles, papers 

and even comics which educating users about selecting 

strong individual passwords, there is very little work on 

password management schemes —systematic strategies to 

help users create and remember multiple passwords. 

Before we can design good password management 

schemes it is necessary to address a fundamental question: 

How can we quantify the usability or security of a 

password management scheme?  

One way to quantify the usability of a password 

management scheme would be to conduct user studies 

evaluating each user‘s success at remembering multiple 

passwords over an extended period of time. However, 

these user studies would necessarily be slow and expensive 

and would need to be repeated for each new password 

management scheme. Our thesis is that user models and 

security models can guide the development of password 

management schemes with analysable usability and 

security properties. We present several results in support of 

this thesis. First, we introduce Naturally Rehearsing 

Password schemes. Notably, our user model, which is 

based on research on human memory about spaced 

rehearsal, allows us to analyse the usability of this family 

of schemes while experimentally validating only the 

common user model underlying all of them.  

Second, we introduce Human Computable 

Password schemes, which leverage human capabilities for 

simple arithmetic operations. We provide constructions 

that make modest demands on users and we prove that 

these constructions provide strong security: an adversary 

who has seen about 100 10-digit passwords of a user 

cannot compute any other passwords except with very low 

probability.  

Our password management schemes are precisely 

specified and publishable: the security proofs hold even if 

the adversary knows the scheme and has extensive 

background knowledge about the user (hobbies, birthdate, 

etc.). They do not require any significant server-side 

changes. In further support of our thesis, we show that user 
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models and security models can also be used to develop 

server-side defences against online and offline attacks.  

Disclosure of password files is a severe security 

problem that has affected millions of users and companies 

like Yahoo, RockYou, LinkedIn, eHarmony and 

Adobe[1,2], since leaked passwords make the users target 

of many possible attacks. These recent events have 

demonstrated that weak password storage methods are 

currently in place on many web sites. For example, the 

LinkedIn passwords were using the SHA-1 algorithm 

without a salt and similarly the eHarmony passwords were 

also stored using unsalted MD5 hashes [3]. Indeed, once a 

password file is stolen, by using password cracking 

techniques like the algorithm of Weir et al. [4] it is easy to 

capture most of the plaintext passwords. In this respect, 

there are two issues that should be considered to overcome 

these security problems: First, passwords must be protected 

by taking appropriate precautions and storing with their 

hash values computed through salting or some other 

complex mechanisms. Hence, for an adversary it must be 

hard to invert hashes to acquire plaintext passwords. The 

second point is that a system should detect whether a 

password file disclosure incident happened or not to take 

appropriate actions. In this study, we focus on the latter 

issue and deal with fake passwords or accounts as simple 

and cost effective solutions to detect compromise of 

passwords. Honeypot is one of the methods to identify 

occurrence of password database breach.  

In this study, we analyse honeyword approach and 

give some remarks about security of the system. 

Furthermore, we point out that the key item for this method 

is the generation algorithm of honeywords such that they 

shall be indistinguishable from the correct passwords. 

Therefore, we propose a new approach that uses passwords 

of other users in the system for honeyword sets, i.e. 

realistic honeywords are provided. Moreover, this 

technique also reduces storage cost compared with the 

honeyword method in [9]. The rest of this paper is 

organized as follows. In Section 2, we review the 

honeyword approach and discuss honeyword generation 

procedures. Section 3 examines security of honeywords 

and Section 4 gives description of our proposed model. In 

Section 5 we analyze its security properties and we 

demonstrate a comparison between our approach and the 

original methods in Section 6. Finally, in Section 7 we 

conclude this paper.  

 

 

 

 
II. LITERATURE REVIEW 

 

1. Pinkas and Sander first proposed the use of 

reverse Turing Tests (RTTs, e.g., captchas) to restrict 

large-scale online password dictionary attacks. The 

protocol challenges users with RTTs for a small fraction of 

user-id password pair reduce server-load and impact while 

keeping the cost of launching a large scale guessing attack 

significantly high. They proposed the use of distorted 

images ciper/decipher machine to communicate small 

messages in human machine interaction.  

2. Imran Erguler, in his paper ‗Achieving 

Flatness: Selecting the Honeywords from Existing User 

Passwords‘ researches Passwords are selected and checked 

if they match with honeyword or real password. This paper 

focuses on the various methodology used for carrying out 

the process of generation of hashed password like Chaffing 

by tweeking, Chaffing-with-a-password-model, Chaffing 

with Tough Nuts and hybrid model.  

3. In this approach, the administrator purposely 

creates deceit user accounts to lure adversaries and detects 

a password disclosure if any one of the honeypot 

passwords get used [5,6]. This idea has been modified by 

Herley and Florencio [7] to protect online banking 

accounts from password brute-force attacks. According to 

the study, for each user incorrect login attempts with some 

passwords lead to honeypot accounts, i.e. malicious 

behaviour is recognized. For instance, there are 

108possibilities for a 8-digit password andlet system links 

10000 wrong password to honeypot accounts, so the 

adversary performing the brute-force attack 10000 times 

more likely to hit a honeypot account than the genuine 

account.  

4. Use of decoys for building theft resistant is 

introduced by Bojinov et al. in [8] called as Kamouage. In 

this model, fake password sets are stored with the real user 

password set to conceal the real passwords, thereby forcing 

an adversary to carry out a considerable amount of online 

work before getting the correct information.  

5. Recently, Juels and Rivest have presented the 

honeyword mechanism to detect an adversary who 

attempts to login with cracked passwords [9]. Basically, for 

each username a set of sweet words is constructed such 

that only one element is the correct password andthe others 

are honeywords (decoy passwords). Hence, when an 

adversary tries to enter with a honeyword, an alarm is 

triggered to notify the system about a password leakage.  

 

III. PROPOSED WORK 

 

In this section, we first briefly summarize the 

honeyword password model proposed by the Juels and 

Rivest in [9]. Then, we overview the methods on 

generation of honeywords given in the study and discuss 

some points that can cause some security 

problems.Basically, the simple but clever idea behind the 

study is insertion of false passwords – called as 

honeywords – associated with each user‘s account. When 
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an adversary gets the password list, she recovers many 

password candidates for each account and she cannot be 

sure about which word is genuine. Hence, cracked 

password files can be detected by system administrator if a 

login attempt is done with a honeyword by the adversary.  

This system will help the user to keep their personal data 

secured. This software will help the user from getting their 

data without being hacked by the hacker providing the 

safety of their private information by sending notifications 

to the actual user if any hacker is trying to get access to the 

actual user‘s account.  

Algorithm for Honey Word Generator:  
1. Take input as a Position(pos) and Password(pass).  

2. Reverse the Password.  

3. Apply for loop from 1 to 20.  

4. if(i == position)  

realPassword[i] = pass;  

hashPassword[i] = generatorHash(pass);  

5. else  

realPassword[i] = replace(password1);  

hashPassword[i] = generatorHash(pass);  

6. passResult.put("real", realedPassword);  

passResult.put("hash", hashedPassword);  

passResult is HashMap.  

7. return passResult;  

 

Algorithm for Honey Word Checker:  
if (honeyPassList[i].equals(passwordHash) && i != 

Integer.parseInt(pos))  

{ }  

Phase 1 : User registration and login  

In this phase user can login into the system by 

simply entering their details and can logon into the system.  

This is the phase where user gets login into the system by 

once after doing registration.  

 

Phase 2: Honeyword Generator  

In this phase honeywords are generated by using 

chaffing with tweeking concept.Here honeywords are 

generated to ensure security of the system.There are total 

20 honeywords are generated randomly and are stored in 

the some file.20 honeywords as in there are 19 honeywords 

generated randomly and 1 is the actual password is what 

user going to enter while logging into the system.So there 

are total 20 honeywords are generated and this honeywords 

are stored randomly. If any hacker is trying to get access 

into the valid user‘s account then he has given 3 attempts 

to get login into the system. If any of the password entered 

by hacker matches with the honeyword then he will get 

access to the system but system will show him the decoy 

files(dummy files)which are fake files and they are not the 

actual ones. Though hacker got fake files but the 

notification is sent to the valid user by mail that someone 

has tried to login into your account. 

  

Phase 3: Implementation of Services like notification, 

performance evaluation and knowledge sharing point 

Notification: A Notification Program is an 

additional service offered in our proposed System to notify 

the legitimate user about the hacker trying to access a file 

without his permission. Here the automated system notifies 

using techniques like SMS and Email. The permission to 

access this service is offered to all the users. The advantage 

of implementing our proposed service is to enhance the 

overall performance of the system and provides user 

satisfaction.  

 

Knowledge Sharing Point : It is a special service 

provided in our proposed system. Here user can share their 

research work and knowledge gain from outside resources. 

During implementation we have used the concept of 

private user role. Each user can share their research work 

and knowledge gain and Delete and Edit permission access 

control is only assigned to that individual users and not 

getting inherited to upper user hierarchy.  

 

Phase 4: Providing Central Repository for data storage  

The present system involves scattered data across 

all the departments so integration and sharing for different 

purpose become difficult and time consuming. To 

overcome this difficulty we have proposed Central 

Repository for database system. with three-tier client 

server architecture.  

Phase 5: Ensuring data security and data privacy  

Last phase of this system in this phase, we have 

considered security aspect of our proposed system. We are 

going to secure our System by implementing IP based 

Security. In IP based security,we have assigned separate IP 

to our Proposed System and Data Repository which can be 

accessed only after proper authentication. Due to secured 

access the code future system modification is secured.  

 

IV. IMPLEMENTATION AND ANALYSIS 

 

The proposed system is implemented on three tier 

architecture in which the client interface is simply a web 

browser, XAMP 1.7.1 is configured as a web server, Java 

script is used as scripting language, MySQL Database 

connectivity.  

After successful completion of all the mentioned 

in proposed system, we are able to achieve the following 

aspects related to access control in any organization:  

 Services offered enhances overall performance : 

Notification service, GUI, and Knowledge Sharing 

Point enhance the overall performance of the system 

and provides satisfaction to the users.  
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V. EXPERIMENTAL RESULTS AND 

DISCUSSION 

VI.  

 
Fig. 1 User Registration 

 

 
Fig. 2: User uploading a file 

 
Fig. 4: User Files List Fig. 4 

 
Table 2: Comparison between an Existing system and a 

Proposed system. 

 

 
Fig. 5: Log details of user action 
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VI. CONCLUSION 

 

In this paper, a suitable model to avoid password 

cracking is designed. The principle idea of the System can 

be used as platform in Institutes .organisation anywhere 

where credential data is secured using password. It also 

helps upper user hierarchy to monitor administrative 

processes and evaluate the performance to take decision for 

improvement. System provides  

Utilization of services like notification, improves 

overall efficiency of System and provides user satisfaction. 
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