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Abstract - Denial of service (DoS) attacks represents one of the foremost important threats to assurance of dependable and secure 

info systems. Speedy development of latest and progressively sophisticated attacks needs resourcefulness in designing and 

implementing reliable defenses. The multitude and style of both the attacks and therefore the defenses approaches is very 

complicated. And these types of  attacks will results toward the degradation or hindrance of legitimate use of network resources. 

An intruder does not require to attack your entire infrastructure any longer. They will merely target the foremost resource based 

or consuming applications that which are executed  on the cloud and use easy low- bandwidth attacks to form as unobtainable to 

that service. Secure hypertext transfer protocol may be a sensible specimen of DOS attacks. Denial-of-service attack is considered 

as venture to form a system or network resource that's inaccessible to legitimate users. DOS attacks generally aim websites or 

services hosted on high-profile web servers like card payment gateways, banks, and even domain name servers. The  Public Key 

Cryptography (PKC) is now considered for this application, but because of the resource considerations on the sensor nodes, such of 

these  operations are quite expensive , which implies sensor networks making use of  PKC are prone to Denial of Service (DoS) 

attacks: attackers keep broadcasting fake messages, which can incur extra costs, and therefore exhaust the energy of the honest 

nodes. Additionally, the long time to verify every message by making use of PKC will increase the response time of the nodes; it's 

impractical for the nodes to validate every incoming message before forwarding it. This paper reviews on the Denial of services 

attacks, its classification etc.. . 
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I. INTRODUCTION 

 
  A recent security incident trends, recently showing 
increase  in the denial of service (DoS) attacks, will further 
put some stress on the availability of the secured resources 
when it comes to malicious online activities, with an 
intension  such as the extortion, blackmailing, the protest 
and also political activism, and even the attacks are 
performed just for the fun purpose also. Such type of attacks 
have gained popularity due to the Anonymous hacktivist 
collective. Nowadays, DoS is becoming complicated and 
also it is making use of different open source software, 
underground DoS toolkits[1] etc.  

DDoS (Distributed Denial Of Services) attack is 
among one of the most serious and dangerous attack in ad 
hoc network. A DDoS attack is the large-scale and quite 
coordinated attack on the availability of services at a victim 
system or network resource. The DDoS attack is performed 
by sending an extremely large volume of packets to the 
target machine through the in together cooperation of a 
huge number of hosts which are distributed throughout the 
network. The attack traffic consumes the resources related 
to computing and bandwidth at the target host, so that 
legitimate requests will be discarded. 

The only idea left is to create the defenses 

mechanism on which able to detect the attack and will 

respond to it by dropping the traffic which is access over the 

network. The effect of these attacks will get changed from 

temporarily blocking the service or they can even 

permanently remove or corrupt information in the network.  

 

DoS (Denial Of  Services) attacks [3] is aimed on 

either the client computer or a server computer. For 

example, an attack may target the system by  unnecessary 

consuming the limited wireless resources such as the 

bandwidth, the storage space, the battery power, CPU, or 

system memory. The Networks and the applications on the 

networks can be attacked making the changes in the routing 

information or either by changing the system configuration, 

in other words  directly attacking on the data integrity.[2]  

II. CLASSIFICATION OF DENIAL OF SERVICES 

There are number of ways in which the Denial of Services 
attacks can be classified on the basis of the parameters like 
attacked target, rate of the attack, vertical and horizontal 
classification grouping etc. 

 

Figure 1. DoS attacks classified by exploited 

vulnerabilities 
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A. Flood Attacks:  

The foremost intuitive DoS technique is flooding, 

which implies imposing huge number sizable amount of 

communication requests towards the target. Even a large 

enough number of legitimate requests might create the target 

unresponsive; however the result is larger with 

modifications that raise the server workload. One such 

popular example is SYN flood, in this  the attacker, 

throughout the establishment of transmission control 

protocol connections, sends only the SYN messages, i.e. 

doesn't complete the 3 way coordination and handshaking 

with an ACK, therefore maintaining half-open connections 

and ultimately exhausting the target. A more fascinating 

flooding attack is DNS flood; it is based on the excessive 

legitimate DNS requests and will rely on the higher 

workload on the server aspect per single DNS query. 
         

B. Amplification Attacks:  

According to the definition, flooding requires 

considerable amount of attacking resources so that it can be 

effective, more modifications in the techniques has been 

done in   the form of attack amplification, through 

utilization of reflectors. 

Moreover some of the properties are manipulated in 

order to increase the responses which are quite more in 

number as compared to the requests which are initiated, thus 

resulting in the increased intensity of the attack. Example of 

such type attacks is the reflective DNS attack [1], in which 

the spoofed DNS requests with the target IP address are 

issued to the DNS servers. This results in the redirection of 

responses to the victim, in together with the amplification as 

a result of the DNS responses which are being larger than 

DNS requests. 

 

Figure 2. Reflective DNS attack 

 

C. Protocol Vulnerability Exploitation:  
On the basis of the design, certain protocol steps may 

also results in the creation situations which may led to DoS 
attacks[3]. Firstly, the establishment of the SSL sessions 
results in the higher workload on the SSL server as 

compared to  the client side. Taking this account into the 
consideration, initial TCP connection establishment and the 
optional renegotiation of the symmetric session key will 
opens up the options for DoS attacks. 

 

D. Malformed Packets: 

These attack result due to reliability, security and 

quality issues with software implementations. Most popular 

example is Microsoft Remote Desktop Protocol (RDP) 

service vulnerability, which allows the arbitrary code 

execution. There are also numbers of attacks which are 

causing blue-screens-of-death (BSOD) on Windows Servers 

[1]. 

III. TECHNIQUES OF OVERCOME OF DENIAL OF 

SERVICES 

There are number of techniques which are adopted for 

overcoming the Denial of Services attack, some of the 

techniques are listed below, 

 

A. XSD technique  
XSD (XML Schema Definition), which is a 

Recommendation of the World Wide Web Consortium 

(W3C), which specifies how to explain or define the 

elements in an Extensible Markup Language (XML) 

document. This explanation then can be applied to check 

that each of the elements of content in a document will 

comply to the description of the element in which the 

content is required to be placed. XSD provides you with 

techniques to customize the system in the C++/Tree 

mapping. Some of the usual customization examples 

include: 
 
 Making use of  a different type for one of the XML 

Schema predefined types 
 
 Adding up a members function or the data type to 

the generated type. 
 

 Addition of virtual functions in the base types and 

then implementing these functions in the derived 

types. 
 

XSD also provides the  two command-line options, --

custom-type and --custom-type-regex which allows us to 

specify which types should be customized and then  how 

these types will be customized. 

Initial Procedure:-  
 1. Create a state for each of the elements.  
 2. Create a separate initial and the final states.  
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 3. Construct an edge from the initial state to each the 

element name and an edge from each of the element 

name.  
 4. Validate the elements based on the schema that is  

defined. 

 by their intention to congest the network.  

 
B. CPR based approach 
 

The CPR based approach is basically used to 

specify  the TCP targeted LDDoS attacks. It is the new 

approach and it is based on the novel metric approach which 

denies the concept that TCP flows will avoids the network 

congestion and LDDOS[5] also induce network congestion. 

This means that TCP will send lesser number of packets 

during the network congestion and LDDOS will also not 

decreases the number of packets during the phase of 

network congestion. 

IV. WORK IN FIELD OF DENIAL OF SERVICES 

According to paper “Distributed Denial of Service Attacks 

and Their Suggested Defense Remedial Approaches”. 

Organizations nowadays will consider the Internet as a 

main component of their operations, and the result of which 

the global cyber-threat level is also rapidly increasing. 

According to this paper most popular types of cyber-threats 

to organizational architecture  is known as a Denial of 

Service (DoS) attack, this is the  attack one is preventing 

users from accessing  the  system for the  period of time. 

Some of the latest DoS attacks have caused the  large 

corporate and government web sites are not being 

accessiable by its mainl customers, its partners and to users 

for hours or for the days, which results in significant 

financial, reputational, and other losses. 

The latest Akamai ‘s Prolexic Quarterly Global DDoS 

Attack Report [6] Quarter 1 of 2014 come up with 

information that the  number of DDoS attack potentially 

increased 47%.  

The simplest form of the denial of service attack is 

the popular SYN attack on the TCP protocol. The client will 

sends the request (SYN) to the server specifying that its 

intention to start a conversation. And then the server will 

responds with an acknowledgement (SYN ACK), specifying 

that the server is accepting the establishment of the 

connection to the client and simultaneously reserving the 

entry for the connection which is already pending as 

information obtained form its connection queue. Now the 

client will in  turn  acknowledge the start of the 

communication by sending  (SYN ACK ACK) packet. As  

the malicious client may never send such an 

acknowledgement back , as a result which, the server ends 

up with its connection queue entry.  

 

Another paper is “Detection of Denial of Service attacks 

on Mobile Internet Protocol Nodes” 

The main purpose is to detect the malicious 

connections from the normal ones and there is no 

requirement to modify the particular protocols. They have 

to design the system that should fit in any of the network 

topology and also the trace back procedure should be 

reliable and efficient. Major categories of the attacks during 

2006 were viruses which causes the unauthorized access of 

DDoS attacks. Attackers can also take of the service and 

flooding messages to server, which results in the Denial of 

Service (DoS) attack. 

 

A. DDoS 
 

There are number of  types of such attacks. And in 

this  attacker can possibly initiate the DDoS attack by 

studying the loops holes  of network protocols or 

applications and then start sending malformed packets 

which might cause faulty state in the internet or the 

network. DDoS attacks subdivided into the flodding and the 

logic attacks. 
 

In the flooding attack , the victim machine is 

overloaded with a large amount of traffic which in turn 

result in the consumption of the recourses. For Example:- 

TCP/SYN flooding.  

 

B. IP Traceback 
 

In DoS / DDoS attack, attacker make use of the fake 

source IP addresses in order to make tracing and stopping 

of DoS difficult. Due to this technique, this attack is also 

called IP spoofing. This technique make use of processing 

on which manipulates the source IP address in the IP header 

of the transmitted packet. The main use of IP traceback [7] 

is to identify the true IP address of the host originating the 

attack packets. The IP trace back is also vital for the quickly 

restoring the normal network functionality and thus 

preventing reoccurrences. 

 

C. Existing IP Trace back Technique 
 

There is no internal support to identify the actual 
sources of IP packets in the Internet architecture, so the 
different techniques have been proposed in order to provide 
trace back capability.  
 

Another paper is “Effects of DoS Attacks on the e- voting 

System and Feasible Measures to prevent them” Darshan 

Lal Meena Dept of Computer Science, Research centre: 

MITS, Gwalior MP 
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This paper specified the effect of the DDOS attack 
on the e-voting system.  

An Electronic voting (E-voting) system [8] is the 
voting system in which the election data is then recorded, 
stored and processed primarily as  the digital information. 
The research on the E-voting is a very crucial topic for the 
progress of the democracy.  

As the voting method, any voting system (internet 
voting system or electronic voting system) needs the 
confidence, without security there is no Confidence. And 
when we are designing any security architecture of any of 
the internet voting system, we should consider the insecurity 
which may occur in the communication medium.  
There are number of Security threats which are of  concern 
in  the internet and for many commercial transactions like 
online payments.  

 
Another paper is “Denial of Service Attacks of research 
papers, By Shenam Chugh, Dr. Kamal Dhanda” 
 

In order to secure computer systems it is very 
important to consider the concept of the CIA: 
confidentiality, integrity and availability. In accordance to 
availability, hackers continue to focus on disrupting access 
to online services and systems by crashing a service by 
making use of exploitation or by the flooding services to the 
point that the resource is no longer accessible. These types 
of  DoS attacks can come either directly either from one IP 
address or even from a multitude of computers located in 
different locations, known as Denial of Service (DoS).  

The most common DOS attack is creating excess 
traffic i.e. flooding the network [3] in the direction of a 
particular server, which in the end will prevent authorized 
users from getting the service they could otherwise be able 
to  receive from that server  
 
Another paper is “Detection Approach for Denial of 
Service Attack in Dynamic Wireless Networks, Deepesh 
Namdev,Monika Mehra” 
 

Wireless networks [1] are imposed to the number 
of  security problems. The intrusion on the transmission 
medium is comparatively easier than for the  wired 
networks and it is possible to perform denial of service 
attacks by just scrambling the used frequency bands. The ad 
hoc context will give rise to the number of the potential 
security problems. Ad hoc networks will not able to enjoy 
the security services provided by the dedicated equipment 
for example firewalls, authentication servers and so on. And 
the security services should be distributed, cooperative and 
also be consistent with the bandwidth which is available in 
the network. And the most viable attack in adhoc network is 
DDoS attack.  
 
 

V. CONCLUSION 
 

The key requirements  in the design of defense against 

DoS attacks are efficiency and. In this paper, we discussed 

DoS attacks which are prevailing on the Internet. And also 

we described types attacks are conducted, we reviewed 

some well known DoS attacks. This of the advantage of the 

development of DoS attack and defence classifications is 

that effective  coordination between researchers can be 

achieved so that additional weaknesses of the DoS field can 

also be reconigzed that the DoS attacks are not only a 

serious problem for wired networks but also for wireless 

infrastructures. 
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