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I. INTRODUCTION 

Biometrics is a term describing a 

characteristic or a process. As a Characteristic, it is 

measurable both anatomically as well as 

physiologically. As a Process, it encompasses 

automated methods of recognizing an individual 

based on measurable characteristics.  There are two 

categories of biometrics, viz, unimodal biometric 

and multimodal biometric. Similar to traditional 

authentication processes which rely on username 

and password, biometric user authentication is 

typically formulated as a “single shot” , providing 

user verification only during login phase when one 

or more biometric traits are required [1].  A single 

biometric or an unimodal biometric system has its 

disadvantages which is overcome by the 

multimodal biometric system. For instance, we 

consider this simple scenario: a user has already 

logged into a security- critical service, and then the 

user leaves the PC unattended trickier in the 

context of mobile devices, often used in public and 

crowded environments, where the device itself can 

be lost or forcibly stolen while the user session is 

active allowing impostors to impersonate the user 

and access strictly personal data [1]. In these 

scenarios, the services where the users are 

authenticated can be easily misused [1]. To 

overcome this disadvantage of misusing and 

prevent unauthorized user maliciously, the concept  

 

 

 

 

of multimodal biometric authentication is 

proposed.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The accuracy of a multimodal biometrics 

system is normally calculated in terms of image 

acquisition errors and matching errors [2]. Failure 

To Acquire (FTA) and Failure To Enroll (FTE) are 

the two types of image acquisition errors False Non 

Match Rate (FNMR) and False Match Rate (FMR) 

are the two classifications of Matching errors [2]. A 

higher level of assurance for an accurate match in 

verification and identification is also provided by a 

multimodal biometrics unlike an unimodal 

biometric which may result in false match. Another 

advantage of a multimodal biometric system is that 

by making use of multiple methods of 

identification, a system can preserve higher 

threshold recognition settings and a system 

administrator can make a decision on the level of 

security that is needed [2]. Also, a multimodal 

biometric system has the ability to avoid spoofing 

attacks. Hence, due to the above advantages of a 

multimodal biometric system, these are widely 

accepted by various users all over the world. 

 

II. RELATED WORK 

2.1 Literature Survey 

The below tabular columns gives the 

details of the literature survey made about 

multimodal biometrics system. The advantages and 

disadvantages of the referred paper are also 

tabulated. 
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Abstract: A secured system process is becoming a tough process to validate the online users. In an online process, 

normally user name and password is given for user registration. But since this alone is not sufficient for security, 

biometric identifier, fingerprint is used in registration step using a fingerprint device. In this paper, an additional 

security parameter, signature using mouse, that is, keystroke based or mouse based signature registration and 

verification is used, hence the concept of multimodal biometric authentication is used in this paper. 

Index Terms: Secured System Process, Biometric Identifier, fingerprint, online user, online process, keystroke, and 

mouse based signature, multimodal biometric authentication. 
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2.2  System Architecture  

 

 

 

 

 

 

 

 

Figure 1: Architecture Diagram of a 

Multimodal Biometric System 

 

 

The above figure shows the multimodal 

biometrics scheme, which uses the Fingerprint 

verification and the digital signature verification 

through a continuous monitoring and sent for 

authentication to a CASHMA Server Access. 

CASHMA stands for Context Aware Security by 

Hierarchical Multilevel Architectures, which 

operates securely with any kind of web service, 

including services with high security demands as 

online banking services and it is intended to be 

used by different from different client devices, e.g., 

smartphones, Desktop PCs or even biometric 

kiosks, placed at the entrance of secure areas [1]. 

Based upon the preferences and requirements of the 

owner of the web service, the CASHMA 

authentication service can complement a traditional 

authentication service, or can replace it [1]. 

III. SYSTEM DESCRIPTION 
 

3.1 User Registration 
This is the first step process. Here, the client 

interacts with the application. To access the 

Application, the Client registers their details with 

the Application Server. The details include Name, 

Password, Date of Birth, Mobile Number etc. 

which are stored in the Application Server 

Database, thereby making the user to access the 

application only by their provided Interface. 
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3.2 Fingerprint Registration 

Here, the system identifies the User’s 

Finger using the Fingerprint device. 

 

3.3 Signature Registration 

Here, the system identifies the User’s 

Signature using the mouse, viz, it’s the registration 

using digital signature concept. 

 

3.4 Fingerprint Recognition 

Here, the server verifies the fingerprint 

provided by the user during login session with the 

fingerprint provided by the user. In case of 

mismatch of the fingerprint, user is not allowed to 

access the account. 

 

3.5 Keystroke Based Signature Recognition 

Here, the server verifies the signature provided 

by the user upon login with the signature provided 

by the user. In case of mismatch of the signature, 

user is not allowed to access the account. 

 

3.6 Banking Authentication 
Once the user provides both signature as 

well as fingerprint correctly, the Server will 

generate the Session Key using Secure Random 

Number Generation Algorithm and send it to 

User’s email id. Once the session key received in 

the user’s email id is verified by the server, the user 

is allowed to access the account. 

 

IV. FINGERPRINT IDENTIFICATION 

AND FINGERPRINT MINUTIAE 

ALGORITHM 

 

4.1 Fingerprint Identification 

Fingerprint is one of the most well-known 

and important biometrics [3]. Fingerprints are 

considered as a biometric characteristic due to their 

uniqueness consistency over time. 

The following advantages make fingerprints more 

popular: 

(i)Ease in acquisition 

(ii)Established use 

(iii) Numerous sources (ten fingers) available for 

collection 

And (iv) Collections by law enforcement and 

immigration. [3]. 

The following figure shows the image of a 

fingerprint and its various parts 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Fingerprint Image 

4.2 Fingerprint Minutiae Algorithm 

Fingerprint is the most critical step in both 

verification and identification problems [4]. As per 

the fingerprint minutiae algorithm, the two 

fingerprints are compared with each other and the 

output of the comparison is either a degree of 

similarity or a degree on non-similarity. The 

Fingerprint Minutiae Algorithm is a very useful 

and effective algorithm to check and compare two 

fingerprints given for comparison. 

 The algorithm mostly attempts to get the 

similarity degree between two minutiae fingerprint 

sets [6]. Two fingerprints are said to be genuine if 

they represent the same finger, and impostor if they 

are different [4]. There are various reasons which 

make fingerprint matching a challenging problem, 

viz, skin features, displacement, distortions, , image 

noise, etc. There are two categories in fingerprints: 

1) Small inter-class variations- describe the 

similarity between two images from 

different fingers. 

2) Large intra-class variations- describe the 

large variability in different impressions 

of the same finger. 

Minutiae-based matching algorithm is the most 

widely and popularly used technique. The output of 

a minutiae extraction stage is, at least, a set of 

minutiae [4]. 

The formula to calculate the minutiae-based 

matching is as follows: 

Matching_score=k/((n+m)/2) 
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V. KEYSTROKE BASED SIGNATURE 

VERFICATION OR MOUSE 

SIGNATURE VERIFICATION 

Once the fingerprint verification is over, 

mouse signature is input by the user so that it will 

also be verified and based on the match or 

mismatch verification, the user will or will not be 

allowed to access the account. User has to train the 

system by registering his signature for about 20 

times and mouse signature is used to validate the 

user. 

The following are the steps for signature 

verification: 

Step 1: Sign up or Register to get an account no. 

and pin no. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: User Login 

 

 

 

 

 

 

 

 

 

Figure 4: User Registration 

Step 2: Once Fingerprint registration and 

verification is completed, verify the signature as 

per the below screenshots: 

 

 

 

 

 

 

 

 

Figure 5: Signature Verification 

 

 

 

 

 

 

 

 

Figure 6: Signature Verification with signature 
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Figure 7: Signature Verification with saved script 

message 

 

 

 

 

 

 

 

 

 

Figure 8: Signature Verification with registration 

completed message 

 

 

CONCLUSION 

In this paper, we described what a Biometrics 

is, the identifiable features of Biometrics using the 

Biometrics techniques, viz, Fingerprint and 

Signature Verification, and also about the User 

registration, User verification and about the 

Keystroke or Mouse based signature verification 

using a training system. In this paper, we also 

described about what a Multimodal Biometrics 

System is, and hence distinguished between an 

unimodal and a multimodal biometrics system. 

Even the advantages of a multimodal biometrics 

system are presented in this paper. We also 

explained about the Fingerprint Minutiae 

Algorithm highlighting the features of the 

algorithm. 
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