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merchant and its employees not to use consumer
information for their own purchases and not to sell
the information to others.In this paper, a advanced
method is proposed, that uses text based
steganography and visual cryptography, which reduce
sharing of information between consumer and online
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merchant b able successful fund transfer from
consumer’s ount to merchant’s account thereby
afeguardmg consumer information and preventing
misusgf@# information at merchant side[10].As JPEG
is wigdely used, in this correspondence we propose a
n RDH framework to hide data in an encrypted
G bitstream.The scheme is defined to perturb the
incipal content of the original image while
eserving the bitstream structure. The secret bits are
encoded with error correction codes and then
embedded into the JPEG bitstream.On the receiving
side, blocking artifacts of neighboring blocks are
used to extract the secret bits and perfectly restore the
original bitstream[1].

. EXISTING SYSTEM

In this modern world, hackers use many
techniques to break e-banking security. The latest
security threats facing e-banking authentication
systems are: Phishing trends, such as spear phishing
,pharming  ,whaling and  fast-ux  service
networks.Phishing is a criminal mechanism that
employs both social engineering and technical
subterfuge to steal consumer’s personal identity data
and financial account datas.Payment Service,
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Financial and Retail Service are the most targeted
industrial sectors of phishing attacks[4].

Secure Socket Layer (SSL) encryption prevents the
interception of consumer information in transit
between the consumer and the online merchant.
However,one must still believe merchant and its
employees not to sell the information to others and
not to use consumer information for their own
purchases[2].In order to hide four letter word, eight
words are required prohibiting the words that are
added to provide flexibility in sentence construction.
So to hide a immense message, this technique
requires large number of words and creates a
difficulty in sentence construction[3].Disadvantage of
this technique can be used in its advantage by
applying it to online banking to create spam mail to
hide one’s banking information.

Fig 1.Existing System Architecture

Il. SYSTEM STRUCTURE

A. Online Shopping System

In traditional online shopping as shown consumer
selects items from online shopping portal and then is
directed to the payment page. Online merchant may
have its own payment system or can take advantage
of third party payment systems such as PayPal,
payonlinesystem, WebMoney and others. In the
payment portal consumer submit his or her creditor
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debit card details such as credit or debit card number,
name on the card, expiry date of the card. Details of
information sought from shopper vary from one
payment gateway to another. For example, payment
in IRCTC website requires Personal ldentification
Number (PIN) when paying using debit card whereas
shopping in Flipkart or Snapdeal requires Visa or
Master secure code. In addition to that merchant may
require a Card Verification Value code, CVV (CVV2
for Visa, CVC2 for MasterCard), which is basically
an authorizing code in CNP transactions. According
to the PCI Data Security Standard, merchants are
prohibited from storing CVV information or PIN data
and if permltted card mformatlon such as name, card
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complaint is

PC
ge apd the p
it

i ation pUrpOSeS. §
B. qscat

The ework ofs
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workflow of e bedding extraction
restorati it owner, data hider, and receiver,
roles of “are described as follows.

pgsed scheme is

\ %ontent owner: Parse the original JPEG bitstream

and encrypt the bitstream to conceal the principal
content of the originalimage.An encryption key is
chosen by the content owner.The encrypted bit
stream must have the same structure as the original so
that it can be decoded correctly to give an
undistorted.

Datahider:Embed the secret message intothe
encrypted JPEG bit- stream. Suitable positions for
data hiding are chosen, and the achievable embedding
capacity calculated. Encode plain bits into secretbits
with error correction codes (ECC)[7]. The word plain
is associated with the original message to be
transmitted, and secret corresponds to the ECC-
encoded and encrypted secret bits.An embedding key
is usedby the data-hider for security.

Receiver: Extract the secret message and recover the
JPEG bit- stream. With both the encryption key and
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embedding key, the secret bits are extracted and
decoded into plain bits, and the original JPEG
bitstream is perfectly restored. If the receiver only has
the encryptionkey,an image with good quality can
still be obtained approximately. Generally, these
RDH methods are useful for embedding data into
images that are open to the data hider.In some
applications,the image owner may not be willing to
disclose the image contents to the data hider[9].For
example,the patient’s private information must not be
revealed to the person who embeds data into the
medical image, while the original image must be
recovered perfectly and embedded data completely
extracted on the receiver end[5].
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V. BITSTREAM
ENCRYPTION

" rog

PARSING AND

A. JPEG Bitstream Parsing

According to JPEG standard an image is
decomposed to a set of quantized DCT coefficients in
non overlapped blocks,and then coded into a
bitstream with entropy encoding.During entropy
encoding, the DC coefficients and the AC coefficients
are handled separately. The DC coefficients are coded
with the Huffman codes after using a one-
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dimensional predictor Bitstream parsing is a part of
the entropy decoding, which analyses the
compressed bits according to the JPEG structure and
the Huffman tables extracted from the JPEG file
header.

B Bitstream Encryption

We aim at encrypting a JPEG bitstream into the
one that can be decoded into an unrecognizable
image directly by a JPEG decoder.Due to the strict
structure of JPEG data, any alteration on individual
bit may cause the failure of decoding. Therefore,
special care is taken in the present work to devise a
JPEG encryption scheme For th e, we do the
ucture by
bits.The

3
tﬁ %osmons
ives the encrypted

does not know the
contents of the image, additional data can

still be eW ‘into the image by modifying some
bit ple given in which the dark blocks are

ee? or data hiding, and the shaded blocks skipped.
t sho

uld be noted at this point that, to embed data, it
is unnecessary to decode the bitstream into an
encrypted image. Nonetheless, for easy description in
the following, one might imagine there were an
encrypted image decompressed from it[8].

B. Definition of Blocking Artifact Function

During data hiding,each secret bit is embedded
into one usable segment by modifying some of the
appended  bits.Thus the corresponding AC
coefficients in the wusable blocks are possibly
modified, which, in most cases, may introduce
blocking artifacts between a usable block and its
neighboring blocks. Here we define the blocking
artefact function which will be used in image extract
and recovery[10].
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CUSTOMER'S
e

VI METHOD EXTENSION CA'S SHARE

Customer unique authentication password in o MERCAFNT
connection to the bank is hidden inside a cover text v
using the text based steganography method.Customer ST BECOUNTNO
authentication information (account no) in connection r s
with merchant is placed above the cover text in its =— SeEUND
original form.A snapshot of two texts is taken and AUTEENTC AT L
kept.One share is kept in the database of the certified AvTEENTICATION

Authority(CA) and the other share is kept by
Customer.While shopping online, after selection of ca BANK
desired item and adding the item to the cart, preferred
payment system of the merchant directs the customer
to the portal of Certified Authority(CA).In the
portal,customer submits his own share and merchant
submits its own account details.Now the CA
combines its own share with shopper’s share and
obtains the original image.From CA, merchant
account details, cover text are sent to the bank. At the
bank side,the customer authentication passwor
recovered from the cover text.
authentication information is sent to t
CA.After  receiving

Shapshot a nd co

Account No - 12345678910111
Promod Yadav has gone to Bangalore
for the marriage of his daughter to
Promash Yadav.

genu ine [
accounf @ thé m
recieve

rece

informatien.Th i ifi
does‘o* i t0%forward the cove
text obt bini@”the two shares.But
can be ovegcome apmng nine digit r
transit nur‘ cust hentication

. of a f g MCA, ensures

customer’s satisfactloﬂ% rity further as more
number of partlem Ived in the process. Cover
text can be sent i form of email from CA to bank
to avoid rising suspicion.
Security Threat:During payment, merchant’s
payment system requires to direct the shopper to
CA’s portal but fraudulent merchant may direct
shopper to a portal similar to CA’s portal but of its
own making and get hold of customer own share.

Share 2 kept by CA

Overlapping of share 1 and share 2.
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VII.  CONCLUSION AND FUTURE
WORKS

In this paper, a payment system for online
shopping is proposed by combining text based
steganography and visual cryptography that provides
customer data privacy and prevents misuse of data at
merchant’s side. The payment system can also be
extended to physical banking.Shares may contain
customer photographic image or signature in addition
to customer authentication password. In the bank,
customer submits his own share and his physical
signature is validated against the signature obtained
by combining customer’s share and CA’s share along
with  validation of customer authentication
password.This helps in preventing the misuse of
stolen card and stops illegitimate customer.
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